Print

~/\ \ EVERYONE
@
v-

EveryonePrint 4.3

Installation and
Configuration Guide

EveryonePrint Installation and Configuration Guide 2022.11.11 Page 1 of 225



EVERYONE
@’ Print

1. EVEIYONEPIINT OVEIVIEW ...eiiiiiiieeiee et ettt e ettt e et e e e ta e e et ta e e e ea e e eeaa e e e aa e eeaa e eeeaa e eeaa e eeaanaeeeaa e eeean e aeeannaenannseeennnaeennnaernnnnaes 6
1.1 WAL iS EVEIYONEPIINT? «.eeeeiiiiieeeieiitie e e ettt e e e e e et e e e e e e e et eea e e e e e e teeena e e e e e e eeeaaa e eeeeeeensanaaeeeeennsnan e e eeneensnnereeerennnnnn 6
1.2 Prerequisites and REOUITEMENTS .. ... i et e e e e et e e e e et ee e e e e et e ee e e e e e e eeeaaa e e e e e e ensaa e s e eereennnaeeeeerernnnnnns 8
1.3 IMPOrtant NOtE abOUL PEITOIMANCE ... .cciiiiiiiie i e e e et ee e e e e et e e e e e e e e ee e e e eeeeeeaaaa e eaeeeeasaaaseaeeseasannsnseeesesnsnnnnaseeerernnnnn 10
1.4 [T K=V Lo I T o] o o ] £-3S U N 11
1.5 W] o] oY 5 €Yo e Lo ol B 1 s 1=Y o1 {3 12
1.6 EveryonePrint with print aCCOUNTING SOIUTIONS ...ciiiiiiii et e e e e e e e e e e s e e e e e rnra e s e e e eernnna e e e eerernnnan 13

B @ T S U ¥ T PSPPI 15
2.1 RS 11U oY o I U T 415 o T U SRS 15
2.2 CoNnfIgUure EMAil ACCOUNT ..o e e e e e e e e e e e e e e e aeaeas 15
2.3 Prepare printers on the server.... .16
2.4 INSTAIING EVEIYONEPIINT ...ttt e et ettt e e e e et eee e e e e e e teenaa e e e e e e eebsaa e e e e e e ensaan e eaesennsaneeeaerernnnnn 16

2.4.1 Unattended/Silent installation or update of EVEryONEPriNt........ccvuuiiiieeieieiiiee e e ee e reee e e e e e e eeree e e e e eeesbaaeeeeeeeennnns 18

2.5 EveryonePrint Admin ........coooiuiiiiii et
2.5.1 Access EveryonePrint Admin remotely
2.5.2 Default EveryonePrint Admin login

2.6  Adding Printers to EveryonePrint...........

2.7  Access user Web portal and do simple test print

3. CONTIGUITNG EVEIYONEPIINT ...ttt ettt ettt 555555555555 555555555555 555555555555 5555555555555 555555555 5555555555000 mbmmmmmnnnn

3.1 Dashboard with statistics

3.2 EveryonePrint Monitor

3.2.1 Hide user and document information in Monitor
3.2.2 Hide the Monitor completely
3.3 LT =Y 0 1oV PPN
3.4  Choose EveryonePrint Edition
3.5 Logging and Troubleshooting
3.6 [ Lo Yol ] 4 0 =T X A U1 o o
3.7  Application Settings
3.8 Lo 0T DT oYU ) A=Y 1T S PPN
3.9 Languages and Location
3.10 Modifying language text strings
3.11 Printing and Security
T I U LYY VU 1= oY T U4 o P

3.12.1 LDAP Authentication

3.12.2 Prepend/append username with domain information
T I T Ty Y=Y o I oo T = L @Y o T [T = o ) P

3.13.1 Customize login text on Web portal

3.13.2 Web Portal single-sign-on

3.13.2.1  Internal built in SINGIE—SIgN=0MN...cciiiiiiiii e e et e e e e e et s e e e e e re e e e e e e e e rnnaeaeeeaes
3.13.2.2 CAS Jasig Central Authentication Service.....ccccceeevrvereeennnnn.

3.13.3 Change default Web ports from 7290 and 9443
3.14 Web Print configuration
3.15 Driver Print configuration

I I T O I B B -1 oV PP
3.16  CoNfIGUIE EM@il PriNt ... s

T ST B =X T U A0 4 =Y o= [ R

3.16.2 Note when using Exchange MAPI for internal email
3.17  MODIlE Print CONFIGUIATION ... s

3.17.1  Strict Mobile device authentication

3.17.2 Mobile App Settings
T I T 1o L= AN T T T o 11 (= =0 1 P

3.18.T  CONTIGUIAtION OVEIVIEW .iiiiiiiiii ittt ettt e et e oo e e et e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aeaeaaaaaaaaaaaaaaaaaes

3.18.2 Create Wide Area Mobile Print sub domains

3.18.3 Configure EveryonePrint Mobile Gateway

3.18.4  CONTIGUIE DINS SEIVEI ... eiiieieiee e ettt ettt ettt e et e et et et et et et et e e e e et et et e e e e e e e e e e e e e e e e eeaaeaeaaaaaaaaaaaaaaaaaaaaaeaaaaaas

3.18.4.1 Configure Windows DNS

EveryonePrint Installation and Configuration Guide 2022.11.11 Page 2 of 225



EVERYONE
@’ Print

3.18.4.2  CONFIGUIE BIND .....iiiiiiiiiiiiieieieee e ettt ettt ettt ettt ettt ettt ettt ettt ettt e teteeeeeee e et et et e eeteeeeeeeeeeeeeeeseeeeeeeseneeeeeeeeeeeeeeeennes 62
3.18.5  Verifying DNS CONFIGUIATION ..cceiiiiiii e e e e e e e e e e e 63
3.18.6 Set search domains 0N MODIlIE AEVICES ......cieiiiiiiii e e e e e e e e e e e e e e e e e e e rnrnaa e e e e erennnnns 64
3.18.7 One Wide Area Mobile Print SUb dOmMain .......cooiiiiiiiiiiii 64

3.18.7.1 Single sub domain configuration on Windows DNS ........cccoiiiiiiiiiiiie e e e e e e e enne e eaes 64

3.18.7.2 Single sub domain configuration 0N BIND .........cceiiiiiiiiiiiiiiiiiieei et eeee e e eeee e e e e e e e e eeeeeeeeeseeeeereseeerereeeeeeereeeeeees 66
3.18.8 Multiple Wide Area Mobile Print SUD dOmM@ins . ......ccoiiiiiiiiiie e e e e e e e e e e e e e e en e e e e e e eennnas 67

3.18.8.1 Multiple sub domains configuration on Windows DHCP ...........couiiiiiiiiiiiii e 67

3.18.8.2 Multiple sub domains configuration 0N LINUX DHCP.......cccoiiiiiiiiiiiieieieceiiee e e e e e e e e e e e ennne e eeaes 69

3.19  Configure GOOgIe CIOUM PriNt.. ... .. 70
3.20 Google Cloud Print configuration summary .71
3.20.1  Create @ GOOGIE ACCOUNT...cciiuui it eeeeeiiee e e e et ettt e e e e e et eeaa e e e eeeeeesa e e e eeeeeee s aeeeeeeeeanaeeaeeeresana s eeeeennsanneeeeenennnnnn

3.20.2 Enable Google APl access 0N GOOGIE ACCOUNT .....uuiiiiiiiiiii et e et e et e e e e et e e et et e e e et e e e taeeeeaaeeeeaneaeenaaeennaes
3.20.3 Register printers from EveryonePrint in Google Cloud Print .
3.20.4 Enable “Public Link” sharing for Printers.........u oo
3.21  Configure OULGOING Mail ... . s
3.22 Card server.....cccccceeeeeeeeeeeenns
3.23 Card Reader Profiles
I S N [ o1 T €= oY Y LY N\ a1 Tef= L oY o1
3.25  Change AdminiSTrator OGN .. ... s
3.26 Restrict access to administration Web interface based on IP address ....cooooioioieiiiiiiiei s 88
B A |V T Vg T Vo 1 o 0 LYY U 89
3.27.1  Import User Email Addresses from CSV file .....ooouu it e e e e e e e e e e et e e e eneeeennnes 90
3.28  MANAGING CarUS .. s 90
S0 I |V T U g = Vo [T T I 1= Tl =F PP 92
72 T B Yo AV Y ol [ BT <Y 4| PSSP 92
3.29.2 Associating network card reader With deVICE........oii i e iiiiiiiee e et e e e e e e e e e e e e e eeena e e e e e e ennanan 93
3.29.3  Generate QR COES fOr asy PriNTEI @CCESS ..eiiiiiiiiieiei e i e e ettt e et e et e e e e et e e e e e e e e e e e e e e e e e aaaaaaaaaaaaaaaeas 94
T L T =0 V7 < T 8 o Y0 L3
3.30.T  PUIL PriNt @SS@NTIAIS ..uuuieieieeiiie et e ettt e e e e ettt e e e e e et ee e e e e e et e ea e e e e e e e e ea e e e e e e eeea e e e e e e rnra e e aerennnaan
3.30.2  Create Private PriNt ClOUM .co.uuuu ittt ettt e e e e e ettt e e e e e et e ee e e e e e e et ea e e e e e e eeaa e e eeeenesaaneeeeeennnann
3.30.3  Print 10 Private Print ClOUM .....uu i eieieiiiie e s e eeeeiee e s e e e ettt e e s e e e e e et e e e e e e eeeaaa e e e eeeeeanaaeeaeeeensnaneeaeeennsnnnnseeenennnnnn
4. Sending Print JODS VIa WD ... s
5. Sending print jobs via Driver ................
5.1 Simple vs. Advanced Driver Print
5.2 Deploying EveryonePrint printers to WOrkStation PC’S .....ccciueuuioiiieieiiiiiee e e e et e s e e e e e e e e e e e e e eaee e e e e e e enanaaeeeaeeennnnan 103
5.2.1 Configure Device in EveryonePrint..........ccccccuuemummmmmmminiinnenens
5.2.2 Create IPP print queue on print server
5.2.3 Create LPR Print QUEUE ON PriNt SIVET .. ittt ettt er e et e e e ra e e raa e e et s e e e ra s e rane s e e e s e e enaaaeranass
5.2.4 Deploy print queue using Group Policy or Logon Script .
6. Sending print JODS VIa EMal ... s
6.1 [Tl 4 = =010
6.1.1 Direct Email Print uSing Mail SUDJECE ......ii it e e e e e e re e s e e e e e neaa e e e e e rernnnas
6.1.2 Direct Email Print to Printer EMail AlIQS ....oeeeeiieiiiiii ettt e et e s e e e e et s e e e e e eeaa e e e e e eeennaas
6.1.2.1 Configuring a mail forwarding account on Microsoft EXChange ..........ceeveiiiiiiiiiiiiiiiiiiiiiiiiiiceeeeeceeeeeeeeeeeeeee 112
6.1.2.2 Configuring Email Print Alias in EVEryONePriNt.......ccuiiiieiiiiiiiiiiieiiieeiieeeeeeeeee e e e e e e e e e eeeeeeeeeeeeeeeeeeeeeeeeees 112
7. Sending print jobS from MODIIE QEVICES.....ceeiiiiiiiiiiiiiiiiiiiiieiiei ettt ettt et ettt ettt teteeeeeeeteee e et eteeetetsteeeseseeseseeeesnsnsnsnsnsnsnsnnnne 113
I N 1= Uy T T o g T Lo o T (=] F=T KN oo Yo L1 PPN 114
8.1 LAY o B Y LT T TN €Y - Lol RPN 114
8.1.1 Restrict ACCESS tO WED release INTEITACE . . .uiiiiiee e e e e ee e e et e e e e e e e e e e et e e e e e eeenenaeeeeeeennnnnaeeeeeeennnnan 116
9. Releasing Print JObS (QUENENTICATION) 1iviuuuuuieiieeiiiiiieie e e e e eeeee e e e e e e e et e e e e e e e eeaa e e e eeeeaasa e eeeeeeannaaaeaeeeeeennnnseeeeennsnnnnnseeeeennnnnn 117
9.1 Users selecting favorite printers iN My PrinterS ... s 117
T 0. USING DEVICE GrOUPS - .eeeuuiiiiiieeite e ettt ettt et ee e et e et e ta e e eea e e eaa e e e ea e e e ea e et ea e e e eaa e e e ea e et et e e eaa e e e ea e e eaa s e ee s eeesnneennnnsennnn 118
10.1 Example 1: Grouping devices for more friendly VIEWING ......ccooeeiiiiiiiii i e e e s 118
10.2  Example 2: Limit What printers are ViSiDI ..oueeeueue oo e e e e e e e e e e e e e e e ee e e e e e e e e an s 120
10.2.17  USING SIMPIE LDAP QUEIDULE ...ueeeiiieiiiiieitiettttueteieaetetetatsteaetetese s ese e e e e s st s 5555555555555 5555555555555 5555555555 msmsmsmtmsmnmrnnn 120

EveryonePrint Installation and Configuration Guide 2022.11.11 Page 3 of 225



EVERYONE
@’ Print

10.2.2 Using Windows Active Directory Group MemberShip .. .cciiiceeieeeeieie e e e e e e e e e e e e e e e e e e e e e e ennn s 123
LI I Iy o Y I I 7T Yo T 1= o T PP PR 127
11.1  Obtaining an SSL certificate from a trusted CertifiCate AUTNOTITY .......uuueiiueieieiiieieiiiiieeererereeeeererererereeererererererernrereennne 128

11.1.1  Create new keystore and generate private key

LI A Y T U a1 e e =Y Q=T o 1 ToF- L= P
11.2.1  Configuring EveryonePrint with the Test Certificate
11,22 Verifying the TeSt CertifiCate ... uuuuuuuuuuuuuuuuuueutuetattueuetetaeeueaeteaeseeeseaeseeeeesesesesessssssss s s s s s e s et s s s 55t st s s s s st s s et s tntetetnsnsmnnnnnn
11.3 Import SSL certificates for LDAPS or mail servers
12. Printing to remote print servers

13. Installing document sSUPPOIrt @PPHICATIONS ...ceieiiiiiee et e e e e e e e e e e e e aaa s
13.1 Install Microsoft Office 2007, Office 2010 or Office 2013 ......ccevveeeeees
13.1.1 Install Microsoft Office 2007, Office 2010 or Office 2013
LIS T A O T 1= T\ el o XYoL o o P
13.2 Install OpenOffice 3.X ...............
13.2.1 Installing OpenOffice 3.3.0
LIS TR0 @ T 1= o B 1 (= PP
14. EveryonePrint clustering for high-availability and high scalability
14.1 Cluster Servers Overview
LI R = T AV o T PP
T4.1.2  CONTIGUIATION TYPES eetttitiiuuettttttteteteteeetetetateteses sttt e 5555555555555 555555 555555555555 555555555555 555555555050 5mbmbmmmnmnnnn
14.2 Prerequisites for a cluster configuration
14.3 Configuring a primary server
14.3.1 Open firewall on primary server
14.3.2  CONTIGUIE SNATEU SPOOI. .. ettt et ettt e et s st 5555555555555 5555555555555 555555555555 m s st mtmbmrmnmrnnn
14.4 Configuring additional secondary servers
LI T I oY | o [ I 4 =1 Y By o Yo Yo 1 P
14.4.2 Modify secondary servers cluster configuration
14.4.3 Replicate printers from primary

14.5 Installing EveryonePrint in a Windows failover cluster
LI T BV - 1 e b= o [ Y PP
14.5.2 Install EveryonePrint on first active node
14.5.3 Change service logon accounts

14.5.4  MOVE database 1O SNAr@O STOIAg@. . .. uuuuuuuuuueuuuetuteuetauetaaeuaaateteseseseaesesesesesssessssss s st 555555555555 555555 s 5555 e s st msmsmsmbmsmnmrnen
14.5.5 Modify primary cluster nodes configuration
14.5.6 Change the primary servers SPOO0l fOIUEI ... ..o it e et e e e e et e e e rae e e eaaaes
14.6 Adding external load balancer for high front-end scalability
14.7 Replicate printers across all SEIVErs ......cccoeiiuiiiiiiiei e
14.7.1  Using Windows Print Migration Printbrm.exe command-line tool
14.8  Licensing in ClUSTEred CONFIQUIATIONS .....uuuuuuuieieieteteteteteteteteeeeeeeteeeeeeeaeeeeeeeeeeeeeeeeeseeesesesseesesseeseseeeseeeseseeesssesebnensnsnsnnnns
14.9 EveryonePrint clustering in high-availability virtual configurations
LT el S0 o TN V=T VoY 4 Tt T o e T U L
16. Upgrading or Uninstalling EveryonePrint
17. EveryonePrint API

L Y N o B el o Ty T e T Y LU T T =Y 't 1= o PP
17.2 Communicating with EveryonePrint API
17.3  SECUIING API CAIIS ettt ettt et ettt e e 5555555555555 5555555555 555555555555 555555555 m 5 e e s e memememnmrmnnnnnn
17.4 Note about SSL and non-SSL communication
17.5 Logging and Troubleshooting
17.6 Define return type format
17.7  EXAMPIES WItI CUIL ... ettt et e e ettt e e e et e e eet e et et eeeaanaeeann e eetanaeennnaeesnnseeannnaersnnaaernnnaernnn
17.8 API Functions and Methods
LI T B T Y=Y V=Y Y=Y Y o ) o PP
17.8.2 Add all printers from server
LI T T =Y 1| o T =T o3 1o BT VY S
17.8.4 Delete all printers from server
17.8.5 Get UserID Hash

EveryonePrint Installation and Configuration Guide 2022.11.11 Page 4 of 225



ﬂ . EVE R_YO NE
v Print

17.8.6  Add EMail Adress TO USEIMAIME ......ciiieiiieiiieeeeeeeeeueeaseeeeeeaaua e e seeeeeeeaaaaeeeeeneananeeaeeeensnaneeaereennnnnseeeeeeeensnnnnnns

17.8.7 Delete EMail Address From US@IMaAmMIE ... .ccuuuiiiiuiieiiiieeeeie e e et e e et e e eaa s s eeas e e eaae s e eaa s e eesa e e eaaaaeeaan s e eesaseeranaeeennns

17.8.8  Submit print jOD file OF URL O PriNTiNg ........euuuuueeeiueeteieieiuteueteteteaeuetetetenesesesesesesssesssesesssssssssesssssssssssssssssssssnmnnnns

LI 38 B Ve [ - W o o 11 =1 PSP

L2 < 0 O T = o 1 1 | (=

L7 < T I T o T U W 1 -] S
LI T I 1= 1) L T o1 [0 (= PP P

17.8.13 Add a device group or a printer 10 @ dEVICE GIOUP uuuiiiuuiiiiiiieeeitie e e it e e et e e e taeeeeau e e eet e e eaaeaeeaa e eeesaeeernnaeeannes
LI S T R =Y - e -1 <o 1o YU P
17.8.15 ECIT @ 0OVICE GIOU ..uuuuuuuuuuuunuueuuteuaueteteuetetatetsseessssesess e st s s 5555555555555 5555555555 555555 55555555555 555555555 5555555550 £mbmbmmnmmnnnn
17.8.16 Delete a device group or remove a device from group ................
17.8.17 Add a Wide Area Sub domain or printers to a sub domain
17.8.18 Get a Wide Area SUD OMaiN ..oociiueiiii it e ettt s e e e et et e e e et et eba e e e e e e e eesa e e e e e eeeennaa s
17.8.19 Edit a Wide Area Sub domain ....
17.8.20 Delete a Wide Area Sub domain
18. Troubleshooting and other tips
18.1 Collecting log files for support...
18.2 Check and verify Microsoft Exchange email support

18.2.1  MiCrOSOft EXCRANGE MAPI ......eeeieieeiiiieieieteteteteaeeaaeaeeee ettt e e ss e et e s st 5555555555555 55555555 5555555555 55555555555 m s mbmbmbmrmnmrnnn

18.2.2  MiCrOSOft EXCRANGE WD S@IVICES .. uuuuuuiuuuuuiuitutieieuttetetateaeteteaeteseseaeseseses e s ses st st s s st s 555555555555 555555 s s 555 et s s m s s s msmtmsmnmnnen
18.3 Common LDAP authentiCation @rTOr COUES ..ouuuniiiiiiiiiiiie ettt e et et e et e e e et e e e et e e eaa e e eea e e e ta e eeaa s e easa e e esnneaeesnnaaennn
18.4 Troubleshooting MicroSoft OffiCe CONVEISION .......iiiiieiiiiice e e e e e e e e e e e ee e e e e e e e e es b e e e eeeeessaaaeeeeeeesnnaansnns
LIRS S @ T8 e Fo) s T I Y ' Ul T Vo =Tl <Y1V Y R
18.6 Customize release code, username and password generation fOrmMatting........ ... euuueeerererereremererereeeeereeeeeeereeeeneeeeennee 218

18.6.1 Customize the time release cOde is retaiNed fOr USEIS ......uuuuuuuuururereieiuiurerererererererererererererererererererererarererererererees 219
18.7 Selectively delete all users, print job history, emails and Printers ........ccccieiiiiii it een 220
18.8 Configure Email Print with Microsoft Oauth2 Modern Authentication............coeiiieiiieiiieie e 221

EveryonePrint Installation and Configuration Guide 2022.11.11 Page 5 of 225



" EVERYONE
Y% Print
1. EveryonePrint Overview

1.1 What is EveryonePrint?

EveryonePrint is a server based secure and mobile printing solution that allows users to print
from their workstation PC’s, laptops and notebooks, mobile devices and tablets with ease, using
Web print, driver printing, email, WiFi or Google Cloud printing.
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Web print Users can upload documents to print via a Web portal, optionally with

login validation.

Driver print Users can print from within their programs and applications on
workstations or notebooks, with or without a driver installation, directly
to the EveryonePrint server, optionally with authentication.

Email print Users can send documents to print from mobile devices, by sending an
email with documents attached, to an email address configured for the
purpose. EveryonePrint retrieves emails and processes to the relevant
print queues, optionally allowing for secure printing with login
validation or privacy release codes.

Mobile print Users can send documents to print using the native Apple iOS AirPrint
capability on iPhones and iPads, Google Android based smartphones
and tablets, or Windows Phone devices, with optional authentication or
release code print.

Google Cloud Print Users can print from their Google Chromebook, phone or tablets,
Google Apps such as Gmail, Google Docs, Google Sheets, or using any
other application or device that supports Google Cloud Print, to the
printers you select in EveryonePrint.

After 31 December 2020, Google Cloud Print will no longer be
supported.

EveryonePrint Installation and Configuration Guide 2022.11.11 Page 6 of 225



N
. EVERYONE
|
% Print
What printing methods are available to users can be customized in the administration interface.

Print jobs can be held in secure private print clouds, until user walks up to their printer of choice
and release their print jobs, either by entering a private release code, login credentials, or by
card swipe.

EveryonePrint can be configured for many different uses and different integrations with existing
environments, integrating with existing print accounting or print management systems and
much more. If in doubt about the best setup for your organization, please contact EveryonePrint
support or your local EveryonePrint solution specialist.
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1.2 Prerequisites and Requirements

EveryonePrint is available for installation on both Windows and Linux server operating systems.
For more information about installing EveryonePrint on Linux Enterprise, refer to the specific
EveryonePrint for Linux Enterprise documentation.

The following are required for a successful EveryonePrint installation:

= A server with the following minimum specifications:

o Supported servers include: Windows 2008 Server SP1 (32 or 64 bit), Windows
2008 R2 Server (32 or 64 bit), Windows 2012 or Windows 2012 R2, Windows
2016, Windows 2019

o Recent generation server CPU processor, such as Intel Xeon 64 or equivalent
(see below for important note about performance). Desktop CPU’s are NOT
recommended for production use.

o Minimum 4 GB free RAM memory (minimum 8 GB free RAM memory
recommended for higher volume processing)

o Minimum 20 GB free hard disk space for print job spooling and processing (40
GB free disk space recommended for higher volume processing)

o No anti-virus program monitoring or interrupting the EveryonePrint directories

=  For Microsoft Office document support, either use the built-in conversion engine (see
separate licensing requirements) or Microsoft Office installed on the EveryonePrint server

o For Microsoft Office document support using Microsoft engine, the following
must be installed:

=  Microsoft Office 2007 SP2, Microsoft Office 2010 or Microsoft Office
2013 installed with minimum Word, Excel and PowerPoint. Both 32 bit
and 64 bit editions are supported.

=  Microsoft Office must be activated.

=  For OpenOffice document support, either use the built-in conversion engine (see
separate licensing requirements) or OpenOffice installed on the EveryonePrint server

o For OpenOffice or LibreOffice document support (odt, ods, odp) using
OpenOffice engine, OpenOffice 3.3 or 3.4 must be installed. (LibreOffice and
other OpenOffice variants are supported, but install OpenOffice to support these
OpenOffice document variants)

= No proxy server interrupting local communication on the server (localhost/127.0.0.1)

= A local administrative user
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If Email Print is enabled, the following are minimum specifications:

= A POP3/IMAP (SSL or non-SSL), Exchange MAPI or Exchange Web Services email account
configured on a mail server to which users can send email print jobs, for example
print@yourcompany.com

=  EveryonePrint can support Microsoft Exchange with the following:
o Microsoft MAPI via RPC protocol with NTLM authentication

o Microsoft Exchange Web Services over HTTPS with Basic, NTLM, or forms-based
authentication. Kerberos, ADFS and RPC over http(s) authentication is not
supported.

See section 18.2 for information about how to check and verify Exchange support.

= An SMTP server for sending release code or authentication emails from EveryonePrint to
the users email address
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1.3 Important note about performance

EveryonePrint can be a resource demanding application, as the EveryonePrint typically handle
many of the tasks done by a normal workstation.

In a normal client/server environment, when a user prints a Word document, Office on the client
PC renders the document to print. With EveryonePrint, if a user uploads a Word document, that
conversion and rendering now takes place on the server, and effectively EveryonePrint assumes
the workload of many clients.

It’s therefore essential that the EveryonePrint server is fitted with proper sufficient CPU and
memory to handle the print volume.

EveryonePrint contains multiple ways to print, Web upload, Driver Print, Email Print and
Mobile/App print. Each of these perform differently, and performance further depends on the
document type and complexity of the document

Web Print Upload of Microsoft Office or OpenOffice documents is most resource
demanding, with each job processing taking from 1-2 seconds for
simple jobs to 15-20 seconds for more complex documents.

PDF documents and images require very little server processing, and are
processed typically in less than 2 seconds.

Email Print Office, PDF and images attached to emails are processed similar to Web
Print jobs, and take the same time and resources to process.

Driver Print With Driver Print there are 2 different core methods: “Simple” which uses
a generic driver the user have already got on their machine, meaning no
need to download and install a driver for the user; and “Advanced”
where the user uses a manufacturer Postscript or PCL driver, for
example, to use finishing options like stapling and binding.

Driver Print fundamentally is very efficient. With “Simple” driver print,
users print with a generic Postscript driver, and this data is converted
and ultimately sent to the final destination printer using the driver
installed on the EveryonePrint server.

Mobile Print Print jobs from native app printing from mobile devices is typically very
efficient, as little processing is required.

In case of excessive print job volume within a short time, the server will simply let jobs it cannot
handle expire.
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The following numbers are based on load testing with mixed Office and PDF documents, various
number of pages and complexity, to simulate a typical customer environment.

The server was an Intel i7-level server CPU with 4 GB ram on Windows 2008 R2 only running
EveryonePrint and Microsoft Office. This server could process and print:

Web/Email print: 800 Jobs per hour
Simple Driver Print: 1500 Jobs per hour
Advanced Driver Print: 12000 Jobs per hour
Mobile Print: 1500 Jobs per hour

So the usage pattern, volume of jobs, features used and the documents printed fully determines
how many servers are needed. Target the number of servers for the peak load. If using a high-
end server and the expected print volume is less than above test results, a single server should
be sufficient.

1.4 Ports and protocols

Web interfaces and Web Print
EveryonePrint includes Web interfaces for administrator configuration, Web print upload and user
print release. Per default the following ports are used:

HTTP (non-SSL) TCP port 7290
HTTPS (SSL) TCP port 9443

Driver Print
Printing to EveryonePrint via driver, is either through HTTP/HTTPS IPP printing protocol or the
LPD server for LPR print. Per default, the following ports are used:

IPP print TCP port 631

IPP print (SSL) TCP port 9443

LPR print TCP port 515
Email Print

The EveryonePrint server will communicate with external mail servers on the network when
retrieving and sending emails. The ports used depend on the mail servers configuration, but
typical ports are:

POP3 non-SSL: TCP port 110

POP3 SSL: TCP port 995
IMAP non-SSL: TCP port 143
IMAP SSL: TCP port 993
SMTP non-SSL: TCP port 25

SMTP SSL: TCP port 465

Exchange MAPI: TCP port 135 and Windows RPC protocols
Exchange WS: HTTP TCP port 80 and HTTPS TCP port 443

Mobile Print
Refer to separate EveryonePrint Mobile Gateway documentation for details on Mobile Print ports
and protocols requirements.
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Google Cloud Print

The EveryonePrint server communicates with the Google Cloud Print services hosted with Google
through the following ports:

TCP port 80 and 443
XMPP protocol TCP port 5222

Important! The Google Cloud Print service is marked as a BETA software by Google. This means
that Google could change anything and everything at anytime, interrupting or breaking the
integration between EveryonePrint and Google Cloud Print.

After 31 December 2020, Google Cloud Print will no longer be supported.

Other ports
When EveryonePrint releases print jobs to Windows print queues, internal Windows printing
protocols are used, RPC, IPP, LPR etc, depending on the printers driver configuration.

1.5 Supported documents

The following document formats are supported via Web and Email Print. All document formats
are supported under Driver Print.

File format Requirements
Pdf, html, htm, gif, png, jpg, tif, bmp, txt No special requirements
doc, docx, xls, xIsx, ppt, pptx, rtf Requires Microsoft Office or EveryonePrint

built-in conversion engine (see separate
licensing requirements)

odt, ods, odp Requires OpenOffice or EveryonePrint built-in
conversion engine (see separate licensing
requirements)

EveryonePrint Installation and Configuration Guide 2022.11.11 Page 12 of 225




-3 EVERYONE
& Print
1.6 EveryonePrint with print accounting solutions

EveryonePrint can work seamlessly as an add-on to nearly all print accounting or print
management solutions. Set the EveryonePrint edition to EveryonePrint Connect (see section 3.4
Choose EveryonePrint Edition) and under Printing and Security (see section 3.11 Printing and
Security), choose either Privacy with Authentication or Direct with Authentication, so users and
their print jobs are authenticated.

Print Behavior
Choose how users print and EveryonePrint should behave when receiving and processing print jobs
EveryonePrint Edition Configur:

Choose the configuration below which is most re
selection below, different features will be enable

Privacy Print
With Privacy print modes, print jobs are held in EveryonePrint until release.

' Privacy with Release Code - What this means?
& EveryonePrint Secure - Standalone Eve ¥
accounting solution * Web print - User sees release code on screen
veryonePrint Connect - Add—on to ac ® Driver print - User supplies release code in printer configuration

a print accounting or print ranagerent sal #® Ermnail Print - User gets email reply with release code

Choose the print accounting solution to e N N L
rivacy with Authentication - What this means?

® ieb print - Users must logon Web portal to upload print jobs
#® Driver print - Users supplies authentication information in printer configuration

® Ernail print - Users must logon and associate email address with username

When a user sends a print job via EveryonePrint, EveryonePrint will send the print job into the
associated print queue with the user’s username as the print job owner, and print accounting
solutions monitoring the Windows print queue, will use this information to track and account the
print jobs.

!;! Acme MFP 100 - Paused =101 ]

Printer  Document  View

Docurnent Narme: | Status f | et |hges | Size | Subriitted | Part

Sorne Impartant Docurment, pdf john.smith 1.69 ME 10:07:33 AM 4/20/2012

EveryonePrint can either be installed directly on the print server or on a separate server, for
example in a DMZ zone.

Firewall

AD domain / LDAP ———

——— EveryonePrint server

Print Queue
(LPR port)

Print server

Print Queue

LPD server |—
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If EveryonePrint is installed on its own separate server, and not the print server, EveryonePrint
can still send print jobs to the print servers where the print accounting solution is installed. See

section /2 Printing to remote print servers for more information about sending jobs to remote
servers.

Firewall

——— EveryonePrint server Remote print server

Print Queue
I TCP port 515 i
(LPR port) II - | LPD server Print Queue

EveryonePrint has deep integration with several of the most popular print accounting and print
management solutions in the market, to allow for advanced guest printing scenarios, displaying
user account balances inside of EveryonePrint, and more. Contact EveryonePrint support to
obtain details, on how to enable these integration features for your accounting or print
management solution.
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2. Quick Start Guide

The following section walks through a simple setup of EveryonePrint, with a user uploading a
document to print via the Web portal.

2.1 Installation Summary

These are the overall steps involved in setting up and configuring an EveryonePrint server.

Setup email account If email printing is to be used (optional), start by configuring the
pop3/imap/MAPI/EWS email account to which users send their
print jobs, for example print@yourcompany.com

Prepare server Prepare the server on which to install EveryonePrint, ensure that
it meets the minimum requirements for memory and disk space.

Prepare printers Prepare the printers on the server on which users should be able
to print

Install and configure Run the installer, configure in EveryonePrint Admin, do a test

EveryonePrint print job to selected printers

If the server has been prepared, the basic EveryonePrint installation and configuration takes less
than 10 minutes.

2.2 Configure Email Account

An essential component in the mobile printing process with EveryonePrint, is the email account
to which users send emails with documents attached to print.

The EveryonePrint server supports POP3, IMAP4, Microsoft Exchange MAPI or Exchange Web
Services email accounts, either with or without SSL encryption. There are no limitations to the
mail servers supported, as long as they adhere to standard POP3, IMAP4 or MAPI mail
specifications.

Most enterprise email systems, such as Microsoft Exchange and Lotus Domino/Notes, fully
support IMAP email access and SMTP for sending emails.

Note that email printing is not required for EveryonePrint to function. The Email Print features
can be disabled, if the wish is to only use, for example, Web and Driver print.

If for some reason you are unable to configure an email account, please contact EveryonePrint
support, and we can provide you with a temporary account on the EveryonePrint mail servers for
initial setup and demo purposes, such as your—-company@everyoneprint.net.
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2.3 Prepare printers on the server

If the server on which to install EveryonePrint is not already a print server containing printers,
install the relevant printers on the server.

% Printers and Faxes

J File Edit View Favorites Tools Help

| Qeack - € ~ (B | PO search [ Folders | [ 3 X 9 | E-

J Address I"-;‘ﬂ Printers and Faxes

Name | Documents | Status | comments
@ Add Printer

% adobe POF 0 Ready

<3BAO13 0 Ready

EveryonePrint can print to locally installed printers or local print queues which point to other
print servers with printing via LPR or using other printer ports. For printing to remote print
servers, see the section 72 Printing to remote print servers.

There are no known limitations to the type of printer, driver or the communication protocol of
the printer. If you can print to the printer from Word without any special configuration with each
print job, then users printing via EveryonePrint, should be able to print to it as well.

2.4 Installing EveryonePrint

Before running the EveryonePrint installer, make sure that you are logged on as local
administrator.

Install EveryonePrint by running the installer EveryonePrintSetup.exe. The installer will let you
select destination directory, start menu name and other similar basic settings. EveryonePrint will

install by default in c:\Program Files (x86)\EveryonePrint or equivalent for localized versions of
Windows.

At the last screen of the installer, you're presented with two options:

',inEL Setup - EveryonePrinkt ;Iglil

Completing the EveryonePrint
Setup Wizard

Setup has finished installing EveryonePrint on your computer,
The application may be launched by selecting the installed
icons.

Click. Finish to exit Setup,

¥ 1530 ko Services to configure EveryonePrint Web service
Jogon accounk

¥ Open EveryonePrint admin For configuration

= Back I Einish I
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EveryonePrint is installed as a Windows service, and automatically starts with Windows.
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For EveryonePrint to successfully convert documents and print, the EveryonePrint Web service in

Windows Services must be logged on as a user with local administrative rights. You can open
Windows Services by checking the “Go to Services” in the above dialog.

MName / | Description | Status | Startup Type | Log On As | ;l
b LU TR T IEEET  \ y onePrint Web service Properties (Local Compt
“RaDNS Client Resah

%Error Reporting Ser... Collecl General LogOn |F|ecovery| Dependenciesl

%Event Log Enable

%EveryonePrint Data... The d¢ Logon as:

“EveryonePrint Web... TheWs Local System account

%F‘Ie Replication Allows I” | Allow service to interact with deskiop

%Help and Support Enable h

EaHTTP S5L This s¢ ~ {* This account: lAdrninisllalul Bro
“RsHuman Interface D... Enable

#R4IMAPI CD-Burning ...  Manac Password: l""""'"""

%!ndexiﬁg Servicev Index: (Fr s l'"""""" P

s%!ntersm Messaging  Enable

D cnmem S |

Make sure that you’re using a local administrative user. It does not have to be .\Administrator
specifically, but a local user account which is member of Administrators group.

Only the EveryonePrint Web service should be started as local administrator. Other EveryonePrint
Windows services such as “EveryonePrint Data service” and “EveryonePrint Print Service” should
run as LocalSystem.

2.4.1 Unattended/Silent installation or update of EveryonePrint

The EveryonePrint installer program accepts optional command line parameters. These can be
useful when deploying new EveryonePrint servers, or updating existing EveryonePrint
installations.

[ Ad rator: Command Prompt

C:~Downloads > "EveryonePrintSetup 3.4.A.exe™ Azilent

C:=~Downloads>"EveryonePrintSetup 3.4.8.exe" suerysilent

/SILENT or /VERYSILENT

Instructs installer to be silent or very silent. When installer is silent the wizard and the
background window are not displayed but the installation progress window is. When a setup is
very silent this installation progress window is not displayed. Everything else is normal so for
example error messages during installation are displayed.

If a restart is necessary and the '/NORESTART' command isn't used (see below) and installer is
silent, it will display a Reboot now? message box. If it's very silent it will reboot without asking.

/NORESTART
Instructs installer not to reboot even if it's necessary.

/DIR="x:\dirname"
Overrides the default directory name displayed on the Select Destination Location wizard page. A
fully qualified pathname must be specified. Should only be used on new installations!
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2.5 EveryonePrint Admin

To configure EveryonePrint start the EveryonePrint Admin from the shortcut either in the
Windows start menu, the desktop icon or by entering the URL for the admin interface:

http://127.0.0.1:7290/admin or https://localhost:9443 /admin

/2 EveryonePrint - Admin Login - Windows Internet Explorer

_{ofx]
i = €] epan127.0.0. 117200 adminjlogin. hri?dest=index < =l [ zaoqe £l
S5 4% @ EveryonePrint - Admin Login | | J P - B v o=~ hPage - (i Took v
s EVERYONE
ﬂ -
v Print
To sign in, please enter your username and password below.
Username: |admin
Password: [see
EveryonePrint 0.9.0 ® 2003-201 0 Next Print Solutions ApS
[T [T @ msrmet 0w -

2.5.1 Access EveryonePrint Admin remotely

The admin interface can be accessed remotely from any client with access to the IP address of
the computer hosting the EveryonePrint service, through the URL: http://{server-ip}:7290/admin

where {server-ip} is the IP address of the server, or https://{server-ip}:9443/admin, if the
network and firewall configuration permits it.

2.5.2 Default EveryonePrint Admin login

The default username and password for the EveryonePrint Admin is:

Username: admin
Password: eop

It is strongly recommended to change this password after logging on, by going to Administrator
Login in the Settings section.
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2.6 Adding Printers to EveryonePrint

A server on which EveryonePrint is installed may contain many printers that may or may not be

used in EveryonePrint. It is therefore necessary to add the printers to be used in EveryonePrint,
via the admin interface.

%8 Printers and Faxes

| File Edt View Favorites Tooks Help
J QBack ~ € ~ (¥ |/j Search

| Address [<), printers and Faxes

- Folders ‘ & 3 X 6 | (-

Name ~ | Documents | Status | comments
B Add Printer

% adobe PDF 0 Ready

<2 BAOI3

0 Ready

Go to Devices in the admin site. If no printers have been added previously, it will automatically
show the “Add New Device” page.

Import All Printers from Server

New Printer Details
Printer |D: I

(Leave Printer ID blank and an 1D will be created automatically)
Printer Description: I

Output Printer: | tselect printer) |

[T send atest print to printer after adding

Add New Printer

Click “Import All Printers from Server” to automatically add all printers that exist on the server on

which EveryonePrint is installed. Imported printers can be changed or removed at any time
afterwards, if any adjustments are necessary later.

A printer can also be added manually for more control.

New Printer Details

Printer I0:

[172.18.1.200

(Leawe Printer 1D blank and an ID will be created automaticallyd
Printer Description: IElLIilding A, Office 1.3

Qutput Printer: IEI.»'J\O13 j
M send atest print to printer after adding
Add New Printer
Printer ID

A unique identifier for the printer. Can be a number, serial
number, IP address or similar.

Important: If using EveryonePrint with release terminals,
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make sure the Printer ID is as defined by the release

terminal supplier, for example the output device IP
address.

Printer Description A user friendly description of the device, to identify the
printer to the end user

Output Printer The corresponding Windows print queue as installed on
the EveryonePrint server.

Check the box Send a test print to send a test print job from the EveryonePrint application after
adding the printer, useful for verifying the configuration of the device.

2.7 Access user Web portal and do simple test print

To complete a simple test print, access the user Web portal (covered in detail later in this guide),
by going to http://127.0.0.1:7290.

~A \ EVERYONE
9 Print

To sign in, please enter your username and password below.

Username I'—m\-‘hin[:
Password. |unuun
Login

You will be presented with a login screen. Enter any username and password, no validation of the
entered login takes place, if no authentication has been configured in EveryonePrint Admin ->
Settings —> User Authentication.

From the main My Print Jobs page, upload a simple text document.

My Print Jobs

Upload Document To Print

| Browse.. |

Supported documents include Microsoft Office, OpenOfiice, RTF and Next
FDF. For other formats, use Driver Primt. »

The document will be processed and once complete, a list of the available printers will be shown.
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Date {Time Filename Pages Status refresh [&

FI16108:25PM = Test Page 1 Awaiting release
To print this job, select a printer below;

Building A, office 11.3 ||_ Advanced
Building &, office 3.3 [ Advanced

Release to a printer and confirm the output.
You have successfully completed the basic EveryonePrint installation!

Please see the next sections for configuring the EveryonePrint server further, with user
authentication, printing behavior, additional print methods and so on.
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3. Configuring EveryonePrint

The following section covers the configuration screens in EveryonePrint Admin.

3.1 Dashboard with statistics

The Dashboard is an overall view of completed print job usage and activity in the EveryonePrint

system.

Dashboard From |1f1f2El1U to|30/82010  apply ‘
Print Activity 01 January 2010 - 30 September 2010
A A ‘\,.".' A i - Mn A
300 e AUAAA M A \
200
100

0
Overa" Usage @ Driver @ Email @ Web

Devices 12 Users 2446

Print jobs 86245 Pages 685675

Top 5 Devices

17,500 Device Users Jobs Pages
15,000 Printer A 2277 17313 136446
12,500 Printer B 2266 17108 136961
10,000 Printer L 1904 10552 84515
7,500 Printer C 1901 10489 82634
5,000 Printer D 1898 10443 §2890
2,500

Print  Print  Print  Print  Print
erA erB erL erC erD

Select a reporting date range for the dashboard by selecting the date from and date to fields,
and clicking Apply.

Frorm |1I1QD1D to [30/9/2010 applyl ‘

(4] January 2010 [+]

0 September 201(

Mo Tu We Th Fr Sa Su

1 2 E)

4 Ej 5] 7 2 g 1o
11 12 13| 14| 15| | 16| [ 17
12 19 200 21 22 23 24
25| 26 27|[-28|[-29(|30{| 31
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The number of pages reported in the Dashboard does not reflect the accurate printed output on

device, as EveryonePrint reports the number of pages contained in the document, not the actual
output. For accurate output tracking, use EveryonePrint together with a print accounting system.

3.2 EveryonePrint Monitor

The Monitor in the admin shows recent print jobs and email activity in the EveryonePrint server,
useful for verifying the status of certain print jobs or just monitoring activity.

Print Job Monitor
Last 20 Print Jobs

Date fTime Source User Filename Status
Z{147109:58 AM Web j-smith important document.docx Printed
Z{14710 957 AM Web jane.doe pricing table.xls Printed
7{14710 9:48 AM Web alex Nice presentation.pdf Printed
Z{14710 9:47 AM Web bob Sales Proposal.pdf Printed
714710910 AM Web andrew Contract X.doc Printed
75310833 PM Web thomas important docurment.docx Printed
Z{13110832PM Web john pricing table.xls Awaiting release
1310714 PM Driver jane Mice presentation.pdf Awaiting release

Print jobs not actively being processed or printing, can be deleted by clicking the red cross.

If the card server service is enabled, the Monitor will also show recent active card swipes.

Active Recent Card Swipes

Date [Time Device CardID Username
TOF23711 12:42 Ph MFPOZ b4617 30061 - unknown -
TOF23011 12:40 PR MFP 02 456416075 iohnsmith

If an unknown card has been swiped, click the “unknown” username, to associate that card with
an actual username.

If a user logs out on the release terminal, the relevant card swipes sessions are cleared from the
Monitor.

3.2.1 Hide user and document information in Monitor

For situations where administrators should not be able to view user names and/or document
names in the Monitor, for privacy reasons, a settings parameter can be added to the main
EveryonePrint configuration file eop.xml found in the installation directory.

1. Stop EveryonePrint Web service
2. Open eop.xml in a text editor such as Notepad
3. Add/edit the following parameter:

<adminprivacy>0</adminprivacy>
0 = Normal operation

1 = User name is hidden
2 = Document name is hidden
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3 = User name and Document name are hidden

4. Start the EveryonePrint Web service

3.2.2 Hide the Monitor completely

For situations where the Monitor view should be hidden completely from the EveryonePrint
administration interface, a settings parameter can be added to the main EveryonePrint
configuration file eop.xml found in the installation directory.

true< fcardserverallowselfregs-<ldapcardidfield/=<ss0enabled-fal se< /s30enab
pin}<lngincreate L L 8 1 O e i L B L L R g Eemail><logincreatere
gincreateplatforpr-<hidemonhitor-trues /hidemonitors=< Fettings-

1. Stop EveryonePrint Web service
2. Open eop.xml in a text editor such as Notepad
3. Add/edit the following parameter:

<hidemonitor>true</hidemonitor>

4. Start the EveryonePrint Web service

3.3 Licensing

In EveryonePrint Admin and General Settings, are overall application settings for EveryonePrint.

EveryonePrint installs with a 60 day trial license. An EveryonePrint license can be purchased from

most print/copy manufacturers, resellers and print solution providers worldwide or by contacting
EveryonePrint.

Licensing
Server name: LAB200BR264-1
Server ID- 4102-A770-DBEF

Current license: Evaluation (expires in 46 days)

License key: I

License keys are unique to the particular server where EveryonePrint is installed. If the server
where EveryonePrint is installed is renamed or changed significantly, a new license key must be
issued. Changes to server which will trigger a new license key requirement include CPU or
primary MAC address changes.

To obtain a license key, supply your EveryonePrint representative with the Server name and
Server ID.

A license for EveryonePrint gives access to a specific edition of EveryonePrint, either
EveryonePrint Standalone or EveryonePrint Connect. A license for Connect cannot be used with
Standalone edition, and vice versa. See section 3.4 Choose EveryonePrint Edition for more
information about editions.
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3.4 Choose EveryonePrint Edition
An important setting in EveryonePrint, is the selection of edition. EveryonePrint can be used in

many different environments and configurations depending on customer needs. This setting
turns on and off features relevant to overall configurations:

- If EveryonePrint is used as a standalone secure and mobile print solution, or
- If EveryonePrint is an add-on to a print accounting solution.

Depending on the choice, different features only relevant for that type of configuration are
enabled.

EveryonePrint Edition Configuration

Chaoose the configuration below which is maost relevant for this installation. Depending on the selection belows,
different features will be enahbled.

o EveryonePrint Secure - Standalone EveryonePrint is installed standalone without a print accounting
solution

o EveryonePrint Connect - Add-on to accounting EveryonePrint is installed as an add-on to a print
accounting aor print management solution

Please refer to EveryonePrint current price list for a list of features available in different editions
of EveryonePrint.

3.5 Logging and Troubleshooting

All errors and other information from EveryonePrint are logged to the central EveryonePrint log
“eopapp_yyyy-mm_dd.log” located by default in c:\Program Files (x86)\EveryonePrint\logs

Other EveryonePrint components, such as the built-in IPP print server also creates log files in the
\logs directory.

Debug Logging
Enable debug logging for very detailed log if requested by support for troubleshooting. Please note
that enabling debug logging, will create substantially larger log files. Use only if necessary.

Enable debug logging: IN':' "I

For troubleshooting, enable “Debug Logging” in the EveryonePrint admin interface, and the logs
generated become very detailed with all activity in the EveryonePrint server.

Do not use debug logging in production unless necessary for troubleshooting, as debug logging
can create very large log files.
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3.6 Document Support

EveryonePrint includes a built-in Microsoft Office and OpenOffice conversion engine, which
means that users can send Office documents to print, and EveryonePrint can convert and print
those documents without relying on any outside third party applications.

The built-in conversion engine is enabled by default, but you can choose to either use the built-
in engine or use Microsoft Office and OpenOffice to convert and print documents.

Document Support
Chooze document formats to support in addition to the standard PDF, images and txt formats.
Microsoft Office 2007 5F2, Microsoft Office 2010 or Microsoft Office 2013

For conversion and processing of Microsoft Office documents, choose the conversion engine you wish to use.

() Use Microsoft Office 2007 SP2, Microsoft Office 2010 or Microsoft Office 2013 application installed on
the EveryonePrint server. Requires Microsoft Office installed on the EveryonaPrint server.

Run Document Conversion Tests

(® Use built-in Microsoft Office document conversion engine, no Microsoft Office installation required on the
EveryonePrint server. (Requires EveryonePrint Profesczional license).

Refer to the EveryonePrint documentation for requirements and limitations when using the built-in
conversion engine.

OpenOffice 3.3 or 3.4

For conversion and processing of OpenOffice documents, choose the conversion engine you wish to use.

(C) Use OpenOffice 3.x application installed on the EveryonePrint server. Requires OpenOffice 3.x installed
on the EveryonePrint server.

®) Use built-in OpenOffice document conversion engine, no OpenOffice installation required on the
EveryonePrint server. (Requires EveryonePrint Professional license).

Refer to the EveryonePrint documentation for requirements and limitations when using the built-in
CONversion engine.

The built-in conversion engine requires a license with the feature enabled. Refer to the section
3.4 Choose EveryonePrint Edition for licensing requirements.

Important! The built-in conversion engine cannot guarantee 100% accurate print output. For
environments where document output fidelity is critical, such as higher education environments,
where students pay for their prints, it is strongly recommended to use Microsoft Office engine
for conversion.

Enabling the option to use Microsoft Office or OpenOffice for conversion, without first installing
the supporting application (MS Office or OpenOffice) will result in conversion errors. You can
install Microsoft Office and OpenOffice and enable additional document support at any time,
including after installing EveryonePrint.

For more information about installing Microsoft Office and OpenOffice for document conversion,
refer to section 73 /Installing document support applications.
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3.7 Application Settings

When EveryonePrint is configured in a privacy mode, prints are held in EveryonePrint until
release. Adjust the timeout for when unreleased jobs are cleaned up and auto deleted. Default
value is 1440 minutes (24 hours).

Application Settings
How long jobs are kept as "awaiting release" before being deleted: |144D minutes

3.8 Print output settings

For documents which do not have a set size, such as Microsoft PowerPoint presentations, choose
the default paper size, either A4 (default in Europe) or Letter (default in North America).

Print Qutput Settings

Default paper size for "unknown sizes™ I.M 210 % 297 mm j

By default EveryonePrint will print jobs as simplex in color. Under Print Output Settings, different
default settings can be chosen, for example, presetting all jobs to be printed as duplex in
black/white.

Choose how jobs are printed by default, and whether users should be able to modify output
settings.

Preset all print jobs to print as:

. Sirmplex
« Duplex long-side {(most common duplex setting)
o Duplex short-side

¥ preset all jobs to print as black fwhite

Important: Converting all print jobs to black fwhite for printing requires significant extra
processing time and resources during the print operation.

¥ Allow users ta change settings for simplex ar duplex, and color or black fuhite in the release
interfaces. Uncheck this to lock ourpur settings to the presets abowe.

Settings can further be restricted, so users are not able to modify the presets.

The settings apply to Web upload, Email print jobs and simple Driver print jobs.

3.9 Languages and Location

EveryonePrint support multiple languages and locale for displaying dates and numbers in local
formats.

Web Interface Languages

Choose the languages that should be available in the EveryonePrint Web interfaces.

M Dansk V' English v Frangais

Select the languages that should be available to use for users. Selected languages will appear in
the top navigation of the user interfaces.
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Logout mm 5K 01

bs WebPrint Driver Print My Printers

Choose the default language that appears, and the language used in email responses sent from
EveryonePrint, such as emails containing release codes and similar.

Default Language And Email Language

Choose the default language shown in Web interfaces at first, and what language should be used in
email responses sent from EveryonePrint.

T Dansk @ English C Francais

Select the locale determining how numbers and dates should be formatted relevant to your

location.
Locale
Locale deterrmines currency, number and date formatting.
| English (UK) =]
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3.10 Modifying language text strings

All text strings used in the EveryonePrint end-user Web interfaces are part of a translation
system, so users easily can change from one language to another.

It’s possible to manually edit the language files containing the raw text, and change any text
appearing in EveryonePrint.

The language files are located in
<install-directory>\eop\languagefiles

Files are named public_ for the end-user interface and the language abbreviation _en for English
_se for Swedish and so on.

To edit, for example, the English text strings in the end-user interface, open public_en.xml in an
editor such as Notepad, and carefully edit the text. Both plain text and HTML tags are possible.

For example, to change the Advanced Driver Print instructions for Windows 7 English, to insert a
link, edit the following from:

<cfcase value="dp_win7_7b">Choose the driver for the printer model specified below or
click <strong>Have Disk..</strong> to install driver, and click
<strong>0K</strong>.</cfcase>

To:

<cfcase value="dp_win7_7b">Choose the driver for the printer model specified below or
click <strong>Have Disk..</strong> to install driver, and click <strong>OK</strong>.
To download the driver <a href="http://www.acme.com/driver.zip">click
here</a>.</cfcase>

This would change the appearance in the EveryonePrint Web interface to:

7. Choose the driver for the printer model specified below or click Have Disk.. to install
driver, and click OK. To download the driver click here

IMPORTANT: Language files are provided as is. It’s strongly recommended to backup the
language files prior to editing. EveryonePrint provide no assistance or support relating to
changing of language files. Any changes done to language files will automatically be overwritten
by any EveryonePrint update.
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3.11 Printing and Security

The Printing and Security screen contains the primary settings that determine the overall printing
behavior of EveryonePrint. Decide here how EveryonePrint will behave when a user sends an
email print job, whether a user can print with or without authentication, and so on.

There are 2 overall modes for Printing and Security, where one keeps prints in EveryonePrint until
they’re released (Privacy Print), and another releases prints to a pre-selected print queue
immediately following processing (Direct Print).

Please note that changing Printing and Security mode changes how EveryonePrint features work,
so if you for example use Driver Print in one mode, but then change mode, the Driver Print
configuration changes, and it is therefore necessary to add your Driver Print printer again.

Privacy Print Privacy print is used if users print jobs should be stored in EveryonePrint until
the user releases the print, either in one of the EveryonePrint Web interfaces or
on a release terminal dedicated to EveryonePrint.

Privacy Print (Prints Are Held In EveryonePrint Until Release)

> Privacy with Release Code - Whart this means?
* Web print - User sees release code on screen

® Driver print - User supplies release code in printer configuration

e Email Print - User gets email reply with release code

" Privacy with Authentication - What this means?
e Web print - Users rmust logon Web portal to upload print jobs
e Driver print - Users supplies authentication information in printer configuration

* Email print - Users must logon and associate email address with username

Privacy Print has 2 modes:

Privacy with Release Code
When this mode is selected, users can print without authentication via Web,
driver and email.

Web Print in Privacy with Release Code:

Users can access the Web print interface without having to log on. A release
code is shown on screen. Users can either release jobs to print in the Web
interface, or enter the release code on a supported release terminal.

Driver Print in Privacy with Release Code:

Users add a printer to their computer which is preconfigured with a fixed release
code, they can use to release print jobs, either in the EveryonePrint release Web
interface, or on a supported release terminal.

Email Print in Privacy with Release Code:

When a user has sent documents to print via email to EveryonePrint, the user will
get a reply email from the system, with a release code for the job, to use for
release either in EveryonePrint release Web interface or on a release terminal.

EveryonePrint Installation and Configuration Guide 2022.11.11 Page 31 of 225



-‘ EVERYONE
Y% Print
Privacy with Authentication:

When this mode is selected, users must enter a username and password to print,
which is authenticated as per the settings in the User Authentication screen.

Web Print in Privacy with Authentication:

Users log on the user Web printing portal and upload their documents to print,
which are stored in EveryonePrint. The user can release using the Web interface,
or by authenticating at a release terminal.

Driver Print in Privacy with Authentication:

Users add a printer to their computer which will be configured in such a way
that authentication details are sent with the print job. Users can release print
jobs sent via Driver Print, either by logging on to the Web interface or by
authenticating at a release terminal.

Email Print in Privacy with Authentication:

Users send documents to print as attachments in an email, which are picked up
by EveryonePrint. The first time a user sends an email print job, they are asked
to authenticate with their username and password. After successful
authentication, the users email address is associated with their username, and
all subsequent jobs from that address are processed without delay. A user can
have an unlimited number of associated email addresses, which means a user
can print from an employee device and from home etc. Users can release print
sent via Email Print, either by logging on to the Web interface or by
authenticating at a release terminal.

Direct Print The Direct Print mode is used if an external secure printing solution is used or if
print jobs should be printed directly immediately, either anonymously or with
authentication.

Direct Print (Prints Are Sent To Print Queue Immediately)

Print jobs are released immediately to the selected print queue below. Use this option if an external
secure printing solution is used or if print jobs should be printed directly immediately.

Print queue for direct print: | Secure Pull Print Queve x|

' Direct with No Authentication - What this rmeans?

e YWeb print - Any user can access the Web print portal and upload documents to
print. Owner of the job is IP address of client sending job

e Driver print - All users can print via driver. Prints are released directly to selected
queue. Qwner is sending computers username or IP address

e Email Print - All email print jobs are directly released to specific queue. Owner of
the job is the email address of sending user

' Direct with Authentication - What this means?
e Web print - Users must logon Web portal to upload print jobs.

e Driver print - Users supplies authentication information in printer configuration

® Email print - Users must logon and associate email address with username

Driver Print has 2 modes:

Direct with No Authentication:
This is the most direct and open configuration setting. Any user can send print
jobs, and they are released automatically to the selected print queue.
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Web Print with Direct with No Authentication:

Users can access the Web Print portal and upload a document to print. It is
immediately released to the printer selected in the EveryonePrint Admin by
administrators. The owner of the print job in the print queue, is the users
sending IP address.

Driver Print with Direct with No Authentication:

Users provide no special authentication information when sending print jobs via
Driver Print. Prints are released to the preselected print queue automatically.
The owner of the job in the queue, is the username of the sending clients
computer, if available, otherwise the sending users IP address.

Email Print with Direct with No Authentication:

Any user can send an email with documents attached to print. The processed
jobs are released immediately to the preselected print queue. The owner of the
job in the print queue, is the users email address.

Direct with Authentication:

The Direct with Authentication mode is used primarily if an external secure print
accounting system or print management system, is configured with one central
“follow me” pull-queue. Users authenticate to print, and prints sent via
EveryonePrint are released directly into this external print queue, from where
users can release using, for example, embedded MFP release terminals.

Web Print in Privacy with Authentication:
Users log on the user Web printing portal and upload their documents to print.
Print job is released directly to preselected queue.

Driver Print in Privacy with Authentication:

Users add a printer to their computer which will be configured in such a way
that authentication details are sent with the print job. Print job is released
directly to preselected queue.

Email Print in Privacy with Authentication:

Users send documents to print as attachments in an email, which are picked up
by EveryonePrint. The first time a user sends an email print job, they are asked
to authenticate with their username and password. After successful
authentication, the users email address is associated with their username, and
all subsequent jobs from that address are processed without delay. A user can
have an unlimited number of associated email addresses, which means a user
can print from an employee device and from home etc. Print jobs received via
email in this mode are released directly to preselected queue.
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3.12 User Authentication

If Printing and Security is set to either Privacy with Authentication or Direct with Authentication,
then the actual authentication method, how user logins are validated, is configured in the User
Authentication screen. If a different Printing and Security mode is used, then settings in the User
Authentication screen are ignored.

Per default no authentication method is chosen, which means that any entered username and
password is accepted as valid. This is useful for initial setup and testing, but should not be used
in production.

EveryonePrint supports Authentication via LDAP, which includes Windows Active Directory.

3.12.1 LDAP Authentication

Enter the details for the LDAP authentication server, including a test username and password of a
valid user account in the LDAP, and click Save and Test to verify the configuration.

* Authentication via LDAP - Users enter username and password which is authenticated
against the LDAP server below.

LDAP Server IPfhostname: Idl:1
LDAP Server port: 5289 (default 389 for non-55L and 636 for
L

Start search DN: IOU:Students,DC:universih;,DC:chal

Field containing username: |sAMAccnuntName
Typically "sAMAccountMame" or "cn” (without the
quotes)

Field containing email address: Ima"

Field containing card ID: Iph‘,"SiCﬂDEHVBWOﬁlCBNSﬁTE

User object class: Iuaer

Field containing users device group I

names (leave blank if not used):

LDAP administrator username: |administramr@universiw_local

LDAP administrator password: I"uuuu

You can test the entered LDAP settings by entering a login for a normal user below.

Test username: Istudenﬂ

Test password: quuuo

Save and Test

A highly recommended tool for identifying proper LDAP settings to use, is LDAP Browser 2.6,
which can be downloaded for free via http://www.ldapadministrator.com
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Changes saved surcessfully.

Authentication test using test user account failed. Error details: General Runtime
Error javax.naming.CommunicationException: 10.1.0.14:389 [Root exception is
java.net.ConnectException: Connection timed out: connect]; ROOT
CAUSE=Connection timed out: connect

If test authentication fails, an error message will be shown. See common LDAP error codes and
typical causes in the Troubleshooting Tips section of this guide.

3.12.2 Prepend/append username with domain information

The ability to prepend or append the username with certain information, is relevant in
authenticated print environments, where EveryonePrint integrates with accounting solutions,
which depend on extended domain information in the print job owner details.

Leave the prepend/append value field blank unless specifically required.

Prepend extends the username, by inserting additional information, such as a domain, before
the username. For example, if the simple username is "john", but print jobs should be appear
with the username "domain\john", add the setting:

prepend:domain)

Value to prepend or append username (leave blank if not
used):

prepend:lab2y

Append extends the username by appending additional information, such as a domain name, at
the end of the username. For example, if the simple username is "john", but print jobs should be
appear with the username "john@domain.com”, add the setting:

append:@domain.com

Value to prepend or append username (leave blank if not

used): append:@lab.local
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3.13 User Web Portal Configuration

A central interface in EveryonePrint is the Web portal, where end users will go to upload

documents to print via Web Print, see instructions for how to use Driver Print and guide for Email
Print.

LogOut Help EE
'3 EVERYONE
% Print
MyPrint Jobs  WebPrint  Driver Priit Email Print My Printers

My Print Jobs

Upload Document To Print

I Browse...

Supported documents include Microsoft Office, OpenOffice, RTF and Next »
PDF. For other formats, use Driver Print.

Date {Time Filename Pages Status refresh

Z015{1011:49 PM E Acme 2.0 Documentation.pdf 37 Awaiting release

To print this job, selec

Building A, office 11 .3[
Mummber of copies: [1
Print from page |1 tni37

Double-sided print (works only if the printer supports duplex):
® nane

o Long-side {mast cormmony

© short-side

printer below:

Print in black fwhite even if document contains color: O

Building &, office 3.3 | I Advanced

The user Web portal is accessible per default on http://127.0.0.1:7290 or https://localhost:9443
for HTTPS/SSL.

External Web Portal Address

Enter the external address of the Web portal that users access, for example:
"http: ffprint. company. com: 7 290" EveryonePrint defaults run on HTTP port 7290 and HTTPS port
G443, If the Web port has changed, make sure it is updated below.

External Web Portal UREL: | hitps:fprint.company.com

Since this Web interface may be accessed from users outside of the local server, provide a Web
URL address for the Web interface, that is accessible to users externally.

If SSL has been successfully configured, check the box below to automatically redirect any users
accessing the Web portal via non-SSL HTTP to HTTPS/SSL.

¥ Redirect non-SSL users to HTTPS/SSL (Only enable this option, if S5L has been configured
successfully.)

If an SSL certificate has been successfully installed and configured, the redirect option can be
enabled to automatically redirect users that access the Web portal with non-SSL HTTP to
HTTPS/SSL. Before enabling this option, ensure that HTTPS/SSL is fully working.
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Web Portal Logo

Customize the Web portal interfaces with a new logo. Supported formats are gif, jpg and png. Size
should not exceed 320 x 85 pixels.

Upload new logo file: l Browse.. |

I Reset logo to default logo

Customize the Web interfaces easily by uploading a new logo file. The logo uploaded can be a
GIF, JPG or PNG file. There are no fixed size restrictions. The logo replaces the EveryonePrint logo
in the header.

Check the Reset logo to default logo at any time to clear a custom logo and revert back to
EveryonePrint logo.

Customize "My Print Jobs™ Screen
Customize what is displayed in the users "My Print Jobs" page.
W' Show Printer selection

For Privacy print modes where jobs are held in EveryonePrint, control whether users can choose
a device to print to from the My Print Jobs page.

M b print histony

If enabled, users can see their most recent print job activity in the My Print Jobs page.

The “My Print Jobs” screen is the main page that users see in the EveryonePrint end-user Web
interface. Customize what is displayed in this page by enabling or disabling the options.

3.13.1 Customize login text on Web portal

It's possible to customize the login screen of the user Web portal, with a welcome message or
special login instructions.

Any text or HTML, including CSS formatting, can be inserted.

Custom login text:

=div style=" width: 500p:x; margin: auto;"= -
=hZ=Welcome to Our Printing System=ih2=

=0l==li=Some instruction here=/i=

=|li=Another instruction here<ili=

<fol=

=p=And a =a href="http:lhwwaw somewhere com™=link

here<ia= . <ip=</div= |

Any inserted text or HTML will appear above the login dialog box.
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Welcome To Our Printing System

1. Some instruction here

2. Another instruction here
And a link here.

To sign in, please enter your username and password below.

Username: I

Password: I

Customization is only relevant if authentication is selected in Printing and Security, so users see
the login screen, otherwise it’s just ignored.
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3.13.2 Web Portal single-sign-on
EveryonePrint can be configured to either allow both traditional form login on the EveryonePrint

Web Portal as well as single-sign-on in parallel, or allow only single-sign-on, using one of the
supported systems.

¥ Enable single sign on
Sign-in Mode

= Single sign on 4+ normal authentication
- if an unauthenticated user loads EverponePrint Web portal, user is presented with login
form

¥ Single sign on onhy
- if an unauthenticated user loads EveryonePrint Web portal, user is redirected to below
customer Web address for authentication:

Authentication UEL: | hitps:ffoo bharcomiisicasiogin
{tnax 255 chars)

If Single-Sign-0On only is chosen, a Web URL is entered, and any unauthenticated user accessing
EveryonePrint, will be redirected to this URL for authentication by the single-sign-on system.

Specify an optional logout URL where users are redirected after logout.

Logout URL: | hitps:anae university edufssaflagout (max 235 chars)

It’s further possible to specify an optional logout URL to where users are redirected after a
logout.

EveryonePrint can support two different single-sign-on systems:

1. Internal built in single-sign-on system
2. CAS Jasig Central Authentication Service (http://www.jasig.org/cas)
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3.13.2.1Internal built in single-sign-on

* Eyilt-in EveryonePrint single-sign-on systerm

Choose secret pass key for creating MDS verification value

Single sign-on pass key: asecrehralue|

EveryonePrint includes a very simple single sign on system for easy implementation in any
programming language and platform.

Implement user authentication in any way required, and pass users to EveryonePrint using either
HTTP/S POST or a HTTP header redirection. Two variables are included, the username and an
MDS5 check hash value consisting of the username and a pass key only known by administrator
and EveryonePrint.

When an authenticated user is passed to EveryonePrint, the user is automatically authenticated,
and have usual functionality presented to them. To finish the session, the user can press “Log
Out” in the navigation or close the browser window, and be logged out of the EveryonePrint
session.

Example authentication

Username = john
SSO Pass Key = asecretvalue

check = md5(“johnasecretvalue”)
If user is transferred to EveryonePrint using a Web form:
<form action="https://servername/ssologin.cfm" method="post">
<input type="hidden" name="username" value="john">
<input type="hidden" name="check" value=" 4137e7b6413db3cb3a5b8da9bd5b6e27">
<input name="submit" type="submit" value="continue" />
</form>

If user is transferred to EveryonePrint using HTTP header redirect:

https://servername/ssologin.cfm?username=john&check=4137e7b6413db3cb3a5b8da
9bd5b6e27

Due to browsers caching of URL’s, it is strongly recommended that a “301 permanently moved”
status code redirect is used for HTTP header redirect, and NOT traditional HTML anchors, ie. <a
href="URL">click here</a>.

See below URL for examples of HTTP header redirect:

http://www.stevenhargrove.com/redirect-web-pages
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3.13.2.2 CAS Jasig Central Authentication Service

To enable CAS authentication enter the authentication and validation URL’s of the central CAS
service.

o Single sign on onby
- if an unauthenticated user loads EveryonePrint Web portal, user is redirected to below
custarmer Web address for authentication:

Authentication URL | hitps:Xifoobarcomfisicasiogin
fmax 255 chars)

single-5ign—0n System
C Built-in EveryonePrint single-sign-on systerm

Choose secret pass key for creating MDS verification value

Single sign-on pass key: I

(Ol o7 13 Jasic Central Authentication Service single-sign-on

Walidation UEL: Ihtlps:IJ‘fDD.bar.cnmIisIcasIser\ficevalidate
(max 255 chars)

It’s only necessary to enter the main URL addresses to login and serviceValidate interfaces.
EveryonePrint will append the relevant service variables based on External Web Portal URL setting
configured in Web Portal Settings.

When testing CAS single-sign-on, make sure to enable the debug logging in General Settings,
and both successful and unsuccessful authentication attempts will be written to the main
application log file in \logs directory, such as:

12/01/13 14:12.49: error; EOP; ssologincas; Authentication failed ticket: no
authenticationsuccess

12/01/13 14:13.53: error; EOP; ssologincas; SSO login failed missing ticket. Source
192.168.0.187

And successful:

12/01/13 14:16.49: debug; EOP; ssologincas; Authentication ticket: ST-956-
Lyg0BdLkgdrBO9W17bXS raw response:

<cas:serviceResponse xmins:cas="http://foo.bar.com/is/cas'>
<cas:authenticationSuccess>

<cas:user>john</cas:user>

</cas:authenticationSuccess>

</cas:serviceResponse>

12/01/13 14:16.49: debug; EOP; ssologin; Successful SSO CAS login. Username: john
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3.13.3 Change default Web ports from 7290 and 9443

The Web interfaces in EveryonePrint, run on TCP ports 7290 (http) and 9443 (https) per default.
These can be changed to common HTTP ports 80 and HTTPS port 443 if no other Web server
software is running on the server.

Before changing default ports, ensure there are no port conflicts with other software running on

the same server.

To change the default HTTP port:

1.

7.

Open the file C:\Program Files (x86)\EveryonePrint\etc\jetty.xml

Find the line:

<Set name="port"><SystemProperty name="jetty.port" default="7290"/></Set>

Change from 7290 to the port of your choice, and save the file.

Open the file C:\Program Files (x86)\EveryonePrint\eop.xml

Find the line:

<eopapiendpoint>http://127.0.0.1:7290/api/ </eopapiendpoint>

Change from 7290 to the same port as used in jetty.xml above.

Restart EveryonePrint Web service

To change the default HTTPS port:

1.
2.

3.

4.

Open the file C:\Program Files (x86)\EveryonePrint\etc\jetty-ssl.xml
Find the line:

<Set name="Port">9443</Set>

Change from 9443 to the port of your choice, and save the file.

Restart EveryonePrint Web service

EveryonePrint Installation and Configuration Guide 2022.11.11 Page 42 of 225



-3 EVERYONE
& Print
3.14 Web Print configuration

Web Print is the feature in the user Web portal that allows users to upload a document to print or
print by entering a Web URL address.

Upload Document To Print

| Browse.. |
Supported docurents include Microzoft Office, Cpendffice, RTF and Mext
FD:F. Far other formats, use Driver Print. 5

Web Adcdress To Print

Enter for example: wae . cnn.com. Far printing protected Web pages Mext
or other advanced printing, use Driver Print. 4

This feature is enabled per default in EveryonePrint.

Web Print

Check the box below to enable Web printing in EveryonePrint. When enabled, EveryonePrint will show

the Web Print section in user portal, and will accept print jobs uploaded to EveryonePrint via the Web
interface.

W ‘Web Print enabled

If Web Print should not be available to users, disable it from the Web Print configuration page in
the EveryonePrint Admin.

If Web Print is enabled, optionally select if it should be possible for users to enter Web URL
addresses to print.

¥ Web URL address print enabled

If Web Print is enabled, it’s further possible to enable/disable the Web URL address printing
feature. If disabled, the Web Address to Print box will not appear.

Web Proxy

If a proxy server exists on the network, which EveryonePrint Web traffic has to go through, please
enter details below.

Proxy server: |192,168.U,192

Proxy port: 808

Proxy username: I

Proxy password: I

When users enter a Web URL address to print, EveryonePrint will connect to the Internet to
retrieve the contents of the entered address and convert to print data. If EveryonePrint must go
through a proxy server to reach the Internet, enter the proxy server details.

Limit the maximum document Web upload size (in ME): |1 MB 'I
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By default the server has no limit to the file sizes that can be uploaded, but a limit can be put in
place.

Please note that due to browser limitations, the EveryonePrint server does not know the actual
size of the upload until the upload has completed. If the limit is set to 10 MB, a user can still
upload a 20 MB job, it will however be deleted and an error be shown, once upload has
completed, which ensures no excessive jobs beyond the limit are processed.

3.15 Driver Print configuration

IS

Z' y

SN - B
NS
: ‘3 EVERYONE
https://print.company.com:631 b} v Print
EveryonePrint includes an IPP print server that allows users to print directly from within their

programs and applications, on Windows, Mac and Linux, across the network or Internet, to the
local EveryonePrint server.

Driver Print

Check the box below to enable driver printing in EveryonePrint. When enabled, EveryonePrint will
show the Driver Print section in user portal, and will accept print jobs sent to EveryonePrint via
driver.

V' Driver print enabled

In the Driver Print configuration page you can enable or disable this printing method.
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W Enable “imple Direct" driver print
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Simple Direct driver print allows users to create a print queue on their local machine that sends

print jobs through EveryonePrint and to the output print queue of their choice. This Driver Print
option is enabled by default.

It is the network configuration surrounding the EveryonePrint server that determines from where
users can print. If the network is opened for communication from outside to the IPP print server
in EveryonePrint on the ports used (default TCP 631), then external users can print, which is
useful, for example, for students at a university using a public WiFi connection, or corporate
employees printing from satellite offices in remote locations or users printing from home.

Driver Print Server Settings

When users print from within their applications using a driver on their Windows, Mac or Linux Users,
the http/https IPP printing protocol is used.

Per default the IPP print server in EveryonePrint runs on port 631 accessible via http/ipp. Update
below address to an IP or DMS address accessible from outside the local server, for example:
http: { fprint.company.com: 63 1

Address for Driver Print: |hﬂpiﬂ1 27.00.1:631

The printing protocol used in Driver Print to EveryonePrint, is IPP via HTTP (default port 631) or
HTTPS/SSL (default port 9443).

Default address for Driver Print is http://127.0.0.1:631 or https://localhost:9443. But since this
is a local address, only usable on the local server, it’s necessary to enter an address that is
accessible from outside the server, for example: http://print.companyname.com:631

Before using HTTPS/SSL, make sure a valid SSL certificate is created for the Web server by a
certified authority, or IPP printing will fail on clients using Windows.

/ Users on Windows clients, will see the name of the printer as specified in
|
the Driver Print configuration. Choose a relevant descriptive name such as

g/ “Secure Printer”, “Student Printer” or similar.

(-

Secure Prinker on
hitkp:/fprint. compan
W.com: B3l

Customize the name of the printer, as it will appear on Windows clients, for example "Secure Printer”,
"WiFi printer”, "Student Printer" or similar.

Printer name: | Secure Printer

To learn more about how to do printing via Driver Print, please see the section “Sending print
jobs via Driver Print” elsewhere in this guide.
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3.15.1 LPD Server

EveryonePrint includes an LPD server which makes it simple to print from workstations in
network environments, such as business PC’s or workstations.

LPR/LPD is a printing protocol commonly used in TCP/IP networks and is very simple to
implement and widely supported on all clients.

LPD Server

dse the EveryonePrint LFD server to print from workstations to EveryonePrint print queues, using the
LPE protocaol. See the documentation for more information about printing from workstations to
EveryonePrint via LPE.

V¥ LrD print server enabled (Current service status: Started)

IMPOETANT: Only one LPD service can run on the server. Make sure that other LPD servers such as
Microsoft LPD Server are disabled.

To print to the EveryonePrint server, first enable the LPD server under the Driver Print settings in
EveryonePrint Admin, and then add a printer on a client using standard TCP/IP port with LPR

protocol.
{=\LPR printer Properties ]
| Security ] Device Settings ] About ]
i i General Sharing Forts Advanced Color Management
Printer Details }
Printer 1D: 1 (32C61ECE) y = Configure Standard TCP/IP Port Monitor 8
- LPR printer 3
Printer Description: IME\ BE Port Settings I
Output Printer: [MFP Acme B-a12 : :
Print ta the following port(s ~ Port Name: I 192.168.0.55
[T Send atest print to printer after checked port.
Printer Name or IP Address: I 192.168.0.55
5 2 COMPM =
Advanced Driver Print = Brctocl
; g . O FiE:  Raw & LPR
Enabling advanced driver print on a print queue, lets user; 0O w1001 =
print driver compatible with the output device, and enablir Rl
tha davica O 1270011 Stand:

[ 192.168.0.110  Stand:
192.168.0.55  Standz

Specify the printer model for users to install the corre M 137040 1210

[Acme mFP 5100 < - LPR Settings-

Queue Name:
Add Port... |

¥ LPR Byte Counting Enabled

¥ Enable advanced driver print

l}l(\’)lECE

I Enable bidirectional sup)

[~ Enable printer poaling [T SMMP Status Enabled

Cormmunity [Narme; | public
The Printer Name or IP Address is the IP or hostname of the EveryonePrint LPD server.

For LPR Queue name, use either the PrinterID or the External ID in parentheses under a printer in
EveryonePrint. Make sure LPR Byte counting Enabled is checked.

Choose a printer driver which is compatible with the output device. Print jobs sent to the LPD
server are not modified, the original print data (Postscript, PCL etc) is sent untouched to the
output queue, which means that any output settings selected in the driver, duplex, binding etc,
are also sent to output device.

3.16 Configure Email Print

With EveryonePrint users can send emails from their mobile devices or computers to your mail
server. EveryonePrint will then retrieve and process those emails.

EveryonePrint Installation and Configuration Guide 2022.11.11 Page 46 of 225



EVERYONE
S’ Print

~
i
3 ‘\ \.\‘_ <
' -~ v
g
print@company.com Mail server \‘%‘ S ‘/.'|
; ’5 EVERYONE <
/ Print Print server

print@company.com /

The Email Print feature is not enabled per default, as it will only work successfully, if mail server
settings, both incoming and outgoing, have been setup correctly.

In the Email Print section in the Admin, you can configure the connection information for
EveryonePrint to connect to your email server.

Email Print Address

Enter the email address to which users can send docurments print from cormputers or mobile devices.

Ermnail Print Address: |print@cnmpanv.com

Start by providing the email to which users send their email print jobs.

Incoming Mail Server Settings

Mail server type: I IMAP with SSL "’l

Mail server address: |mai|.cnmpany_cnm

Tip! Incoming mail server ports used:
POP3 non-55L: port 110

POP3 SSL: port 955

IMAP non-SSL: port 143

IMAP SSL: 953

Enter the server address details of the mail server, including the protocol with or without SSL
encryption and server address.

Incoming Mail Server Settings

Mlail server type: | Exchange Weh Services j

Mail server address: Ihttps:ﬁexchangeEMD.Iahllncal

For Microsoft Exchange Web Services enter the fully accessible URL including protocol (http or
https) to the Exchange Web interface. For Microsoft Exchange MAPI, enter just the server name
or IP address (no http or https).
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Mail server type: IE}{Change AP j

Mail server address: Ie}{changezﬂm.labzlncal

Mail domain narme: IIabQ.IDI:aI

When Microsoft Exchange is selected, enter also the Mail Domain Name, which is the domain
name for email known by the Exchange server.

For Microsoft Exchange:

=  EveryonePrint can support Microsoft MAPI via RPC protocol with NTLM authentication,
which can be verified with Outlook (2010): Go to the File tab, click Account Settings. On
the list of accounts, select an account and click Change, then More Settings on the
dialog that appears. On the Connection tab, the "Connect to Microsoft Exchange using
HTTP" should be unchecked.

=  EveryonePrint can support Microsoft Exchange Web Services over HTTPS with Basic,
NTLM, or forms-based authentication, which can be verified by accessing the web
service URL. This is typically https://<server>/news/exchange.asmx. Kerberos, ADFS
and RPC over http(s) authentication is not supported.

=  EveryonePrint can support Microsoft Office365 Outlook online over HTTPS with Oauth?2
authentication using client ID and client secret.

Incoming Mail Account Settings

Username: Iprint@cnmpanv.cnm

Password: I.ooooo...

Enter the account login details for the account from which to retrieve email.

Chedk Mail Frequency

Choose how frequently EveryonePrint should check the abowve email account for new print jobs,
Flease refer to the EveryonePrint docurmentation for recommendations for this value.

Check far new mail E\.rer'\,r|1EI seconds

Choose how frequently EveryonePrint should check for new emails. The default is every 10
seconds, but if the mail server is not on the same internal network, a higher interval, such as
every 30 seconds, is recommended.
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Test Incoming Mail Settings

Check the box below to have EveryonePrint connect using all of the above details to verify that
settings are correct, after yvou click 5ave Changes below. This test may take a few seconds
depending on the responsiveness of the network and mail server.

W Test incoming mail settings

Test the entered email settings to ensure that EveryonePrint can connect successfully, by
checking the box. When you save the changes, EveryonePrint will make a connection test.

Changes saved successfully.

Incoming mail test completed successfully. Your settings appear to be correct.

Important: Before you enable email printing, with modes “Privacy Print”’, which means that an
email is sent to the user with either a release code or authentication request, make sure that you
have configured outgoing mail settings!

Email Print

Check the box below to enable email printing in EveryonePrint. When enabled, EveryonePrint will
connect to your mail server to retrieve emails containing print jobs, using your settings below.

¥ Erriail print enabled

After having saved and tested your settings, check the box at the top of the Email Print page to
enable the retrieval of email print jobs. Remember to save changes after enabling Email Print.

Email Print Settings

Enable create print job from email message body, to let users be able to print the message contents
of an email in addition to attachments. If unchecked, only the attachments that users email will be
available to print, not the email itself.

W Create print job of ermail message body

Choose if an email should be sent back to user if an unsupported attachment is sent to
EveryonePrint,

™ send ermail response for unsupported document formats

Per default when users send an email with attachments to print, both the attachments and the
email message itself will be considered a print job. Users may want to print the email message
itself. It’s possible to disable that the email message itself is made as a print job, but if disabled,
users can only print attachments, not the email messages themselves.

It’s also possible to send an email from the system back to the user, when an email is received
with a document attached, which is not supported.

lgnore image files smaller than |5 | KE. This setting will discard small image files, such as logos,

typically found in email signatures which do not need printing. et to O to always accept all image
files.
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If a user sends an email with an email signature containing an image, such as a logo,
EveryonePrint can be configured to ignore these suspected small signature images.

[ Show Web release link in release code emails

If using Privacy with Release Code mode, emails sent from EveryonePrint containing release
codes, by default contain a link the Web release interface. Use this setting to toggle the display
of this link in the release code email.

Show Direct Email Print instructions in Web interface when using Privacy with Authentication mode

If using Privacy with Authentication mode, then by default instructions are shown in the Web
interface to end-users, how to send print jobs direct to specific printers.

If the printer you want to use is not listed, use the "My Printers" menu to add
a printer to your list.

Print Direct To Printer

Print directly from your mobile
device to a specific printer.

Click here to learn more

Uncheck this option, to hide these instructions.

Send confirmation email to users upon successfully received and processed email print job

Choose the option to send confirmation email to users, if users should receive an email
confirmation when their job has been received and processed by the server, for example being
ready to print, or after having been sent to a print management solutions “follow me” queue.

This setting applies to Email Print only and “Privacy with Authentication” and “Direct with
Authentication” modes, as “Privacy with Release Code” mode by itself will send an email with
release code.

Email Print Permissions

Allow only print jobs from the following domains:
COMpany. el company.com,company. co.uk
(separate multiple domains with comma. Leave blank to allow all domain names_)

Do not allow print jobs from the following domains:

[separate multuple domains with comma. Leave blank to allow all domain names.)

The above domain restriction list will apply for all email print jobs regardless of settings in Printing and Security.

Restrict senders to only approved domains, by entering domain names (multiple separated by
comma), or blacklist certain domains. Emails not matching the criteria are automatically
discarded.
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3.16.1 Email Authentication

If email printing is enabled and print behavior is set to require authentication under Printing and
Security (either Privacy with Authentication or Direct with Authentication), and if Allow Self
Registration below is enabled, then the first time an unknown user sends a print job via email to
EveryonePrint, they will be asked to register their email address in the system.

Users will visit a simple registration page, included in EveryonePrint, sign in with their username
and password, and EveryonePrint will then know that the email address is approved and
associated with the right user.

Register your email address

“You?re at this page because your email address was unknown by the printing system.

To print from your er address, enter your username and password below and dick Continue, then your ema

address will be an approved sender of print jobs.

Your email address:

‘ john.smith@company.com |

Your username: Your password:

asees |

john ‘

If users are known in the system, either because their email address has been manually added or
imported from a CSV, or if LDAP email address lookup is enabled, then no registration is

necessary.

Lookup Email Addresses
™ Search LDAP for email address to lookup usernarne

For email address lookup in LDAP, LDAP settings must be successfully configured under User
Authentication.

Uncheck Allow Self Registration, if the system should only allow print jobs from users that either
exist in the internal EveryonePrint users database or in LDAP.

Allow Self Registration

W <erd ermail registration invitation email to unknown senders (uncheck this to allow only print jobs
from users that already exist either in EveryonePrint Users database or LDAF).

¥ Use restrictive email registration systerm. Allow only users to register email addresses they've
tried to print from, and not others.

If the email address used for email printing, eg. print@company.com, is configured to allow
external users to email print jobs, then make sure that the Web URL to the registration page is

accessible from external computers.

By choosing Use restrictive email registration system users can only register email addresses
from which they’'ve sent email print jobs.
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Email Authentication Address

If email printing is enabled and print behavior is set to require authentication under Printing and
Security, then the first time a user sends a print job via email to EveryonePrint, they will be asked to
register their email address in the system.

Users will visit the address below, sign in with their username and password, and EveryonePrint will
then know that the email address is approved and associated with the right user.

The registration page is hosted by the EveryonePrint application. Make sure that the below
registration page is accessible for users externally.

Ernail Printing Authentication URL: lhﬂps:fiprint.cumpany.cum fregisteremail

Preview Of Registration Email

From: My Company <print@company.com>
To: john.smith@company.com
Subject: Register email address to print

You have sent a print job to My Company via email print@company. corm.

We do not recognize your email address john.smith@company.com. To send
print jobs from this address, please visit the registration page below. It only
takes a minute to register your email address with the printing system, and
vou only have to do it once.

Go to:

https: { fprint.company.comjfregisteremail
f?email=john.smith@company.com

After you've registered your email address, the print job you sent will be
processed automatically, so there is no need to resend your print job.

Thank you for using EveryonePrint.

My Company
print@company.com

A user can have an unlimited number of email addresses associated with their account, so a user
can print from any of their email addresses.

3.16.2 Note when using Exchange MAPI for internal email

If using the Exchange MAPI protocol for Email Print, and using EveryonePrint internally in your
organization, Exchange via MAPI does not always share the senders full email address, ie
user@domain.com, which will cause email authentication in EveryonePrint to fail.

A workaround to this behavior of Exchange via MAPI, is to let EveryonePrint check the Active
Directory via LDAP, for the users email address. Simply configure LDAP authentication under
User Authentication, and EveryonePrint will automatically attempt to retrieve the email address of
internal company users as needed.
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3.17 Mobile Print configuration

To enable native printing from supported mobile devices, the EveryonePrint Mobile Gateway
must be installed and configured. See the separate documentation for details.

Printer name: | Student Print

Configure the name of the main printer as it will appear on users mobile devices, for devices that
support printer naming.

In the Mobile Print screen, manage feature behavior for native printing from mobile devices, such
as AirPrint on Apple iOS devices (iPhone and iPads) and Android based smartphones and tablets.

Depending on the configuration in Printing and Security, different behavior is available. Choose
relevant setting for the current configuration.

For example, are users allowed to only send print jobs to EveryonePrint in general, or are users
allowed to send print jobs directly to all devices configured in EveryonePrint.

m__TDC 7 20.38 100% EF . TDC = 20.40 100% 3

. Printer Options Printer _" Printer Options Printer
AirPrint EveryonePrint AirPrint Building A, office 10
EveryonePrint EveryonePrint

AirPrint Building B, office 3

EveryonePrint

AirPrint EveryonePrint
EveryonePrint

Central EveryonePrint Also allowing direct printing
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Privacy with Authentication

Mobile Print 5ettings
Your current configuration is: Privacy with Authentication. Click here to change.
In this canfiguration, users must authenticate once when printing fram their mobile device.

Custamize how users can print in this mode:

% Allow authenticated users to send print jobs from mobile devices, print jobs are held in
EveryonePrint until release

0 Allow authenticated users to send print jobs from mobile devices, print jobs are held in

EveryonePrint until release and also allow authenticated users to send print jobs directhy to
devices

0 Allow authenticated users to send print jobs directhy to devices
Privacy with Release Code

Mobile Print 5ettings

Your current configuration is: Privacy with Eelease Code. Click here to change.
Custamize how users can print in this mode:

% Allow users to send print johs from mohkile devices, and receive release code

T Allow users to send print jobs from mobile devices, and receive release code and also allow
users to send print jobs directly to devices without release code

 Allow users to send print jobs directhy to destination devices without release code
Direct with No Authentication

Mobile Print Settings

Your current configuration is: Direct with Mo Authentication. Click here to change.

Customize how users can print in this mode:

Lo AP amy users to send print jobs from mobile devices, print jobs are automatically sent to the
following printer quewe: Printer 1

0 Allow atry users to send print jobs directly to devices
Direct with Authentication

Mobile Print 5ettings
Your current configuration is: Direct with Authentication. Click here to change.
In this configuration, users must authenticate once when printing from their mobile dewice.

Customize how users can print in this mode:

@ Allow authenticated users to send print jobs from mobile devices, print jobs are automatically
sent to the following printer quewe: Printer 1

© Allow authenticated users to send print jobs directly to devices
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3.17.1 Strict Mobile device authentication

Strict Mobile device authentication applies to Mobile Print using Apple iOS and Android printing.
When enabling strict mobile device authentication:

e Users must authenticate when their mobile device uses a new IP address

e Users have the ability to logout using the EveryonePrint mobile apps

e Users can be forced to re-authenticate after a set period of time (useful for shared iPads
or similar)

Mobile Print Authentication
Your current configuration is: Privacy with Authentication. Click here to change.
In this configuration, users must authenticate once when printing from their mobile device.
Enable strict mobile device authentication
When enabling strict mobile device authentication:

® Users must authenticate when their mebile device uses a new IP address

# Users have the ability to logout using the EveryonePrint mobile apps

® |Jsers can be forced to re-authenticate after a set period of time (useful for shared iPads or similar)

Users must relogin on mebile devices after |43200 | minutes.
(Default value is 43200 minutes (30 days). Minimum is 5 minutes.)

3.17.2 Mobile App Settings

It's possible to enable and disable various features of the EveryonePrint Mobile Apps from the
Mobile Print administration screen.

[l Enable job release

Allow users to release print jobs held in EveryonePrint, using the Mobile Apps (only relevant if EveryonePrint is
configured for a "privacy” mode where jobs are held in EveryonePrint untl release)

If EveryonePrint is configured in a Privacy Mode, such as “Privacy with Release Code” or “Privacy
with Authentication” where jobs are held in EveryonePrint until release, users can optionally use
the Mobile Apps to release print jobs to the printer of their choice.

[ Show scan OR code

Choose if users should be able to scan a printed QR code for easy access to a specific printer

The QR Code Printer Access feature lets users easily access print job submission and print job
release on their mobile device. Generate and print QR codes for each printer and place it near the
printer. If the “Show scan QR code” feature is enabled, users can then scan the QR code at the
printer of their choice using their smartphone.
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Wide Area Mobile Print is a highly flexible and powerful alternative to Apple’s multicast DNS
Bonjour method of announcing printers to Apple iOS devices.

N
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Print

Wide Area Mobile Print uses Unicast DNS-SD, and announcing available printers in EveryonePrint
to Apple iOS devices, can be achieved with extreme ease using the Wide Area Mobile Print
feature combined with simple standard DNS records created on the DNS server. With Wide Area
Mobile Print, AirPrint can be enabled across large and complex networks.

' Maobile devices configuration
H DNS server: 192.168.0.112
: Search domains: buildinga.company.com

Maobile devices configuration
! DNS server: 192.168.0.112
: Search domains: buildingb.company.com
|

=

DNS server
(eg 192.168.0.112)

Network with
servers and printers

_," EveryonePrint
-~ with Mobile Gateway
(eg 192.168.0.109)

4\, EVERYONE
@ Print

Print server

In above example, 2 subdomains have been created, one for each building, Building A and
Building B. Mobile devices in each network, query the DNS server, which forwards DNS requests
to the EveryonePrint Mobile Gateway. EveryonePrint Mobile Gateway responds with relevant

printers for the sub domain(s) available to specific mobile device.

£ Wi-Fi dnet3
Forget this Network
IP ADDRESS
IP Address 192.168.0.119

Subnet Mask

Router

255.255.255.0

192.168.0.1

DNS

Search Domains

192.168.0.112

buildingb.company.com

Client ID

£ Printer Options

OTHER PRINTERS
building b printer 15

building b printer 133
building b printer 136
building b printer 140
building b printer 141
building b printer 145

building b printer 147

buildina b orinter 148
—  NIAS

Printer

O NEC RUTRUM SODALES,

DOLOR. SIT AMET

D aculis avgne e i
artos blasalt, Prod
Joortis jacalic eming, st
it dectes plcenat sed,
Carabitur ac quasn nec
dotor saliciucin malts id
it lgula. Maenas ef
arva sem. Ut st amet

gt urna.

A’ ARCU SCELERISQUE TORTOR.

Phasellus bibendum orci id

An Apple iOS device with buildingb sub domain specified, see only those printers in that sub

domain. Multiple sub domains can be specified as needed.

The following assumes that EveryonePrint has been configured and one or more printers have

been added to EveryonePrint.

EveryonePrint Installation and Configuration Guide 2022.11.11

Page 56 of 225



~A \ EVERYONE
9 Print

The Wide Area Mobile Print feature is available in EveryonePrint Professional and EveryonePrint
Enterprises editions only.

3.18.1

Configuration overview

The Wide Area Mobile Print configuration involves the following overall steps:

1.

3.18.2

Create one or more Wide Area Mobile Print sub domains in EveryonePrint Admin
Install and configure the EveryonePrint Mobile Gateway
Configure the network DNS server

Set search domain on mobile devices

Create Wide Area Mobile Print sub domains

Start in the EveryonePrint administrator interface and the section Wide Area Mobile Print, and
create one or more sub domains for the printers.

Multiple sub domains can be created, to separate access to printers, for example:

By location (one sub domain per building, campus, city, department)
By user access level (one sub domain for teachers, another for students, or one sub domain

for employees, another sub domain for guests)

Wide Area Sub Domain
buildinga.company.com 5:6} [* ]

- Building A printer 104
- Building A printer 106
- Building A printer 107
- Building A printer 109
- Building A printer 111
- Building A printer 117
- Building A printer 12

- Building A printer 120

buildingb.company.com {6} [ X ]

- Building B printer 133
- Building B printer 136
- Building B printer 140
- Building B printer 141
- Building B printer 145
- Building B printer 147
- Building B printer 148
- Building B printer 13

In this example 2 sub domains have been created, one for each building.

There are no limitations in EveryonePrint as to how the separation can be configured, as it all
depends on which of the sub domains created in EveryonePrint that a particular mobile device
has access to.

Creating just 1 sub domain for all Wide Area Mobile Print, for example
“mobileprint.company.com” containing all the printer(s) that should be available to mobile
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devices, is strongly recommended, as it greatly simplifies the later setup of search domain, as
will be described in section below.

3.18.3 Configure EveryonePrint Mobile Gateway

Install the EveryonePrint Mobile Gateway, either on the EveryonePrint server or on its own server.

Mobile devices will communicate with the Mobile Gateway and not directly to the EveryonePrint
server, so the gateway can be placed in a DMZ zone or similar, to further separate mobile
devices from the secure printing infrastructure.

S

! DNS server

S

— (]

~

H
i S
H

EveryonePrint Server
EveryonePrint Mobile Gateway

A | EVERYONE
ﬁf} Print

EveryonePrint Mobile Gateway installed on the EveryonePrint server

EveryonePrint Mobile Gateway EveryonePrint Server

=2 | EVERYONE
‘\?," Print

A EVERYONE
ﬁg} Print

~--- Network with gateway ---, ----  Network with servers .--,
coeees WiFi network ------ ' :\"’ E i : 1
Prra.
i / DNS server § \\: ; é \\ §
i > ° — |0 i
i P & |
! : o ! o :
i 1 | j
i 1 | 1

EveryonePrint Mobile Gateway installed on its own server

With EveryonePrint Mobile Gateway installed, open the gateway admin Web interface, configure
the server connection details, test and save.

Connection was successfull

Configuration

Main server host/1P: [192.168.0.116
Main server port: 7290

Main server SSL port: |9443

IPP server port: 1631

Use S5L encrypied connection to main server: -

Enable debug logging: 2

How long to authenticate window (minutes): |5c|

Publish services on NICs (select multiple): Intel{R) PRO/1000 MT Network Connection - 192_168.0.109 &=

Test connection
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For each created Wide Area Mobile Print sub domain, the DNS requests for those sub domains,
should be delegated to the EveryonePrint Mobile Gateway, so EveryonePrint can respond with

relevant printer details for the sub domains.

For more information about Zone Delegation, refer to the following articles:

http://en.wikipedia.org/wiki/DNS_zone

http://technet.microsoft.com/en-us/library/cc771640.aspx

http://technet.microsoft.com/en-us/library/cc753500.aspx

For example configurations of the zone delegation, refer to below two sections on Microsoft

Windows DNS or BIND (Mac OSX or Linux).

3.18.4.1Configure Windows DNS

To configure zone delegation for the created Wide Area Mobile Print sub domains on Windows
DNS, open Windows DNS on the DNS server that mobile devices use.

1. Right-click domain and choose New Delegation.

2. Enter the sub domain name as created in EveryonePrint

o DNS Manager
File Action View Help
e #EXBez e § 8
£ DNS Mame Type Data
P EI DCama2 | _msdcs
4 || Forward Lookup Zones T _sites
b (2] _msdes.company.cor|| [ tep
42| compamees = -
N Update Server Data File
[ - Reload
bt New Host (A or AAAA)... Start of Authority (SOA)  [21], dc2012.company.
E - EJL Mew Alias (CNAME]... MNarne Server (N5) dc2012.company.com.
|
b = Fd Mew Mail Exchanger (MX]... Host (A) 192.168.0.112
b Reversel New Domain... Host (A) 192,168.0.112
I+ [ Trust Po | New Delegation... ||
2 Conditic Uther New Records...
&l] Global Lg
b DMNSSEC
All Tasks
View
Delete
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Delegated Domain Name
Autharity for the DNS domain you supply will be delegated to a different zone.

Specify the name of the DMNS domain you want to delegate.
Delegated domain:

| buildinga

Fully qualified domain name (FQDM):
| buildinga. company.com

3. Choose to Add a name server

Name Servers
‘You can select one or more name servers to host the delegated zone,

Spedfy the names and IP addresses of the DNS servers you want to have host the
delegated zone.

Name servers:

Server Fuly Qualified Domain Mame (FQDMN) IF Address

Edit... || Remaove |

| <Back | mext> | | cancel

4. Enter the server name/hostname of the EveryonePrint Mobile Gateway server followed by the
Wide Area Mobile Print sub domain and Active Directory domain, and then enter the IP
address of the EveryonePrint Mobile Gateway server.
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Mew Name Server Record .

Enter the name of @ DMNS server that is authoritative for this zone.

Server fully qualified domain name (FQDN):

‘mabileserver.huildinga.cumpany.cum | | Resalve

IP Addresses of this NS record:

IP Address Validated Delete
E7re i e E——

pr—
I
=]

@ 152.163.0. 109 OK

oK | | Cancel

In this example, the hostname of the EveryonePrint Mobile Gateway server is “mobileserver”
and its IP address is 192.168.0.109

| Administrator: C:\Windows\system32\cmd.exe

istrator.COMPANY *hostname

C:slUserssadministrator . COMPANY »ipconf i LoLindosae
IPv4 Address. . . . . - - . . . . = 192._.168.8.

C:slUserssadministrator . COMPANY »_

5. Repeat for each created sub domain

b DNS Manager
File  Action View Help

9 rEEcR Bm §EE
£, DNS
a4 F DC2012

4 || Forward Lockup Zones

MName Type Data Timestamp
£ (same as parent folder) Mame Server (NS5) mobileserver.buildinga.company.com.  static

b (2] _msdes.company.com
4 (2] company.com

_msdcs

[
I | _sites
I

_ buildinga
_ buildingb
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3.18.4.2Configure BIND

Configure zone delegation for the created Wide Area Mobile Print sub domains on BIND running
on Mac OSX or Linux, by adding the sub domains to the domains master zone file.

1. In this example, the sub domains are added to the BIND master zone file for the domain
“company.com”.

; Zone file for company.com

$TTL 360
@ IN S0A ns.company.com. root.company.com. |
201464011 ; serial, todays date + todays serial #
8H ; refresh, seconds
2H ; retry, seconds
4u ; expire, seconds
1D ) ; minimum, seconds
NS ns ; Inet Address of name server
ns A 192.1658.0.139

: Delegation for Wide Area Mobile Print sub domains
$0RIGIN buildinga.company.com.

@ IN NS mobileserver.buildinga.company.com.
mobileserver IN A 192.168.0.109

$0RIGIN buildingb.company.com.

@ IN NS mobileserver.buildingb.company.com.
mobileserver IN A 192.168.0.109

$0RIGIN buildingc.company.com.

@ IN NS mobileserver.buildingc.company.com.
mobileserver IN A 192.168.0.189

Now any DNS requests for one of the sub domains to the primary DNS server, will be forwarded
to the EveryonePrint Mobile Gateway server.
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3.18.5 Verifying DNS configuration

To confirm the proper DNS configuration with either Windows DNS or BIND on Mac OSX or Linux,
run the nslookup command for each of the sub domains:

nslookup -query=ptr _ipps._tcp.buildinga.company.com

If successfully configured, this will return a list of the printers in the sub domain as configured in
EveryonePrint.

.| Administrator: G\Windows\system32\cmd.exe

C:slserssadninistrator. COMPANY >nslookup —query=ptr _ipp._tcp.buildinga.company.com
112.A.168.192.in—addr.arpa
primary name server = localhost
responsible mail addy = nobody.invalid
serial 1
refresh 688 <10 mins>
retry 1288 {28 mins>
expire = GB4808 (7 days>
default TIL = 18888 <3 hours>
Server: UnKnown
Address: 192.168.8.112

Non—authoritative answer:

i .buildinga.company.com
.buildinga.company.com
.buildinga.company.com
.buildinga.company.com
buildinga.company.com
.buildinga.company.com
.buildinga.company.com
.buildinga.company.com

building printer 106. ipp._ tcp.buildinga.company.
building printer 187._ ipp._tecp.buildinga.company.
building printer _ _buildinga.company.
building printer p-huildinga.company.
building printer

building printer p._tep.buildinga.company.com
building printer pp.-_tep.buildinga.company.com
building printer 184__ipp._tcp_.buildinga.company.com

C:slUsersnadministrator.COMPANY >

Nslookup result from Windows

[root@lab4linuxdevl /]# nslookup -query=ptr ipp. tcp.buildinga.company.com
Server: 192.168.0.139
Address: 192.168.0.1394#53

Mon-authoritative answer:

_ipp. tcp.buildinga.company.com name
_ipp. tcp.buildinga.company.com name
_ipp. tcp.buildinga.company.com name
_ipp. tcp.buildinga.company.com name
_ipp. tcp.buildinga.company.com name
_ipp. tcp.buildinga.company.com name
_ipp. tcp.buildinga.company.com name
_ipp. tcp.buildinga.company.com name

Building\@32A\032printer\032104. ipp. tcp.buildinga.company.com.
Building\032A\032printer\032106. ipp. tcp.buildinga.company.com.
Building\032A\032printer\032107. ipp. tcp.buildinga.company.com.
Building\@32A\@32printer\032109. ipp. tcp.buildinga.company.com.
Building\@32A\@32printer\032111. ipp. tcp.buildinga.company.com.
Building\032A\032printer\®32117. ipp. tcp.buildinga.company.com.
Building\@32A\032printer\@3212. ipp. tcp.buildinga.company.com.
Building\032A\032printer\032120. ipp. tcp.buildinga.company.com.

Authoritative answers can be found from:
buildinga.company.com nameserver = mobileserver.buildinga.company.com.

Nslookup result from Linux

If no printers appear, confirm with telnet that a connection can be established to the
EveryonePrint Mobile Gateway ip address on port 53.

Remember that mobile device clients must have access to the EveryonePrint Mobile Gateway
server on port 53, to retrieve the printer lists.
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3.18.6 Set search domains on mobile devices

For Apple iOS mobile devices to retrieve the printers available for Wide Area Mobile Print, the iOS
devices must be instructed to query the sub domains, using DNS-SD.

This can be done in one of two ways, depending on one or multiple sub domains having been
created in EveryonePrint. Refer to the

3.18.7 One Wide Area Mobile Print sub domain

If only one Wide Area Mobile Print sub domain has been created (recommended) the
configuration needed to instruct Apple iOS devices to query the domain is simple.

Wide Area Sub Domain

]

(%

mobileprint.company.com
- Building A printer 106

- Building A printer 107
- Buildina C orinter 157

3.18.7.1Single sub domain configuration on Windows DNS
In addition to a delegation DNS record for the single “mobileprint.company.com” sub domain as
outlined in section 3.78.4.1 Configure Windows DNS, create DNS-SD discovery record in
Windows DNS.

1. Under the domain (in this case company.com) right-click on _udp and select Other new

records..

i DNS Manager

File Action View Help

e’ EXEBc=z BE § 88

£ DNS MName Type Data
a4 3 DC2012 =] _kerberos Service Location (SRV) [0][100][88] dc2012.comp
4 [ Forward Lockup Zones || ] _kpasswd Service Location (SRV) [0][100][464] dc2012.com,
I (2] _msdecs.company.cor
4 |2 company.com
I 2] _msdes
I [ _sites
b [ _tep
=" New Host (A or AAAA)...
I | Dol
b 5 For Mew Alias (CNAME]...
I =] mog MNew Mail Exchanger (MX]...
b [ Reverselo New Domain...
b - Trust Poin New Delegation...
I || Conditio
b Global L01| Other Mew Records... | |

Wisnar 3

2. Select to insert a Service Location (SRV) record

3. In the Service field, type in any characters, and in Protocol enter _dns-sd
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Domain:

Service Location (SRV) |

| _udp.company.com

Service:

Protocol;

| anything

| _dns-sd

Prigrity:

Weight:

D
CE—
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4. There should now be an _dns-sd folder under _udp. Delete the SRV record from within the
_dns-sd folder that was created.

& DNS

MName

4 § DCaoi2 g

4 || Forward Lookup Zones
I (2] _msdcs.company.cot
4 || company.com
B 2] _msdes

I
I
Fi

T _sites

l _tep

| _udp

B | _dns-sd

| DomainDnsZones

Type

Data

| Delete

Properties

Help

5. Right-click the _dns-sd folder and select Other new records... and select to insert a Pointer
(PTR) record.

6. In Host IP Address enter the letter b and in Host Name enter the Wide Area sub domain such
as mobileprint.company.com

New Resource Record

Pointer (FTR)

Host IP Address:

| b

Fully qualified domain name (FQDN):

| b._dns-sd.

_udp.company.com,

| | mobileprint. company. com

|| Browse... |

7. Create an additional Pointer (PTR) record with letters Ib also pointing to the same sub

domain

The final structure should look like below.
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e DNS Manager
File Action View Help
e nE Boz Hm § 8@
é DMS MName Type Data Timest
4 5 DC2012 Hb Pointer (PTR) muobileprint.company.com
4[] Forward Lookup Zones §—|Ib Pointer (PTR) mebileprint.company.com
b (2] _msdcs.company.cot
4[] company.com
B =) _msdcs
I | _sites
B _tep
a [ _udp
| _dns-sd
i || DemainDnsZones

Now any Apple iOS device with the search domain set to just “company.com”, will discover the
“mobileprint” sub domain and query the EveryonePrint Mobile Gateway for printers.

3.18.7.2Single sub domain configuration on BIND

In addition to a delegation DNS record for the single “mobileprint.company.com” sub domain as
outlined in section 3.78.4.2 Configure BIND, create DNS-SD discovery record in BIND.

1. In the domains master zone file, insert the following two DND-SD records:

b._dns-sd._udp IN PTR mobileprint.company.com.
Ib._dns-sd._udp IN PTR mobileprint.company.com.

(replace “mobileprint.company.com.” with the actual sub domain as created in EveryonePrint)

; Zone file for company.com

STTL 368
@ IN SOA ns.company.com. root.company.com. {
2014840811 ; serial, todays date + todays serial #
8H : refresh, seconds
2H ; retry, seconds
4u ; explre, seconds
1D ) ; minimum, seconds
NS ns ; Inet Address of name server
ns A 192.168.0.139

b. dns-sd. udp IN PTR mobileprint.company.com.

le_dns-sd _udp IN PTR mobileprint.company.com.

; Delegation for Wide Area Mobile Print sub domains
SORIGIN mobileprint.company.com.
@ IN NS mobileserver.mobileprint.company.com.
mobileserver IN A 192.168.0.109
Sample BIND zone configuration file for the domain “company.com” with a single

“‘mobileprint.company.com” Wide Area Mobile Print sub domain.

Now any Apple iOS device with the search domain set to just “company.com”, will discover the
“mobileprint” sub domain and query the EveryonePrint Mobile Gateway for printers.
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3.18.8 Multiple Wide Area Mobile Print sub domains

If multiple Wide Area Mobile Print sub domains have been created, access to the sub domains on
Apple iOS devices is given, by populating the “search domain” on the mobile device, with the
search domain or domains that the particular device should have access to.

& Wi-Fi dnet3

Wide Area Sub Domain

buildinga.company.com

- Building A printer 103
- Building A printer 104

- Building A printer 106 “

- Building A printer 107

IF Address 192.168.0.119
buildingb.company.com Subnet Mask 255.255.255.0

- Building B printer 145 Router 192.168.0.1
- Building B printer 147
- Bu!ld?ng B pr?nter 1 fS DNS 192.168.0.112
- Building B printer 15

Search Domains buildingb.company.com

Client 1D

This can be done either manually, or by having the DHCP server provide this value, using what is
called “DHCP option 119",

See below sections for instructions on how to populate “search domain” using Windows and
Linux DHCP.

3.18.8.1Multiple sub domains configuration on Windows DHCP

Microsoft Windows DHCP does not provide a friendly configuration interface for the DHCP option
119.

Configuration of DHCP option 119 on Windows DHCP involves the following steps:

1. If not done previously, first define the DHCP option 119 to the Windows DHCP server by
running the following command on the DHCP server

netsh dhcp server V4 add optiondef 119 "DNS Search domains” BYTE 1

o | Administrator: C\Windows\system32\cm

UzereswAdministrator>netsh dhep server U4 add optiondef 119 "DNE Search domains' BYTE 1

ommand completed successfully.

sUserssAdministrator>

2. In the EveryonePrint Administrator interface, go to Wide Area Mobile Print and click the
Windows DHCP Configuration Utility
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Add New Wide Area Mobile Print network l Windows DHCFP Configuration Utility I

Wide Area Sub Domain

buildinga.company.com @ Q
- Building A printer 103
- Building A printer 104

- Building A printer 106
- Building A printer 107

buildingb_company.com @ Q
- Building B printer 145

- Ruildina B nrinter 147

3. Enter the DHCP scopes IP address

File Action View Help
@ X
% DHCP Name
A ﬂ dc2012.company.com i|P\r4
4 3 IPva SR
b [ Scop - ; .
2 Server Opfions Create Windows DHCP Option 119 Command Lines
S| Policies DHCP Scope [P R 192.168.0.0
I [#| Filters
b i 1Pv6 Sub domains (separate multiple by space)-
buildinga.company.com buildingb.company.cam

4. Enter the Wide Area Mobile Print sub domains that should be published to this DHCP scope

Create Windows DHCP Option 119 Command Lines
DHCP Scope IP Address: |192 162.0.0

Sub domains (separate multiple by space):

buildinga.company.cam huildingb.comparny.cam

Separate multiple sub domains with a space.

5. Click Continue when ready, and the needed commands are shown on screen

Generated Command Lines

Run the following commands on your Windows DHCP server to create the option 112 entries for above DHCP scope
and sub domains

netsh dhep server V4 add cptiondef 119 "DNS Search demains” BYTE 1

netsh dhep server V4 scope 192.168.0.0 set opticnvalue 119 BYTE 09 62 75 69 6c 64 69 6e 67 61 07 63
6f6d 70 61 6e 79 03 63 6f6d 00 09 62 75 69 6c 64 69 6e 67 62 07 63 6f6d 70 61 6e 79 03 63 6f 6d
oo

6. Copy/paste and run these commands on the DHCP server to create the DHCP entries

EveryonePrint Installation and Configuration Guide 2022.11.11 Page 68 of 225



-/ \ EVERYONE
@ Print

Administrator: C\Windows\system32\cmd.exe

sUserssAdministrator>netsh dhecp server U4 add optiondef 119 “DNS Search domains' BYTE 1
ommand completed successfully.

sUserssAdministrator>netsh dhecp server U4 scope 192.168.8.8 set optionvalue 119 BYTE B89 62 75 6% 6
64 62 6be 67 61

87 63 6f 6d 78 61 6e 77 B3 63 6f 6d B8 B? 62 75 67 6c 64 67 6e 67 62 B7 63 6f 6d 76
61 6e 79 83 63 6f 6d B8

hanged the current scope context to 192.168.8.8 scope.

ommand completed successfully.

NUserssAdministrator>

7. Confirm the entries appear under Scope Options in the DHCP server (refresh the DHCP server

8.

view to show the new settings).

£ DHCP
Eile  Action View Help

= snE o B &

?‘ DHCP Option Name Vendor Value
4 5 dec2012.company.com || 003 Router Standard 192.168.0.1
4 Gy IPvd 1] 006 DNS Servers Standard 192.168.0.112
4 [ ] Scope [192.168.0.0] main 2o 015 DRG Donzin Blar Standard e
it Address Pool =

2] 119 DNS Search domains ~ Standard 09, Oxf2, 075, OxB9, OB, Oxb4, 069, Dx+ Dx67, O, OT, Ox
7 Address Leases

Scope Options

.4 Server Options

2| Policies

Mobile devices obtaining a new lease from the DHCP should now show the correct search
domains.

IP ADDRESS

oot
IP Address 192.168.0.30
Subnet Mask 255.255.255.0
Router 192.168.0.1
DNS 192.168.0.112

| Search Domains buildinga.company.com, buildingb.... |

Cliant ID

3.18.8.2Multiple sub domains configuration on Linux DHCP

To specify search domains for a subnet on Linux DHCP, edit the dhcpd.conf file and insert a
domain-search option with the sub domains to publish.

subnet 192.168.08.0 netmask 255.255.255.0 {

range 192.168.0.1081 192.168.1.199;

option domaip-pame "company com' -

EEEIEI OQOMaLl-Tame - selvels 192.108.0.139;

option domain-search "buildinga.company.com", "buildingb.company.com";

option routers 192.168.0.1;
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3.19 Configure Google Cloud Print
With Google Cloud Print support in EveryonePrint, users can print from their Google
Chromebook, phone or tablets, Google Apps such as Gmail, Google Docs, Google Sheets, or

using any other application or device which supports Google Cloud Print, to the printers you
select in EveryonePrint.

~
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ﬂe_ Print Print servers

Any authentication settings in EveryonePrint Printing and Security such as Release Code or
Authenticated printing, still applies for Google Cloud Print.

Privacy with Release Code

If EveryonePrint is configured for “Privacy with Release Code” and a user prints via Google Cloud
Print to EveryonePrint general printer, the user will receive a release code back via email, just as
they receive release codes for Email Print.

Users do not receive release codes for jobs sent via Google Cloud Print through EveryonePrint
directly to specific printers.

Privacy with Authentication or Direct with Authentication
In an Authentication mode, where users are required to authenticate to print, the authentication
settings in User Authentication apply.

When a user sends a print job via Google Cloud Print, their Google Account email address is
“sender” of the job as it arrives in EveryonePrint.

EveryonePrint will first check its internal user database, and if the user is not found there, it will
search LDAP, if LDAP search is enabled.

Lookup Email Addresses
¥ Search LDAF for ernail address to lookup usernarme
For email address lookup in LDAP, LDAP settings must be successfully configured under User Authentication.

Allow Self Registration

W <end email registration invitation email to unknown senders {uncheck this to allow only print jobs from users that
already exist either in EveryonePrint Users database or LDAF).

7 Use restrictive ernail registration systerm. Allow anly users to register emall addresses they've tried to print
from, and not others.

Ermail Printing Authentication UREL: | hitpsJfprintacmeuniversityedu fregisteremail
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If the user is not found in LDAP, a self-registration email invitation is sent to the user, if Allow

Self Registration is enabled.

&' Register email address to print - Mozilla Thunderbird _ | EI|5|
File Edit Yew Go Message Tools Help
From Acme Custamer Name <noreply@acmeuniversity, edu = e reply | e reply | T forward

subject Register email address to print

to john.smith@gmail.com -

7172013 11:57 &M

other actions -

You have sent a print job to Acme University. We do not recognize your email address john.smith@gmail.com.

|»

To send print jobs from this address, please wvisit the registration page below. It only takes a minute to

register your email address with the printing system, and you only have to do it once.

Go to:

After you've registered your email address, the print job you sent will be processed automatically, so there is

no need to resend your print job,

Thank you for using EveryonePrint,

Acme University
noreply@acmeuniversity. edu

This mail was created July 17, 2013 2:57:07 AM PDT

g

[
4

The user must enter their network username and password, to register their Google Account

with the system. This is only needed once for the user.

Register your email address

You're at this page because your email address was unknown by the printing system.

To print from your emall address, enter your username and password below and click Continue, then your email

address will be an approved sender of print jobs.

Your email address:

jiohn.smith@gmail.com

Your username: Your password:

studentuserjohn eesccccccsvsse

In above example, the job sent from john.smith@gmail.com will after processing, be sent to the

print queue on the EveryonePrint server as the user “studentuserjohn”.

3.20 Google Cloud Print configuration summary

Summary of steps included to enable Google Cloud Print support in EveryonePrint:

Create an organization Google Account
Enable Google API access on the Google Account
Register printers from EveryonePrint in Google Cloud Print

Hh w N~

Enable “Public Link” sharing for Google Cloud Print registered printers
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Important! The Google Cloud Print service is marked as a BETA software by Google. This means
that Google could change anything and everything at anytime, interrupting or breaking the
integration between EveryonePrint and Google Cloud Print.

3.20.1 Create a Google Account

First create a normal Google Account. This can be done most easily by creating a Google Gmail

account.
£ Gmail: Email from Google - Windows Internet Explorer — (ol x|
€2/ = [E hepsijiaccount.guog... k| B 411X B amal: Email from Google x ok 1

Google

Gmail

Experience the ease and simplicity of
Gmail, everywhere you go

New to Gmail? | TP e
=
7

Sign in

Google

Username
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3.20.2 Enable Google API access on Google Account

With a Google Account created, in order for an external application such as EveryonePrint, to
interact with Google services, an authorized APl access must be established.

1. Start by going to Google Cloud Console at https://console.cloud.google.com

2. Click Create project

= Google Cloud Platform Q

Projects

[=m]

You do not have any active projects.

Projects shut down and pending deletion

3. Enter a project name, used only internally in the Cloud Console for reference. Google
suggests a Project ID, which can be used as is.

New Project

Project name

Cloud print

Your project |0 will be cloud-print-1253 Edit

Show advanced options...
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4. Depending on your account status, you may be asked to verify your account via SMS

SMS Verification.

Befare you can create or access a project, please verify your phone number.
This takes under a minute and helps us prevent abuse.
Your number will NOT be used for solicitation or marketing purposes.

Cancel
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5. Under Use Google API's choose Enable and Manage APIs

= Google Cloud Platform Q

ﬁ Home Dashboard

Ij!  Dashboard
Project: Cloud print
= Activity Use Google APls

ID: cloud-print-1253 (#119402721964) v
Enable APls, create credentials, and track
your usage

Try Compute Engine

Enable and manage AFls

Spin up virtual machines using Goagle

Compute Engine, Node js, and MongoDB
to create a guestbook app in this guided

walkthrough. Try App Engine (managed VM

environment)
Get started Using your favarite language, deploy a
sample application using Managed ¥Ms
{beta)

Try App Engine (standard

M M
environment) Managed VM documentation

6. Choose Credentials on the left, then OAuth consent screen and fill out a Product name.
Other details can be entered as well, but are not required. When done, click Save at the
bottom.

Google Cloud Platform

API API Manager Credentials
«»  Overview | Credeptislam OAuth consent screen | Domain verification
| g —_—

Ov Credentials
Email address

universityacme@gmgil.com =

Product name shown to users

Cloud Print

Homepage URL | Dotona
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7. In Credentials choose Create credentials and an OAuth client ID

= Google Cloud Platform Q  Clodpint~ ® O © @
API API Manager Credentials
‘3’ ST Credentials Ohuth consent screen Demain verification
©x  Credentials
APls

Credentials

You need credentials to access APls. Enable the APls you plan to
use and then create the credentials they require. Depending on
the API, you need an APl key, a service account, or an QAuth 2.0
client I Refer to the APl documentation for details.

Create credentials =

API key

Identifies your project using a simple APl key to check quota and access.
For APls like Google Translate.

OAuth client ID
Requests user consent se your app can access the user's data
For APls like Geegle Calendar.

Service account key

Enables server-te-server, app-level authentication using robot accounts.
For use with Google Cloud APIs.

8. Under Application type choose Other and enter a Name used only internally.

Application type
Web application
Android Learn more
Chrome App Learn more
05 Learn more

Name

Cloud Print
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9. The Google account Client ID and Client Secret needed for integration are now created and
displayed on screen.

OAuth client

Here is yvour client (D

1189482721984 - 9808 g4bbnagusdgiofaeiph? jonpae k. apps. googleusercantent . com

Hers is your client secret

S0-TZDEFvwfqivZCfuMya3hF

10. Copy/paste the Client ID and Client Secret into the EveryonePrint Google Cloud Print
configuration screen.

Google Account Username: IUﬂiVEFSiWECFHE@ngIiI.EGm

Google Client ID: I119402?21954—9008gd-bbnaquSDgEnQaeiph?]cnpqmk.apps.gongleuserc

Google Client Secret: I SO-TZDiRwigiv2 CTwlMY83hF

Save Changes

The overall connection between Google and Google Cloud Print has now been established, and
printers in EveryonePrint can now be registered with Google Cloud Print.

EveryonePrint Installation and Configuration Guide 2022.11.11 Page 77 of 225



-‘ EVERYONE
Y% Print
3.20.3 Register printers from EveryonePrint in Google Cloud Print

It’s assumed that printers have already been configured in EveryonePrint.

For each of the printers in EveryonePrint, that you would like to make available to users via
Google Cloud Print, 3 steps must be performed:

1. Register printer in Google Cloud Print
2. Authenticate the printer
3. Share the printer

First click Register for each of the printers that you would like to make available in Google Cloud
Print.

Printer Management

In this section register the printers installed in EveryoneFrint in Google Cloud Print, that wvou'd like to make availakble

1O USErs.

Printer name Status Public Link refresh
EwveryonePrint global printer hot registered Register
(Print jobs sent to this printer are held in EveryonePrint until release)

Building & printer 11 Mot registered Register

Building & printer 15 Mot registered Register

HEEE

Building A printer 17 Mot registered Register

After a few seconds, the status will change to Awaiting authentication and a new button will
appear. Click Authenticate to continue.

Printer name Status Public Link refresh
EveryonePrint global printer Awaiting authentication Authenticate |
(Print jobs sent to this printer are held in EveryonePrint until

release)

A new window will open with a Google Printer registration page. Click the link in the middle of
the page.

Google cloud pri

Printer registration r\ r

Register this printer by chaosing one of the optians below:

it

goo.dgl/printer/Mcov

Go to this URL

[=]ass ]
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Google

GO‘ 'g[e cloud print Printer confirmation
beta

Play YouTube News Gmail Drive Calendar More -

Click below to finish registration of your printer with Google Cloud Print for
account acmeuniversity@gmail.com

Finish printer registration

acrmeuniversity@grnail com =

After 20-30 seconds the Status of the printer in the EveryonePrint configuration page will change
to Active, and the registration of the printer is now complete.

Printer name

EveryonePrint global printer

(Print jobs sent to this printer are held in EveryonePrint until release)

Status

Active

Public Link

refresh

Mot shared ® Unregister |

All registered printers are visible in the Google Cloud Print Manage Printers page at
https://www.google.com/cloudprint#printers

Printer name

EveryonePrint global printer

(Print jobs sentto this printer are held in EveryanePrint until release)

Euilding A printer 11

Euilding A printer 15

Euilding & printer 17

+You Search Images Maps

News Gmail Drive Calendar

Status

Active

Public Link refresh

Not shared ®

Mot registered

Active

Active

Mot shared @

Not shared &

Urregizter

Register

Unregister

BHEg

Unregister

Google

Cloud Print “==

=
Frint Johs E
I Frintars ﬁ

Google Cloud Print Home

Building A printer 15 Owned by me

Building A printer 17 Owned by me

EveryonePrint  Cuwned by me

Save to Google Drive

acmeuniversityi@gmail.com =

14 of4

Next it’s important to share the printer, otherwise no users have access to the printers.
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3.20.4 Enable “Public Link” sharing for printers

When a printer has been added to Google Cloud Print, by default, it’s only available to the Google
Account owner.

It's strongly recommended to share printers using a Google Cloud Print "Public Link", otherwise
users can only print to the printer via Google Cloud Print, if they're explicitly invited to the
printer from the Google Cloud Print management pages.

Don’t be confused by the term “Public Link”. Depending on authentication settings in
EveryonePrint, a user attempting to print via Google Cloud Print, will always be authenticated
first in EveryonePrint to ensure only authorized users can print.

To create a Public Link for a printer:

1. Click the Not shared link next to a printer

Euilding A printer 12 Active | Mot shared # I Unregister

2. Go to Google Cloud Printer Manage Printers page at
https://www.google.com/cloudprint#printers

3. Select the printer to modify, and click Share

Google

C IDLlCI Pl‘il]t (beta) Delete m Show Print Jobs Rename (3

Building A office 12

E Nexus 7  Cwned by me

Print Jobs

Printers ‘ Save to Google Drive

Google Cloud Print Home

4. To change from Private access, click Change

Building A office 12 sharing settings

Who has access:
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5. Choose Anyone with the link has access to the printer

Building A office 12 sharing settings

2 Anyone with the link has access to the printer
=2 Anyone with the link has access to thiz printer and can submit print jobs

Private
only people explicitly granted permission can add & printer

Mote: People that vou've already shared this printer with will become public users of the printer - if you
make it private lster on, vou'll need to re-share it with them.

6. Change the limit of how much users can print to this printer, by clicking the 15 pages/day

Building A office 12 sharing settings
Wiho has access:

Anyone with the link has access to the printer Change...

Link to share  hitps:/fwww. google.com, 15 pagesiday

[]
-—
(==

7. Choose Unlimited quota

Public printing quota

(®) Unlimited quata (no printing restrictions)

pages per day
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8. Finally copy the "Link to share" and insert this link in the printers Public Link page in
EveryonePrint and click Save Changes.

Building A office 12 sharing settings
YWho has access:

- Anyone with the link has access to the printer Change...

(==

Link to share Unlimited quota

Google Cloud Print For Printer “Building A Printer 127

It"s strongly recommended to share printers using a Google Cloud Print "Public Link®, otherwise
users can only print to the printer via Google Cloud Print, if they're explicitly invited to the printer
from the Google Cloud Print management pages.

Depending on authentication settings in EveryonePrint a user atermpting to print via Google Cloud Pring will abways
be authenticated first in EveryonePrint to ensure only authorized users can print.

(Show instructions)

This printers Coogle Cloud Print Public Link:
terhtrml?printerid=87 a85cd8-70d9-2547-915d-9a2603fh82akkey=503211520
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When printers are shared via Public Link, a user can log on to the EveryonePrint Web interface,

and view printers available to them from the Google Cloud Print page in the end user Web
interface in EveryonePrint.

Printer name Status Public Link refresh

EveryonePrint global printer Active Shared ® Urregister
(Print jobs sent to this printer are held in EveryonePrint until release)

Building & printer 11 Mot registered Register |
Building & printer 12 Active Shared ® Unregister |
Building & printer 17 Active Shared & Unregister |

A Logot om = EE T EIIIl = R em 4+ 5 b mm
’ EVERYONE

% Print

MyPrint Jobs WebPrint  Driver Print  Email Priit  Google Cloud Print My Printers

Print Using Google Cloud Print

Frint from your phone, tablet, Chromebook, PC, CGoogle Apps and more.
How Google Cloud Print works
1. Add printers from the list below to vour Google Account

2. After adding printers, you can print using Google Cloud Print from
Google Apps, such as Google Docs, Chrome, or your Chromebook

3. The first time you print, you may receive an email back asking you ﬂ
to register with the printing system . i |
To learn more about Google Cloud Print, visit Google Cloud Print. - —

EvervonePrint Global Printer

(Print jobs sent ta this printer are held in EveryonePrint untl release)

Department A

Building A printer 12
Building A printer 17

Only printers which have been shared with Public Link, are listed in this page.

Device groups and device group printer permissions still apply, so on the Google Cloud Print
page within EveryonePrint, a user will only see printers listed that they have access to. If no
device group permissions are set, users will see all Google Cloud Print printers with a Public Link.

When a user clicks Add Printer the printer will be added to their Google account, and they can
print from Google Apps, ChromeBook and similar.
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3.21 Configure Outgoing Mail

EveryonePrint must be able to send outgoing email, both with friendly error messages, if
someone sends a print job in a format which is not supported, a too large email or when sending
release codes or authentication requests to users.

Outgoing Mail Server

Server: Imail,compan\;.cum
Port: 465

Use SSL: [ves =]

Use TLS: No =

Tip! Default outgoing mail server ports:
SMTP non-5SL: port 25

SMTP S5L: port 465

SMTP TLS: port 587

If the mail server requires authentication, enter a username and password below, otherwise leave

blank.
Username: Iprint@cumpany.cum
Password: Itooooooooo..

Under Outgoing Mail Server in Settings, enter the mail servers SMTP settings for outgoing email,
including choosing relevant ports and security protocols as needed for the SMTP mail server.

Customer Information

Ermails that are sent from the application, such as emails containing release codes, are branded with
wour name and email address. Please enter the details below.

IMPFORTANT: Do not enter print@company.com below, use a different email address
as sender, such as a support email address or similar.

Company name: IOurCumpanv name

Sender email address: ISLIFIDDH@EDmpaW.CDm

Enter the details that will appear as “Sender” on the email. It’s important to use a different
address than the Email Print address, otherwise you risk creating an infinite email print loop.

Send Test Email

Check the box below to send a test email using all of the abowve details to werify that settings are
Correct.

Ernail recipient: Isnmeune@cnmpany.cum

W send test emall

You can test the settings by entering an email address to receive a test email, and checking the
box saying “Send test email”. When you click Save changes, a test email will be sent, to confirm
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that EveryonePrint can successfully transmit emails to end-users. It’s recommended to choose an
external test email address, to confirm that EveryonePrint can send emails to all users.

Changes saved successfully.

Test email sent successfully.

Tip: If EveryonePrint says email was sent successfully, but no email is received, check the file
C:\Program Files (x86)\EveryonePrint\temp\cfmail\mail.log (or alternate install directory) for
errors such as:

02/10/11 13:29.27: MailOutFail: To=john.smith@company.com; From=Company
<support@company.com>; Subject=0utgoing test mail from EveryonePrint;
Server=mail.company.com;25; Size=515 bytes:javax.mail.MessagingException: Could
not connect to SMTP host: mail.company.com, port: 25; nested exception is:
java.net.ConnectException: Connection timed out: connect

With the above error message in mail.log, EveryonePrint could not successfully deliver the test
email to the mail server due to lack of connection. Make sure that no firewalls are interrupting
the connection.
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3.22 Card server

EveryonePrint includes a card server for network
TCP/IP based swipe card readers. This enables
card swipe authentication on printers or multi
function devices, so a user walks up to a device of
their choice, equipped with a reader, then swipe
their door access card or similar, at which point
the user is authenticated at the device. No need to

7

enter login credentials.

Network Card Authentication

W' Metwork card server enabled (Current service status: Started)

Card server por: |T292

The card server runs on TCP port 7292 per default. Configure the network card readers to send
data to the EveryonePrint servers IP on this port.

Associate the network card reader with a device added in EveryonePrint, by going to the Device
enabling card reader, and entering the IP address of the network card reader.

Printer Details
Printer IO 192.168.0.11 (3D08E457)

Printer Descriptian: IEILIiIding Aprinter 12

Output Printer: | MFP Acme B-A12 =l

[T <end atest print to printer after saving

Advanced Driver Print

Enabling advanced driver print on a print queue, lets users print directhy to the print qQueue using any
print driver cormpatible with the output device, and enabling use of all advanced output features on
the dewice.

¥ Erable advanced driver print

Specify the printer model for users to install the correct driver:
| Acme MFP 5100

rd Reader
is device has a network card reader attached

Card reader [P addre " 1821680144
Card reader profile: IALL DATA RAVW VI

- Autormatically print all the users jobs when swiping card

Card swipe timeout is the time from when the user swipes their card, and until the swipe
authentication expires.

Card swipe timeout (secands): | 30
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Per default, the user has 30 seconds from swiping their card to activating the release application
on the device.

™ search LDAP for Card 1D

For Card 1D lookup in LDAP, LDAP settings must be successfully configured under User
Authentication.

EveryonePrint can lookup usernames by searching the LDAP for card ID numbers. For card ID
LDAP lookup to function, the LDAP settings under User Authentication must be configured
successfully.

Card Self Registration
M Allgw users to self-register unknown cards

M <how unknown card 1D on screen

Card self registration settings are relevant for multi function device terminals, so if a user swipes
an unknown card, the user can associate the card with their network username, by
authenticating with username and password.

3.23 Card Reader Profiles

Card Reader Profile

Mame ALL DATA RAW

Skip front I MNurmrber of byters at start of string that wilf be skipped by card
senver

Skip rear I Murmber of bytes at end of string that wilf be skipped by card sernver

Start Byte (HEX): I The start byte (in hexadecimal where the card semver will begin
reading the string sent by the reader

Stop Byte (HEX): |op The stop byte (in hexadecimall where the card senver will stop
reading the string sent by the reader, afso known a5 “string
tervmination character’, tywically 00 for carriage returi

Data Eytes: I The mumber of data bytes read by the server
Convert Format; I vl Choose if incoming card stream should be comverted:
(e xamyle incoming string: 4755416678}
- N0 COMVErsion: string is not converted (455649 18678}
- HEX: string will be comverted to HEX (34663536343 1366237328

- DEC: string will be comverted to decimal (3407405443272
= ASCH string will be comverted to ASCH rOVAL x}

Cornvert Case: | - I Choose if card senver showld convert string sent by reader to UPPER
or fower case, 0r do no comersion

Reverse: O Reverse the string sent by reader back to front

Save Changes

There are many different types of cards and card number formats. Use card reader profiles to
modify the incoming data stream from the card reader to match a predefined format, for card
numbers imported to the EveryonePrint database or stored in LDAP.

If no special card number translation is needed, just use the general ALL DATA profile.
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3.24 Administrator Alert Notifications

EveryonePrint includes an administrator notification feature, to alert administrators in case of
critical faults, such as licensing errors.

Configure Outgoing Mail settings and then enter the administrators email address.

Administrator email address: | itsupport@company.com

3.25 Change Administrator login

Use the Administrator Login screen in the EveryonePrint Admin to change the default admin
password.

Administrator username: Iadmin

To change the admin password, enter both current password and new password twice below.

Current password: |u.

MNew password: |

Mew password retype: |

If the password to the admin is lost, it is necessary to contact EveryonePrint support.

3.26 Restrict access to administration Web interface based on IP
address

Easily restrict access to the EveryonePrint administration Web interface, to only allowed IP
addresses.

Administration Interface IP Access Restriction

Restrict access to the administration Web interface, to only allowed IP addresses. Enter IP addresses as a comma

delimited list. Subnet of IP's can be allowed by specifying cnly parts of the IP address, for example, entering
"192.168." will allow access for any IP address starting with "192_.168.".

Examples:

Localhost only: 127.0.0.1
2 addresses and an IP subnet: 127.0.0.1,172.1.0.1,192.168.

Your current IP address is: 127.0.0.1

Allowed IP Addresses: |[127.0.01

IP addresses are entered a comma delimited list. Subnet of IP's can be allowed by specifying only
parts of the IP address, for example, entering "192.168." will allow access for any IP address
starting with "192.168.".

By default, all IP addresses are allowed.
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3.27 Managing Users
Users in EveryonePrint are users which have an email address or a card associated with them.
If EveryonePrint is configured for an authentication mode in Printing and Security then when
users send email print jobs the first time, they will be asked to authenticate with the printing

system, so EveryonePrint can link their email address together with their username. See section
3.16.1
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Email Authentication for more information about Email Authentication.

EveryonePrint can also be configured to lookup user email addresses directly in LDAP. See Email
Print and User Authentication settings for more details.

In the Users section of the EveryonePrint Admin, you can manage users email address
associations.

Users Users

Al Users Eelow are all the users in EveryonePrint

User Email Addresses
Username < Email Addresses
jane jane@schaol com
joe Jjoe@hotmail . com

<

inhn izrmithi@araail Foe

Click red X to delete an existing email address association.

Under User Email Addresses you can manually link an email address to a username, so the user
can send email print jobs without registering with the system as per the Email Authentication
section above.

Add New User Email Address

Add an email address manually to a user to allow the user to send email print jobs without having to
register the email address first,

lUsername: Ijnhn

Ernail Address: IJDhn@thmail.CDm

Add New Email Address

3.27.1 Import User Email Addresses from CSV file

To let users print via Email Print from mobile devices without having to register, users email

addresses can be imported into EveryonePrint from a comma separated file (CSV) in the following
format:

username,emailaddress
For example:

userl,userl@domain.com

user2,user2@domain.com

user2,user2@anotherdomain.com

One user can have many email addresses.

3.28 Managing Cards

If using the network card server feature in EveryonePrint for users to authenticate themselves
using swipe card on printers, the Cards section of the Admin site, contains the associations
between users and their cards.
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Username CardID
janedoe 7c8f873e9 Q
johnsmith 4fS6416b78 [ X

See section 3.22 Card server for more information about configuring the card server. Card server
can be configured to look realtime in LDAP for card ID’s.

Card associations can also be imported from a comma separated file (CSV) in the following
format:

username,cardid
For example:

user1,8312A780

user2,686C5966

user2,DBOF2148

One user can have many cards.
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3.29 Managing Devices

If printers have been added to EveryonePrint, the Devices page will automatically list installed
printers.

Add Hew Device

Printer 1D % Description & | Outpot Printer ;I

2 Building C office 4 HF 5400 @ [ X ]

Click the edit icon ** to change settings or send a test print to the selected printer. Click the

delete icon w to delete the printer from EveryonePrint.

Printer 1D # Description ~  FOutput Prirter Ll

2 Building C office 4 Acvanced Printer Maodel w a
Advanced Print Enabled
Printer Email Alias
External Printer ID

The dropdown will let you view different settings for the listed printers.

Output printer - The corresponding Windows print queue
Advanced Printer Model - The printer model specified under Advanced Driver Print
Advanced Print Enabled - If Advanced Driver Print is turned on for the device

Printer Email Alias - What, if any, printer email address alias has been configured
External Printer ID - The external Printer ID for the device for use in IPP or LPD
print

3.29.1 Advanced Driver Print

When Advanced Driver Print is enabled on a print queue, it’s possible to print to the print queue
using any printer driver which is compatible with the destination output device.

Advanced Driver Print

Enabling advanced driver print on a print queue, lets users print directly to the print queue using any
print driver compatible with the output device, and enabling use of all advanced output features on
the device.

¥ Enable advanced driver print

Specify the printer model for users to install the correct driver:
|Acme MFP 5100

Make sure that the printer model description is accurate, so end users choose the proper printer
driver for the output printer.

See section 5 Sending print jobs via Driver for more information about simple versus advanced
driver print.
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3.29.2 Associating network card reader with device

If using the built in card server in EveryonePrint with network based card readers, under a
Device, associate the network card reader with a device added in EveryonePrint, enabling card
reader, and entering the IP address of the network card reader.

Card Reader

¥ This device has a network card reader attached

Card reader IP address: |192.1 RE.0.144

Card reader profile: IALL DOATA R Ay "I

r Automatically print all the users jobs when swiping card

Checking Automatically print all users jobs when swiping card is a useful setting to enable if
using card readers on simple network printers. Enabling this, and all the print jobs being held in
EveryonePrint, will be released when user swipes their card.
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3.29.3 Generate QR codes for easy printer access

Let users easily access print job submission and print job release from their mobile devices, by
printing a QR code for each printer and placing it near the printer. Users can then scan the QR
code at the printer of their choice using their smartphone.

Generate a QR code for a printer device:
1. In EveryonePrint Admin, go to Devices
2. Choose to Edit the device

3. Customize any QR text instructions (CSS and HTML can be entered as well)

QR scan instructions {(applies wo all printers):

Use a QR scanner App onyour sinartphone, and scan this QR code
for easy mohile access to this printer.

4. Click the desired print size: small, medium or large

Print zize: small - medium - large

Small size contains only the QR code and instructions, medium contains smaller QR code,
instructions as well as logo, and large is a full page sheet with logo, large QR code and
instructions.

Use a QR scanner App on your smartphone, and scan this QR code
for easy mobile access to this printer.

QR code for printer Building A office 13

The logo displayed on the QR code sheet, can be customized by uploading a logo under the Web
Portal settings.
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3.30 Private Print Clouds

With Private Print Clouds, users can print from their laptops or workstations using Advanced
Driver Print, to a virtual print queue on the EveryonePrint server. Jobs are held paused in this
queue, until the user walks to a device and pull their jobs. Users can release jobs in a number of
ways, including from a Web interface, on the panel display of multi function devices, or by
swiping a card on a card reader.

Virtual print clouds and pull printing is often referred to as other terms such as follow me
printing.

Private Print
— Cloud

Typical user flow is:

1. User prints from their workstation to the virtual print queue (pull queue, follow queue
etc) on the EveryonePrint server

2. User walks to the device of their choice and logs in with swipe card, release code or
entering their username and password, depending on configuration

3. User can view waiting jobs on panel display, and can select jobs to print, which are then
pulled from virtual cloud queue on the EveryonePrint server and sent to print on the
device

A release printer is not required to have a full panel display for release. A network printer can be
used with a network attached card reader as an alternative. Print jobs in the private print cloud,
can also be released from the EveryonePrint Web interfaces.

3.30.1 Pull print essentials

When a user prints a job on the client workstation or laptop using Driver Print, the print job is
rendered using a manufacturer’s printer driver, in a print language such as Postscript or PCL.
This rendered print data is sent to the EveryonePrint server where it is stored as is, until the user
decides to release job. When print job is released, the EveryonePrint server will send the raw
print data as delivered from the original printer driver, via the Windows spooler system, to the
output printer.

It’s essential that users print using a driver which is compatible with the output device. If the
user prints using a Postscript driver, but the output device only understands PCL, then the print
job will fail.
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When you create the Private Print Cloud queue in EveryonePrint, specify what driver that users
should use, and if deploying printers via login script or group policies, use the appropriate

compatible driver.

If you have a mixed fleet of devices with multiple manufacturers and models, you can create
multiple Private Print Cloud queues, with separate drivers.

The same output device can also be associated with multiple Private Print Clouds.

It is strongly recommended to thoroughly test driver compatibility if you have a mixed printer
environment.

3.30.2 Create Private Print Cloud

To create a virtual private print cloud, first add output devices with Advanced Driver Print
enabled as illustrated in 2.6 Adding Printers to EveryonePrint.

Then click Private Print Clouds and click to add new queue.

Queue ID: [ Clouda

Printer Name: | Pull print Building A

Device model: |Acrme MFP 5100

Compatible Output Devices

Devices selected below, are devices where print jobs sent to this virtual queus can be released.

Not included Included
Building B printer 113 il Building A printer 100 -~
Building B printer 1186 Building A printer 109
Building B printer 118 Building A printer 11
Building B printer 120 == Building A printer 111

Building B printer 125
Building B printer 126

Building A printer 112
Building A printer 114

Building B printer 127 < Building Aprinter 115
Building B printer 13 Building A printer 119
Building B printer 130 =< Building A printer 121
Building B printer 134 | Building Aprinter 122
Building B printer 137 Building A printer 124
Building B printer 14 | Building A printer 128 |

Create a recognizable Queue ID, as this is can later be used for printing to the queue. Enter a
descriptive Printer Name and the Device Model for the output devices.

3.30.3 Print to Private Print Cloud

Print to the private print clouds using Driver Print feature in EveryonePrint, either via http/https
IPP printing or using the built in LPD server.

Printer ID ¥ Description 4 External ID s

CloudA Pull print Building A BC2E4566 99 [ X ]
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To print to the queue created above via IPP, make sure Driver Print has been configured and

enabled in the EveryonePrint Admin. Then log on to the EveryonePrint end user Web portal, and
choose Driver Print and Advanced.

Configuring Driver Print On Windows 7

Please choose how you would like to print:

1. Select Destination Printer

& Simple {1) Print as easy as possit Begin by choosing the printer that you would like to print to, and instructions specific to that printer
configuration will be shown

' Simple Direct (2) Easy setup, no printer Pull print Building A =

queue
@ Advanced {3) ) Printusing a printerd 2. YOU Have Selected:
of advanced output fe

driver. Print queue: Pull print Building A
Printer model: Acme MFP S100

Print jobs sent to this selected print queue will be paused until released on ane of the following
devices:

e Building A printer 100 & Building & printer 109 e Building A printer 11

* Building A printer 111 * Building & printer 112 ® Building A printer 114

Select the print queue, and instructions for that queue and operating system will appear.

See section 5 Sending print jobs via Driver for more information about printing using Driver
Print, and more about how to deploy printers to workstations.
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4. Sending print jobs via Web

A simple way for users to print, is by simply uploading a document to print via the user Web
portal.

The user Web portal is accessible per default on http://127.0.0.1:7290 or https://localhost:9443
for HTTPS/SSL, or as specified in the Web Portal Configuration in EveryonePrint Admin.

If the selected mode in Printing and Security is set to authentication, the user will be asked to
enter login details.

~A \ EVERYONE
<@ Print

To sign in, please enter your username and passwaord below.

Username: IiDhnsmith
Password: |uuno.

EveryonePrint 2.0.0@ 2003-2010 EveryonePrint

The user can either upload a document from the main My Print Jobs screen or click on Web Print
in the top navigation.

Log Out Help i
"z EVERYONE
¥ Print
My Print Jobs Web Print Driver Print Email Print My Printers

Web Print

Use Web Print to print by uploading a document or entering a Web address.

Upload Document To Print

l| Browse..

Supported documents include Microsoft Office, CpenOffice, RTF and Next
PDF. For other formats, use Driver Print. ©

Web Adlcress To Print

Enter for example: www.cnn.com. For printing protected Web pages Next
or other sdvanced printing, use Driver Print. L

EveryonePrint 2.0.0 @ 2003-2010 EveryonePrint

EveryonePrint Installation and Configuration Guide 2022.11.11 Page 98 of 225


http://127.0.0.1:7290/
https://localhost:8443/

N
. EVERYONE
.
% Print
Users can upload Microsoft Office (doc, docx, xls, xIsx, ppt, pptx), PDF, TXT and RTF documents.

Simply select the file locally and click Next. The document will be uploaded to the server and
processing begin.

Users can also print Web addresses, such as www.cnn.com or http://www.google.com. The
addresses entered must be publicly accessible. EveryonePrint cannot access URL’s that require
authentication or a specific user session, as EveryonePrint will connect to the URL directly as a
new user and attempt to retrieve the contents.

Web Address To Print

I\Wuw. acmesoftware. corn/brochure. docx
Enter for example: www.cnn.com. For printing protected Web pages Next »
or other advanced printing, use Driver Print.

It’s also possible to print documents by simply entering the Web link to them, so for example, if
a user has a link to a document such as www.acmesoftware.com/brochure.docx, instead of the
user download and then uploading or printing, the user can simply enter that address in the Web
Address To Print and EveryonePrint will download and process the document directly.

Your print job has been added successfully. It will be processed automatically in a moment.

Uploacd Document To Print

[ Browse..
Supported documents include Microsoft Office, OpenOffice, RTF and Next
PDF. For other formats, use Driver Print. B

Date {Time Filename Pages Status refresh
716410 3:20 PM Acrme 2.0 Documnentation.pdf 37 Awaiting release
To print this job, select a printer below:

Building &, office 1.3 O Advanced

After uploading or entering a Web address, the user will be redirected to the My Print Jobs page.

Depending on the configuration in Printing and Security in EveryonePrint Admin, the print job
may or may not be released to a printer immediately. In this example the Privacy with
Authentication mode has been selected, and prints are therefore held in EveryonePrint until
released to a printer.

The user can simply click the button for the printer on which to print the job (or select in
dropdown if many printers are installed).
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Acrne 2.0 Docurnentation.pdf
To print this job, select a printer below:

Building &, office 11.3 | F Advanced

Murmber of copies: |1

to |3?

Print from page I1

« Mone
& Long-side {rmost comrmon)
O Short-side

Double-sided print works only if the printer supports duplex):

Printin black fwhite even if docurnent contains color: r
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Pages Status

37 Awaiting release

Users can check the box Advanced next to a printer to select advanced options, such as duplex,
number of copies, printing the job in black/white etc.

Date {Time Filename
71610 3:25 P

Z{16103:20 PM

http: f fwww.google.com

Acme 2.0 Documentation.pdf

e Building A office 11.3 - Paused
Printer Document  View

Pages Status refresh
Printed
Printed

=0l x|

Document Mame [ status | owner | Pages [ size | submitted [Port |
Acme 2.0 Documentation.pdf johnsmith 37 44,4 MB 3:24:42 PM 7/16{2010
http:ﬂwww.guugle.cum johnsmith 1 1.32MB 3:25:54 PM 7/16/2010

|2 document(s) in queue |

4

When clicking the button to print, they are sent to the selected print queue, as configured in

Devices in EveryonePrint Admin.
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5. Sending print jobs via Driver

The most efficient method for users that print frequently, is the Driver Print method, that allows
users to print directly from within the programs and applications they use, on Windows, Mac and
Linux.

It lets users print from anywhere, including securely and encrypted across the Internet, if the
network configuration permits it.

Log Out Help £

~A | EVERYONE
<®Print

MyPrint Jobs WebPrint  Driver Print  Email Print My Printers

Print Directly From Within Your Applications

How Driver Print works:

© | diet  Pigslnwd  tetmown Mt B

o at
é Gk e S e AR R e aapecae J\luh( AABbC {m
mapnne (B4 U mdx ) YA EES - o 5440 Ny e

1. Setup your computer (it's easyl).
Cet started belowl

,':” Lmuxé _ B e
WindowsMaC

2. Print your documents just like printing to a
normal printer

Aot ooy oo B3 slade [t
T b b

Lorem ipsiiitiren Pratesy
3. Go back to this Web page and the "My Print ==
Jobs" screen and click the button for the printer

. Parsbes of gopwese 1 ﬂ
you want your document printed on. Canpese ©
i i Poges F Cola
If the printer you want to use is not listed, use the Tyvs poge ke rdir pe |§l §
3 . : Faroms s din camesan courtr
"My Printers" menu to add a printer to your list. ""'"""“".,i“:.“."‘“',‘;‘,;';
5
iz wpess vl s O pweehess [rocmot =] [

dum Sl Fesgtist 0

1. Get Started! Select Your Operating System:

Y ‘ Linux A

Wfﬁdows Mac

Users begin by clicking Driver Print in the top navigation of the user Web portal.

Depending on the configuration chosen in Printing and Security in the EveryonePrint Admin, the
instructions and information in the Driver Print pages will change. In this example Privacy with
Authentication mode is active, and the instructions therefore include driver setup instructions
that include authentication details for the user.

The user first clicks the logo of the platform they’re using, whether it’s Windows, Mac or Linux.
Instructions are included for most common platforms and versions, including Windows, Mac OS
X and Linux (most distributions include CUPS for IPP printing per default, otherwise RPMS is
available from www.cups.org).
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how briver i cuice | CONfiguring Driver Print On Windows 7

For? To print directly from the programs on your compurer, add a printer to your computer by following
T these simple steps:
Mac 05 X i ~ 2
1. Goto Devices and Printers by clicking the Start icon and the Devices and Printers

Linux item,

wj Paint

Controt Pzne
i XPS Viewer

Devices and Printers '

Defauit Programs

& Magnifier Help and Support

> AllPrograms

s,’ Windows Fax and Scan

2. Click Add a printer.

{ }u |l';s » Control Panel » Hardware and Sound » Devices and Printers
Add a defice Add a printer

Step-by-step instructions are provided for the chosen platform, with information tailored to the
specific users authentication information.

=2 Print =

General

Select Printer

%.‘;ecure Printer on http://print.company.com:8631 |

] il ] »

Status: Ready [T Print to file
Location:
o
Page Range
@ Al Number of copies: 1 +
Selection Current Page
Pages: | |Collate [ | I
11[22[ 33
[Pt ][ Concel ][ ey

Completing the simple step-by-step instructions should take no more than a few minutes, and

is only needed once. The user will now have a printer installed on their computer they can use to
print from anywhere.

In this example, an active mode is chosen where prints are released using the Web interface or a
release terminal.
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Date fTime Filename Pages Status tefreshE
FI16110 4:29 PM 5l Microsoft Word - Some Important Document.doc 12 Awaiting release

To print this job, select a printer below:

Building A&, office 11.3 [l Advanced

Building &, office 3.3 |F Advanced
Building B, office 1.2 Il_ Advanced

FI16110 3:25 PM http: | fwww.google.corm 1 Printed

FIIE A D0 Mk [ VAL PR a7 [

Prints sent via Driver Print appear alongside other prints in the Web interface, ready for release.

5.1 Simple vs. Advanced Driver Print

Configuring Driver Print On Windows 7

Flease choose how you would like to print:

= Simple (1) Print as easy as possible, no printer driver to download, just simple
canfiguration

& Simple Direct (2) Easy setup, no printer driver to download, but print to a specific print
queus

T Adwvanced (3) Print using a printer driver designed for the output printer, allowing use
of advanced output features. May involve download and installation of
driver.

With simple print, users print using a generic PostScript driver they already have on their
computer. Setup is very quick and simple, users can print without downloading and installing
special drivers. EveryonePrint will convert the PostScript on the server to PDF and store
encrypted. When the user releases the job, the PDF is printed using the correct driver installed on
the EveryonePrint server compatible with the output device.

With advanced print users use a printer driver which is compatible with the printers they want to
print to, which will make it possible to use the advanced features of the output printer, such as
binding and stapling. EveryonePrint does not convert or modify the print data stream when
sending Advanced. It is forwarded as is to the destination print queue, when released.

Users can create multiple printers on their computer for different print queues in the
EveryonePrint system.

5.2 Deploying EveryonePrint printers to workstation PC’s

EveryonePrint can be integrated seamlessly as a secure print solution in existing print and
workstation environments.

Deploying EveryonePrint print queues to workstations involve:

1. Configure device in EveryonePrint with advanced print enabled
2. Create IPP or LPR print queue on print server
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3. Deploy print queue from print server to workstations using Windows Group Policy or Logon

Script

The following outline applies to Windows environments, but similar procedures can be used in
other environments.

5.2.1 Configure Device in EveryonePrint

Start by configuring a device in EveryonePrint with Advanced Driver Print enabled.

If using EveryonePrint standalone without a print accounting solution, you have the option to
create Private Cloud Print queues, which are virtual printers users can print to, where jobs are
held paused, until the user selects a destination printer, either in the Web interface, or on a
release terminal at a device and pull print jobs.

Printer ID ¥ Description 4 External ID s

Cloud#A Pull print Building A BC2E4966 % O

You can also configure a normal EveryonePrint device for deployment, just by enabling Advanced
Driver Print.

Printer Details
Prirter ID: 192.168.0.121 (ZE92364)

Printer Description: IEIUiIding Aprinter 12

Output Printer: | MFP Acme B-212 =l

[ Send atest print to printer after saving

Advanced Driver Print

Enabling advanced driver print on a print queue, lets users print directly to the print queue using any
print driver compatible with the output device, and enabling use of all advanced output features on
the device.

W Enable advanced driver print

Specify the printer model for users to install the correct driver:
| Acme MFP 5100

When users print to this queue, the print jobs will automatically be sent directly to the output
queue on the EveryonePrint server, without being paused for release.

5.2.2 Create IPP print queue on print server

To create an IPP based printer to deploy to workstations, ensure that workstation PC’s have the
Windows IPP print client installed (this may not be installed per default depending on domain
policies).

On the Windows print server from where you’re deploying printers, choose to add new printer.
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o
Add Print.

= rinter = Add Printer x|

6 = Add Printer

No printers were found.

What type of printer do you want to install?

<» Add a local printer
Use this option only if you don't have a USB printer. (Windows automatically it
e Printer Name Address

I Add a network, wireless or Bluetooth printer
| Make sure that your computer is connected to the netw
turned on,

., or that your Blue

Search again

<» The printer that I want isn't listed

Choose Add a network printer and The printer that | want isn’t listed.

Printer Details

Frinter ID: 192,168 0.12‘ (2ES236A) ’

Printer Description: IEIUIIdIng Aprinter 12 == Add Printes x|
Output Printer: MFP Acme B-A12 6 = Add Pri
[T Send atest print
Find a printer by name ol
Advanced Driver Print " Browse for a printer
En.ab\ing advanced .dri\.rer.print an a print @Electa shared printer by name
print driver campatible with the autput de
the device. Ii http://192.168.0.107:631/ipp/r/auto/2E92364 I Browse... |
v . .
W Enable advanced driver print Example: \\computernameprintername or
Specify the printer model for users o http://computername/printers/printername/.printer
[Asme MFP 5100
" Add a printer using a TCP/IP address or hostname

Enter the Advanced Driver Print address, which includes the server name or IP address of the
EveryonePrint server, the Driver Print server port (default 631 for http and 9443 for https) and

the printer ID at the end:
http://{serverip}{port}/ipp/r/auto/{printeriD}

The printer ID can be ID of a specific print queue, or private cloud print queue.

L1

Printer ID ¥ Description - E
BC2E4966

&
@

Clouda Pull print Building A
=¥ Add Printer =

6 (= Add Printer

Find a printer by name or TCP/IP add

" Browse for a printer
% Select a shared printer by name

e —
http:I/lQZ.168.0.107:531fippﬁfauQIECZEdQﬁﬁ ' Browse...

Example: \\computername\printemame or
http://computername/printers/printername/.printer

£ Add a printer using a TCP/IP address or hostname
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5.2.3 Create LPR print queue on print server
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To create an LPR based print queue on the server for deployment onto workstations, create a

new network printer.

Edit Device

Printer Details

Printer 1D: 152,168,012 L (2ED2364)
Printer Description: IBulIdlngApnmeru S
Output Printer | MFP Acme B-812 |

[T Send atest print to printer¥gfter saving

Advanced Driver Print

Enabling advanced driver print on a print queue, lets users¥grint directly to the print queue using any
print driver compatible with the output device, and enabling Yse of all advanced output features on

clevice
ahle advanced driver print

Specify the printer model for users to install the correct drive|
[Acme wFF s100

<% Add Printer x|
6 = Add Printer

Type a printer hostname or IP address

6 r= Add Printer

Printer Naméor IP Address:

Config ure Standard TCP/IP Port Monitor x|

| 19216801951

| 192,168.0.195

Autedetect
Hostname or IP address: 192168.0.195

Device type: Additional port information required

Protocol
X @™

\| 9100

The device is not found on the network. Be su Raw Setting:
Port name: 1 192.168.0.195 Port Wimber:
- 1. Thedevice is turned on.
™ Query the printer and automatically Sereet the driver b 2. The network is connected.
3.
4.

If you think the address is not correct, click Ba
address and perform another search on the ne

The device is properly configured. LPR Setting
Queue Name:
L} Byte Count

The address on the previous page is correc
device type below.
SNMP Status Enabled

P T —
" Standard | Generic Network Card CormrmumityNarme] IPUH‘C
& custom  F Seinge ] Sbip Device e [T

2.

Crce

Enter the IP address or hostname of the EveryonePrint server
Choose Custom Settings

Choose LPR printing protocol

Enter the printer ID of the queue in EveryonePrint

Check the box LPR Byte Counting Enabled

uvi A W N —

The printer ID can be ID of a specific print queue, or private cloud print queue.

Printer ID s

Clouda

Description

Pull print Building A

Configure Standard TCP,/IP Port Monitor x|

Port Setings |

Port Mame: | 192.168.0.55

Printer Name or IP Address:

Pratocal
T o

Setting:

| 192.168.0.55

| 9100 ‘

e

LPR Settings—— ~
Queue Name: | BC2E4066
[¥ LPR Byte Counting Enable

’—r SNIMP Status Enabled |

LPR printing using the standard TCP/IP port in Windows, is a widely supported method on most
Windows workstations from Windows XP and onwards.
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5.2.4 Deploy print queue using Group Policy or Logon Script

With print queues created on the print server, deploy to workstation using Windows Domain
Group Policy or using Logon Script.

Please consult with Microsoft Windows server documentation for more information about using
group policies or logon scripts.
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6. Sending print jobs via Email

If Email Print is enabled in the EveryonePrint Admin, the user Web portal will include a link to
Email Print, containing instructions for the user on how to print via email.

Help EE

~A \ EVERYONE
<9 Print

My Print Jobs WebPrint  Driver Print  Email

Print From Mobile Devices
Or Wireless Notebooks

How Email Print works:

1. Simply send an email with the docurnents attached that
you would like to print, to the following address:

print@company.com

To: printicompany.com

2. Youwill receive an email back with a private release Sublect: Fwd Very important document
code e Original Message wrmreme
i ! From: Jane
3. After printing, go to the Web release interface at T Yo Sohn

Subject: Very important document

htp: rint.company.com/release
p:iip pany f John, please read this important document.

or release your print job at a terminal, using your
release code.

Depending on the configuration chosen in Printing and Security in the EveryonePrint Admin, the
instructions and information in the Email Print pages will change. In this example Privacy with
Release Code mode is active, and the instructions therefore include instructions that include
release codes sent back to the user via email.

Either from a computer, a mobile device or any other email client, the user can compose or
forward an email to the email print address.

.Eompose: Email with print jobs - 0] x|

File Edit Yiew Options Tools Help

e S A = R .

v
Send Contacks  Spell Attach Security AutaZip Save
From: I John Smith <john.smith@everyoneptint.cam= - john.smith@everyoneprint, com j Attachments:
B A spreadshest. s
= Tor | 2= prink@cornpany .com

B A word document. doc
? A pdf File.pdf

Subject: | Email with prink jobs

Sending 3 different files to print.

The EveryonePrint server will collect this email and depending on the settings in Printing and
Security either send back a release code, ask for authentication if it’s a new user, process and
hold or release to direct print queue.
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Monitor Devices Settings

Print Job Monitor
Last 20 Print Jobs

Date fTime JobID MaillD User

SPT00705:47 AM 4 1 john.smith@everyoneprint.com
SPT00705:47 AM 3 1 john.smith@everyoneprint.com
SA0105:41 A 2 1 John.sith@everyoneprint.com

SO10010 541 A 1 1 John.sith@everyoneprint.com

Last 20 Emails

Date JTime MaillD From

SOT00T0 520 A 1 Jjohn.smith@everyoneprint.oorm

Documents

- ErmailMessage. tot (Awaiting release)

-/ \ EVERYONE
ﬁt. Print

Log Out Help

Filename Status
A_pdf_file.pdf Awaiting release
A_Word_docurment.doc Awaiting release
A_spreadsheetxls Awaiting release

ErnailMessage.txt Mwaiting release

Size Status

FISKE  Downloaded

- A_spreadsheet xls (Awaiting release)
= A Word_document.doc {Awaiting release)
= A_pdf_file.pdf {(fuwaiting release)

The print job will appear in the Monitor in the Admin. In this example the mode is Privacy with
Release Code and a release code was sent to the user. The print jobs are now awaiting release.

&' Your print job release code - Mozilla Thunderbird

Eile Edit Vew Go Message Tools Help

from Demo Customer <support@company.coms ./
subject Your print job release code

o john.smith@everyoneprint.com ./

Lz reply | &g reply aIII' s Forward |
7/11/2010 4:44 PM

other actions -

This email contains your release code for the below print jobs you sent to Demo Customer via email print@company.com

A_spreadsheet.xls (2 pages)
A_Word_document.dox (1 page)

A_pdf_file.pdf (23 pages)

Your release code is: 154520

Use this code at the release station to send your prints to the printer of your choice, or use the Web release interface at

the following address:
http: /fprint.company. com/release?code=154520
Thank you for using EveryonePrint,

Demo Customer
support@company.com

This mail was created July 11, 2010 4:44:27 PM CEST
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EveryonePrint allows for two different methods for sending print jobs directly to a specific output

queue.

6.1.1 Direct Email Print using mail subject

If EveryonePrint is configured for Privacy with Authentication, users can send print jobs from
their mobile device via email, directly to a specific printer, just by entering the name of the
printer in the subject of the email with documents to print, and EveryonePrint will send the print

jobs to the selected queue.

For example:

Subject: P:Building B, office 1

Users can also print directly by
giving their favorite printers a
shorter personal name.

1. Users select their favorite
printers under My Printers

2. Give their printers a simple
name they can remember
and easily enter on thei
mobile device, for example
net

3. Enter the printer nickname
in email subject when
sending a job, for example
"P:x"

The print job will then be sent to

the favorite printer the user called "x".

[ A 0

a|wje|r|T|v]u]t]o]p

DUILITIL) S, UL | |

Building &, office 2.4

Building B, office 1

Building B, office 2.1

Filellobisnn = _nifiss 2

Documents to print are attached.

[] LU [T] DONE
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6.1.2 Direct Email Print to Printer Email Alias

EveryonePrint supports email addresses for specific printers, making it possible for users to send
print jobs directly to a print queue, simply by emailing a specific email address.

Email forwarding accounts should be created on the email server for each printer, which
forwards emails to the central Email Print account.

Mail server

Mail forwarding

| printerl@company.com

| printer2@company.com

To printer1@company.com

| printer3@company.com | print@company.com

Cce/Bec, From: john.smith@company.comr

1: Fwd: Very important document

| printer4@company.com

Documents to print are attached.

EveryonePrint will retrieve email from the central Email Print account, and if an email was sent to
an alias email address, EveryonePrint will immediately forward the print job to the relevant print
queue.

To configure Printer Email Alias:

1. Create email accounts for each printer which forward to main email print account
2. Add the email address to the devices in EveryonePrint Admin

The configuration of email forwarding addresses vary from mail server to mail server.
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6.1.2.1 Configuring a mail forwarding account on Microsoft Exchange

Configuring forward accounts on Microsoft Exchange involves creating a standard mailbox, then
setting a forwarding address.

Go to the individual printers email account properties, choose Mail Flow Settings then Delivery
Options and finally check the Forward to and choose the main Email Print account. Repeat this
for all individual printer email addresses.

printerl Properties 1[ |
COrganization I Account I Member Cf DeleryiRSs 5'
General I User Information ! = wema  Sond on behalf
Mailbox Settings Mail Flow Settings
Grant this permission to:

2 Add...
Properties...
= Delivery Options
T Wessage oize Mesncims

& Message Delivery Restri 5

Forwarding address

¥ Forward to:
o
Description [~ Deliver message to both forwarding address and mailbax

Delivery options control delegated pemmissions and fol g iicrte i

Any emails sent to printer1 in the above example, and Exchange will forward to “print” email
account.

6.1.2.2 Configuring Email Print Alias in EveryonePrint

In the EveryonePrint Admin under each output device, add the email address for each printer.

Direct Email Print Alias

If an email forwarding account has been created for this specific printer, enter the email address
associated with this printer below.

This printers direct print email address alias:
Iprinter1 @earmpany.com

Printer ID # Description < | Prirter Email Alias ;I

1 Printer 1 printer 1 @company. corm ﬁi} [ %]
2 Printer 2 printer? @company. com ii‘;“'é' [ %]
] Printer 3 9

Any print job now sent to printer1@company.com will be sent to the Printer 1 queue. The usual
authentication settings apply.
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7. Sending print jobs from mobile devices

EveryonePrint supports printing natively from Apple iOS devices (iPhones and iPads) and Google
Android based smartphones and tables.

Install and configure the
EveryonePrint Mobile Gateway on a
server which is hosted in the same

sub network as the mobile device
clients. This can either be the same
server as the EveryonePrint server

or a different server, depending on

the network configuration.

Sponsor Posts Newest
cha

GoingNative 11:
Inside Fresh Paint

js G=m
oo

Once configured, users can print
from any app that can support

Clou

Experimental B o
e Clojure Support (2

agle Maps Talks Crashed in Cloud

printing. Over Voice Guided Directions

If EveryonePrint is configured to
require users to authenticate or if
EveryonePrint is configured for
release code print, then users must
install the EveryonePrint app from
the iTunes AppStore to authenticate

A Tax Break
Ending Soon -

Wha's Hiring In Tech?

their mobile print jobs to the

I Facebook: Best place: to buikl & make an
it

B Tunbte
& Ak com: W

EveryonePrint server.

fiew coming 1o Google Maps mobile web app in

ecks 3 Crushpath: Cood

See the EveryonePrint Mobile
Gateway installation guide for
further details.
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8. Releasing Print Jobs (release codes)

If the EveryonePrint server is configured for Privacy with Release Code print mode, then users get
release codes which they must enter in an EveryonePrint release station, before obtaining their
print jobs. This section covers releasing prints in this mode.

If your EveryonePrint server is configured for Direct print, then prints will automatically be sent
to the selected Windows print queue, and there is no release in EveryonePrint.

8.1 Web release interface

The EveryonePrint server includes a Web interface for releasing print jobs to a printer.
-‘ EVERYONE
% Print

Release Your Prints

To access your print jobs and release them to a printer
of your choice, enter the release code you received
bl oo

If you have no keypad available, use your mouse
or touch-screen to punch your release code using
the keypad below.

El H 3
7 s ] o

Enter your release code:

Continue »

<

EveryonePrint 0.9.1 @ 2003-2010 Mext PrintSalutions Aps

Start the EveryonePrint Web release interface from the shortcut either in the Windows start menu,
the desktop icon or by entering the URL below into a Web browser:

http://127.0.0.1:7290/release or https://localhost:9443 /release

The Web release interface can be accessed remotely from any client with access to the IP address
of the computer hosting the EveryonePrint service, through the URL: http://{server-
ip}:7290/release where {server-ip} is the IP address of the server, or https://{server-
ip}:9443/release, if the network and firewall configuration permits it.
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Enter the release code:

PGl 22D WL R THTL Ui T D LT L aL e or tOUCh—SCI’een o punch
of your choice, enter the release code you received the keypad below.
below.

Enter your release code: l
154520 l

E— - l
L}
7/ .

The documents related to the entered release code is shown, along with the printers available:

Your Print Jobs

o Select jobs to print 9 Select destination printer
Document LocationfDescription
I_ ErnailMessage.txt uilding A Office 2

F A_spreadsheet.xls r Building B Office 4

|7 AWord_document.doc

I_ A_pdf_file.pdf

print Selected »

Select documents to print and the destination device, and click Print Selected.

Printing successfull

wour selected print jobs are now being sent to the selected printer.

Destuination printer: Building A Office 2

Enter New Release Code »

Important!

To prevent unauthorized access to your print jobs, please close
all open browser windows when you’re finished!

The documents have been sent to the printer successfully.
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8.1.1 Restrict Access to Web release interface
It’s possible to restrict access to the Web release interface to certain IP or IP subnets.
To configure IP access restrictions:
1. Stop the EveryonePrint Web Service
2. Open the EveryonePrint configuration file eop.xml in an editor such as Notepad
3. Find or create the entry <releaseallowediplist></releaseallowediplist>
4. Enter either specific IP addresses or partial IP's separated by comma. Subnets can be
specified by entering only part of the IP address, for example, entering "192.168.10." will

allow access for any IP address starting with "192.168.10.".

Example: 1 address (localhost) and 2 IP subnets: 127.0.0.1,172.1.0.,192.168.10.

|mlin Il .-l"_'l' L L-.I Lot Y Iy | Ll Lol ) Ll Ll Lol j l— }43200‘:}’[’”[
plisf/=<releaseallowediplist>127.0.0.1,172.1.0,,192. 168, 10.</releaseallowediplist>=</gettings>

Save the eop.xml file and start the EveryonePrint Web Service
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9. Releasing Print Jobs (authentication)

If the EveryonePrint server is configured for Privacy with Authentication then a user can log on to

the user Web portal to release their print jobs in the My Print Jobs page, or release at a release
terminal using their username and password.

Log 0wt Help EiF

- EVERYONE
¢ Print

MyPrint Jobs  WebPrint  Driver Print  Email Print My Printers

My Print Jobs

Uploacd Document To Print

I Browse...

Supported documents include Microsoft Office, OpenOffice, RTF and Next
PDF. For other formats, use Driver Print. »

Date {Time Filename Pages Status refresh

Z{15/10 11:49 PM = Acme 2.0 Documentation._pdf 37 Awaiting release

To print this job, select a printer below:
Building &, office 11.3 ’E’?EAavanced
Murnber of copies: |1
Print from page |1 to 137

Double-sided print fworks only if the printer supports duplex):
& Hone

C Long-side (most cornmon)
 Short-side

Print in black {white even if document contains color: O

Building &, office 33 | [ Advanced

The user Web portal is accessible per default on http://127.0.0.1:7290 or https://localhost:9443
for HTTPS/SSL, or as specified in the Web Portal Configuration in EveryonePrint Admin.

The My Print Jobs page contains all the users print jobs sent via Web, Driver or Email, for a
simple and consistent experience for the user.

9.1 Users selecting favorite printers in My Printers

If using the Privacy with Authentication mode in Printing and Security, a navigation item in the
user portal called My Printers appear.
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My Printers

Below are all the printers available to you. If yvou only use a few of the printers below, you can select
them as favorite printers, and even add your own nickname for each, for example "Printer in blue
building". Then only your favorite printers will show, making it easier to print frequenthy.

Favorite Description: Your printer nickname {optional):
I Building A, office 11.3 I
M Building 4, office 3.3 [Printer in biue buitding
v Building B, office 1.2 IPrinter in yelloww building

The My Printers page allows users to select certain printers as their favorite printers, to show
only printers relevant to them in the My Print Jobs page.

ZI1610 429 PM = Microsoft Word - Some Important Document.doc 12 Awaiting release

To print this job, select a printer below:

Printer in blue building I advanced
Printer in yellow building ™ advanced

This feature is useful if the printer list includes many printers.

10. Using Device Groups

Device Groups in EveryonePrint is a highly useful feature for either grouping devices in a long
list, for example by department, location or similar, or to limit what printers are shown and
available to users.

This section covers two different configuration examples.

Device Groups are only relevant for Privacy modes, Privacy with Release Code or Privacy with
Authentication. If a Direct Print mode is used, the device group settings are ignored, as prints
are released directly to a print queue.

10.1 Example 1: Grouping devices for more friendly viewing

For better using long list of printers, it can be helpful to users, if printers are grouped by
department, location or similar.

Date {Time Filename Pages Status
Zi221104:11 PM [ Acme 2.0 Documentation.pdf 57 Awaiting release

To print this job, select a printer below:

iw I Advanced Print »

- Department &
Printer &

Printer C

Department B
Prirter C
Printer D
Printer E
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Create Device Groups by going to Device Groups in EveryonePrint Admin, and click Add New

Device Group.

New Device Group

Group Mame:

External Group Mame: I

Not included

IDepartmentA

Printer D
Printer E
Printer F
Printer G
Printer H
Printer |

Printer J
Printer K

- |

H

==

=<

Included

Printer A
Printer B
Printer C

[

Enter a friendly name for the group, leave external group name empty for this first example, and
select the devices that should be included in the group, and save changes. Repeat for each

group.

Department A

- Printer A
- Printer B
- Printer C

Department B

- Printer C
- Printer D
- Printer E

Department C

- Printer F
- Printer G
- Printer H
- Printer |
- Printer |
- Printer K

External name

@ Q
@ Q
o @

Notice how printers can appear in multiple groups. In above example, Printer C, appears in both

Department A and B.

Now when users see printer listings in the EveryonePrint Web interfaces, they are grouped as

above.
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10.2 Example 2: Limit what printers are visible

To limit the visibility of printers to specific users, a simple LDAP attribute can be used where
groups are entered as a comma delimited list, or alternatively using the Windows security group
membership features in a Windows Active Directory.

10.2.1 Using simple LDAP attribute

The following describes using a simple LDAP attribute, with device groups entered as comma
delimited list.

DepartmentA DepartmentB

DepartmentC

Userl / ’r:

User2

In the above example User1 should only be able to view printers in Department A and B, and
User2 can view printers in Department C.
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To limit what printers are visible when

information.
user2 Properties 21|
.
Member Of ] Dial-in ] Environment | Sessions ]
MemberOf |  Dialin |  Enviorment |  Sessions Remotecontol | TeminalSewvicesFrofle | COM+ |
Remote control | Terminal Services Profile | COM+ General ] Address | Bccount I Profile | Telephones I Organization

General l Address | Account | Profile | Telephones | Organization

~A \ EVERYONE
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users log on, designate a field in LDAP, for storing group

g user2
g userl
First name: IuserZ Initials:
First name: Iuseﬂ Initials:
Last name: I
Last name: I
Display name: Iuserz
Display name: Iuser'l
De
Descri

Dffice:

Idepla_denlh )

TTrYY——— Telephone number: I Other...
Telephone number: I Other... 1 - I —I
E-mait e

= I Web page: I Other... I
‘web page: I Other... 1

|

Cancel I

= |

Cancel I

l

Apply

Spply

In this example in a Windows Active Di
see using the LDAP Browser from Softe
field in LDAP can be used.

®  CN=user1,0U=Students,DC=pcounterlab,DC=local

rectory, we have selected the Office field, which we can
rra, is called physicalDeliveryOfficeName. Any available

: File Edt VYiew Tools Help
w200 0B XD 5o | 2= EEE e
P [E ZF | wif | K (objectClass=*) -
Bt Browser root Mame | Yalue I Type I Size I
=) & pmunterlal?.!ncd [=] objectClass top text.. 3
- Ch=Buitin [=] objectClass person text.. 6
g ;ﬁ:gompytecrs = [ElobjectClass organizationalPerson text... 20
€3 =Domain Controllers I
[=l objectcla er text ... 4
D CN=ForeignSecurityPrincipals . Fra et s
-0 Ch=Infrastructure ; 4
-0 CN=LostandFound [=] physicalDeliveryOfficetame depta,depth text... 11
() CN=NTDS Quotas =hgivgnName userl text... S
-3 CN=Program Data [=] distinquishedName CN=user1,0l=Students,DC=pcounterlab,DC=local text... 44
=] OU=Studerts [ElinstanceType 4 text .. 1
I -3 cerl [ElwhenCreated 20100722150724.0Z text ... 12
: -] ChN=user2 [=lwhenchanged 20100722153017.0Z text... 17
[#-{_] CN=System [l displayMame userl text.. S
(] Cu=Users [Elushcreated 32807 text.. S
ut ange: ext ...
SHChanged 32821 text 5
name user. ext ...
1 text 5
=] object inar...
bjectGUID C9 F4 40 DD 15 DO 59 4B B9 68 44 8E 81 16 74 ES bi 16
userAccountControl ext ...
AccountControl 66043 text 5
i oun ext ...
[=]badPwdCount o text 1
codePage ext ...
deP: o text 1
F=l e i ~ [y 0

Under the LDAP settings in User Authentication screen in EveryonePrint Admin, enter this field in
Field containing users device group name.
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LOAP Server IPfhostname:

LOAP Server port:

Start search DM:

Field containing username:

Field containing email address:

User object class:

EVERYONE

N
@’ Print

|192_1 52107 162

ISBEI (default 389 for non-55L and 636 for

55l

| de=lab3,de=local

IsAMAccnuntName

Typicalhy "sAMAccountMame"” ar "cn” fwithout the
quotes)

Imail

I user

Field containing users device group names
(leave blank if not used):

IphysicalDeIivewOfﬁceName

LDAP adrministrator usernarme:

LOAP adrministrator password:

Iadministratur@lah3.lncal

To associate the “depta” and “deptb” from LDAP with an actual Device Group in EveryonePrint,
either add or edit Device Groups, and enter the relevant group name under External Group

Name.

Group Mame: IDepar{mentA

External Group Marme: Idﬁma

Not included

Printer D |
Printer E
Printer F
Printer G == I
Dvivdme LI
Name
Department & depta
- Printer A
- Printer B
- Printer C
Departrment B deptb
- Printer C
- Printer D
- Printer E
Departrment C deptc
- Printer F
- Printer G
- Printer H

Included
Printer A
Printer B
Printer C

External name

&t

&
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User1 we had given permission to both depta and deptb (separated with comma in LDAP field),
and when user1 now logs on, userl can see only those printers from “depta” and “deptb”.

Date fTime Filename Pages Status

Z{22{105:10PM El Acme 2.0 Documentation.pdf 37 Awaiting release

To print this job, select a printer below:
7 Department &

Printer &

Prirter C

Department B
Printer C
Prirter D
Printer E

10.2.2 Using Windows Active Directory Group membership

For easier management of users association with different groups, the Windows global security
groups can be used.

In this example we will create 3 groups of printers in EveryonePrint, create equivalent Windows
groups and make User1 a member of only Department A and Department B, for access only to
those department printers.

DepartmentA DepartmentB

4 B2

DepartmentC

L

Userl ’r:
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First we must configure the LDAP authentication to look in the memberOf attribute of the LDAP

server (Active Directory).

LDAP Server IFfhostnarme:
LDOAP Server port:

Start search DM

Field containing usernarme:

|192.1 BS.107.162

284
5500

fdefault 389 for non-35L and @38 for

| de=laba de=local

IsAMAccuuntName
Typically "saMAccountMame” ar "cn” (withaut the

Qquotes)
Field containing email address: Ima”
User object class: Iuser
Field containing users dewvice group names
na group ImemberOf
(leawe blank if not used):

LDAP administrator usernarme:

LDOAP administrator password:

Iadministratnr@lahS.lncal

Note that using Windows group memberships for printer grouping, requires that the group
membership attribute in LDAP is called memberOf. The attribute name can be confirmed with an
LDAP browser tool such as Softerra LDAP Browser.

B CN=user1,0U=Students,DC=lab3,DC=local

File Edit YWiew Tools Help

fe-=a-0( 0 G +EB XHE BE-| %

E £ wit T (objectClass="*)

-1 Browser root

&; 192.168.0.158:389
& |dap3

-7 CN=EBuilkin
{20 CN=Computers
D CH=Department &

[ oU=Domain Controllers

D CN=Foreign3ecurityPrincipals
[ M=InFrastructure

[ M=LostandFound

D Ch=Managed Service Accounts
[ CN=NTDS Quakas
-2 CN=Program Data
B0 oU=Students

: {:I CM=Department B
{:I CM=Department C

L CN=System
77 CH=lsers

I Value

Mame Tvpe Size
objectClass top text ... 3
objectClass person text ... 6
objectClass organizationalPerson text ... 20
objectClass user text ... 4
on userl text ., 5
givenhtame student1 text ... &
distinguishedrame CN=userl, OU=5Students,DC=lab3, DC=local text ... 37
instanceType 4 kext ... 1
whenCreated 20121011174230.02 text .. 17
whenChanged 20130417132856.02 text... 17
displayhame studentl text... @
Lo 3 text... 5
memberOf Ch=Department A,DC=lab3,DC=local text ... 32
memberOf Ch=Department B, OU=Students,DC=lab3, DC=local text ... 44
=T hanged e bext... 5
nanme userl text ... 5
DbjectGUID ES FC 62 FO 9F 4E 90 4E BC 14 51 D5 61 97 01 4F binar... 16
userdccountContral GA045 text ... 5
=11 - e . - . . .
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Create the groups of devices in EveryonePrint.

Name External name

Departrnent & Departrent & 15;? [ %]
- Printer A

- Printer E
- Printer C

Department E Department B {9} ﬁ

- Printer C
- Printer D
- Printer E

Departrnent C Department C i [ X ]

- Printer F
- Printer G
- Printer H

Notice that the External Name must match the name of the Windows group name. The Name is a
friendly description that appears to users, and can be different from the external name.

In the Windows Active Directory domain, Windows Global Security Groups are created.
x|
% Createin:  lab3.localf

Group name:
I Department A

Group name (pre-Windows 2000):

IDepartTlentA
Group scope —————— ] Group type
" Domain local * Security
{* Global " Distribution
" Universal

OK I Cancel
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Userl is made member of Department A and B.

Dial4n | Environment | Sessions | Riemaote control
Remote Desktop Services Profile I Personal Virtual Desktop | COM+
General I Address | Account I Profile I Telephones I Organization Member Of

Member of :
Mame | Active Directory Domain Services Folder |
Department A lab3 local
Department B lab3 local/Students
Domain Users lab3local/Users

Now when User1 logs on to EveryonePrint and submits a document, only the printers of selected
groups are available.

Date [Time Filemame Pages Status refresh
417013 3:35 PM E Some Important Document.pdf 12 Awaiting release Delete

To print this job, selecta printer below:

I vI r Advanced Print »

Department &
Prirter &
Prirter B
Prirter C

Department B
Prirter C
Prirter D
Prirter E
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11. Using SSL with EveryonePrint

SSL, or Secure Socket Layer, allows Web browsers and Web servers to communicate over a
secured connection using the HTTPS protocol where both the server and the browser encrypt
data before transmission.

To establish an SSL encrypted connection between a client browser and the EveryonePrint
embedded Web server, the EveryonePrint server must have an SSL certificate configured.

What is an SSL certificate?

A certificate is a document which describes a network host's identity. It contains, among others,
the DNS name of the host, the name and ID of the certificate issuer, an expiry date and a digital
signature.

Certificates are created together with a host's private key. The certificate is either self-signed or
signed by a certification authority (CA). Safe communication requires the certificate to be signed
by a CA. Basically, a self-signed certificate can never be used to verify the identity of a server,
but it can be used to seed the ciphers used to encrypt communication. For this reason, self-
signed certificates are often used in test systems, but seldom in production systems.

Official CAs sign public certificates for a certain price. Well-known official CAs are Thawte
(http://www.thawte.com/), GeoTrust (http://www.geotrust.com/) and Verisign
(http://www.verisign.com/). To obtain a CA signed certificate, a "certificate request” (unsigned
certificate) is generated and sent to CA’s as part of the SSL certificate purchase process.

All major Web browsers, such as Internet Explorer, Firefox etc, access a local database
containing the certificates of the official CAs. CA signed certificates can only be verified by this
local database that contains trusted CA certificates.

It is quite possible to set up one's own local CA and use that to sign servers' certificates.
Although this avoids the expense of using an official CA, all clients must then have a local copy
of your own CA's SSL certificate.

What is a certification authority (CA)?
A certification authority (CA) is a trusted third party that two Internet hosts can use to verify the
identity of their peers.

Every CA has its own SSL certificate, and this certificate must be known for all applications that
use the CA to verify certificates. Most operating systems are bundled with a file containing such
certificates, so most PC’s and Web browsers already know CA’s that can be trusted.

What is a private key?

A private key is a string of arbitrary data that is secret for the host on which it was generated.
This key is used to encrypt the data sent from the host. No two SSL hosts should share the same
private key, as this greatly degrades the level of security. If the private key is compromised, the
encrypted link will no longer be safe.

The private key ensures that the data transmitted to and from the host is infeasible to decode
even if the algorithms used to produce the cipher are known.
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11.1 Obtaining an SSL certificate from a trusted Certificate
Authority

The following is a step-by-step guide on how to obtain a certificate from a trusted Certificate
Authority. In this example the certificate will be created for the EveryonePrint demo server, on
the domain demo.everyoneprint.com using GeoTrust as the Certificate Authority.

The free Keystore Explorer tool available at http://keystore—explorer.sourceforge.net, will be
used in this guide. For experienced users, the Keytool included in C:\Program Files

(x86)\EveryonePrint\jre\bin can also be used, however this guide will focus entirely on the easier
GUI based application Keystore Explorer.

This guide will assume that this configuration is done on a working and configured EveryonePrint
server.

11.1.1 Create new keystore and generate private key

Begin by creating a new keystore that will contain our certificate. Open the Keystore Explorer
tool, and choose to create a new keystore of the type JKS (Java Key Store).

r‘-KEyStDrE Explorer 4.0.1 = |E| ﬂ
Eile Edit Yiew Tools Examine Help
Do@B|/whR/+BB(AARPOREAR| 9
New KeyStore Type il
KeySt
QU Sele & bype of the new KeyStare:
-[“j TERS
 pRCS #12
Create a
new KeyStare e | O BKS
" UBER
Cancel |
Open the CA
Certificates KeyStore Certificate Help Pages

Next with an empty keystore open, choose to create new key pair. Choose RSA and key size
2048.

iUntitIed—l * - KeyStore Explorer 4.0.1 _ ||:||1|
File Edit Wew Tools Examine Help Y

SEEIERIEE aw B202Eaaad|e
Untitled-1 % 3¢ |
| | | Entry Mame | Algarithm | Certificate Expiry | Last Modified

Generate Key Pair 1[
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When prompted, choose Version 3, MD5 with RSA and validity of 10 years. This doesn’t

determine the expiration of the final SSL certificate, but only the validity of the key pair. Choose
the Edit Name button.

x
Version: " Yersion1 % Yersion 3
Signature Algorithm: IMDS with R34 = I
Yalidity Period: IE Im
Serial Nurmber: M

Name: I ‘ &g !!q |

Add Extensions |

[8]4 I Cancel |

Enter the details of the SSL certificate.

name x|

Comman Mame (Ch: Idemn.everynneprint.cum

Organization Unit (OU):  |ECP

Qrganization Marme (o IEveryDnePrint

Locality Mame (L) ICDpenhagen

Skate Mame (3T IDenmark

Counkry () IDK

Email (EJ: Isuppnrt@everynneprint.u:u:um

o, I Cancel |

Common name is the FQDN (fully qualified domain name), the exact Web URL that users will use
to access the EveryonePrint server. This could be print.company.com or similar. Make sure the
CN is correct matching your DNS, or you will have to issue a new certificate.

OU means the department or similar. O is the company name; L is for example the city; ST
means the Country or State, C is the country code and finally email is a working email address
belonging to the domain.

When clicking OK, enter an “alias” which is just an internal recognizable name for the certificate.
Using the CN is best practice.
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Mew Key Pair Entry Alias x|

Enter Alias: Idemn.everynneprint.mm

Zancel |

Finally, you’re prompted for a key password. This must be a password that is kept secret, not
shared with anyone, used later for the configuration of EveryonePrint.

New Key Pair Entry Password ﬂ

Enter Mew Password: I****

Confirm Mew Password: I****

ok I Cancel |

You’re now ready to create the “Certificate Signing Request” which the Certificate Authority (SSL
issuer) will need to create a signed certificate.

Right click the key pair entry and choose Generate CSR.

is.UntitIed—l * _ KeyStore Explorer 4.0.1

=10l ]

File Edit Wiew Tools Examine Help

DUd aa|«+00|(®22R20(2aaale

Unititled-1* ¢ |

E Enkry Mame Algorithm Certificate Expiry

Last Modified
B P demo.eve 7

. View Details ’
ip Cut Chel+%
Copy Chrl+C
3 Export »

B cenerate csr

\% Import CA Reply
a Append to Certificate Chain

[ sign y
g Unlock

Under Signature Algorithm, choose MD5 with RSA. Leave Challenge blank, as this is not needed.
For CSR, choose where to save the CSR request. In this example we choose to save it to desktop
as a txt file as we will need to open and copy text from this later.
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Generate CSR ﬂ

Format: @ PKCS #10 " SPRAC

Signature Algorithmm: IMDS with k54 |

Challenge: I

Z5R. File: Ints and SettingstAadministratoriDeskiophmycsr, bk Browse |

Ok I Zancel

Clicking OK and a mycsr.txt is created on the desktop. Open the file and you can see the full CSR
request as an encrypted string.

B mycsr.txt - Notepad

File Edit Format Wiew Help

————— BEGIMN CERTIFICATE REQUEST---——10
MITCETCCADECAGAwWTaUXHZADBgNVEAMTFMR T bwBuz=21cnlvhmvwem TudC 5 b2 OXDDAKEGNVEASTD
AOVPUDEWMBQEALUECHMNR>Z T cnTvbmvioom 1 UdDETMEEGALUEB MK G2 SwZw s ovwd Thj ECMAL GATUED
CEMHRGVUBWFyaZELMAKGATUEBRMCRES xKDAMEQK ghk TG O9w0BCOEWEXNL CHEY CnRAZXZ T TwhbmywD
cm1udcsjbzowEgEiMAOGCSqGSIbEDQEBAQUAA4IBDwAwggEKADIBAQCicSTRP1m+uaquKsE3uan
jL4PtpLcH] v dkgxyod 3SEvvyRE/en8p0yrsdCFdab bflg?qut?'i'lg'HjFprjeGh+3awtzgO+E1|:l
UT+ju5ko4w38ApUuPdp62r3DVIpN61RaFPck6Wc/¥0uP19ETu Ed7cuwalSSyxkLtPEe? ZymorhD
ASIgalzhMig5sItmoapyPy 1 7PRIUIUTSD] By r 50 IvT 1/ 40w ATk DDd widwM  ToggGZF I Ev4Cxatekn
Iv,/ 14 skCEY /BT OD3MON0Es aT+dLF U] wmvyW1 2097 eBC AP Scgwud T Sv o 1 9GEgLyemk u3HEWTemo D
yR+2 SWMUTHNK 3 BS VAQMBAAEWDQY JKOZ T hw CHAQEEBOADQIEBAHS SFP4§ cFKANY 7Bwv0a2 i UQUP++1
TFarDefklzrgygedcF+acxb+PINK09ggxo8T S sk OvHZO3rGSAZGxNZgE+ I 1+Z 1 BCC nxFOpESHOVD
o 5ItvaxAU'FyB8ut\.-2+r\-1+a8?GSBquK+Q><E|8202j qq/niecqbed ethuquOyGthg‘{ahOOHwau
TLHt 20§ gaEb3dEuvH] gpk As 70UNgk Ewdhimbameg, A 3RR7rnGv3q061y ] dkCvEIre0bCekhFpoowyD
T4PNFiStUpwaMHD+wWHOSPevT k32 v Sk dyaG b SNKg IvBbE4 GB oy bU 7 amOPfGt+dGF+187+CFanNgD
UPCnadiugzl=0-———— EMD CERTIFICATE REQUEST-—---— i

For this demonstration we’re using GeoTrust to create us a 30 day free test SSL certificate
(http://www.freessl.com).

As part of the purchasing process, the CSR is supplied, simply by pasting the entire contents of
the CSR generated on the server.
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Enter CSR

After generating your server's Certificate Signing Request as described in_Generate CSR, paste the S3R in
the form below. Please make sure that it contains the carnplete header and footer "BEGIN' and "END"
lines exactly as in the example below

SAMPLE ONLY
**** BESIN MEW CERTIFICATE REQUEST-----
MIICCCCARMCAG AwdTEZMB cGALUEARM QaG92dCSkb2ihaW4ubmFEZTEVM
EMGALIUECxMMT 2N WSpermFOaW SuMR UwEwYDVQQKEw:PermdhbrleysRpb2
4% DTALBgMVBACTREMpdHK xDjAMB gHVBAGTBYND YRR IMQswC OYDLQQ GEw]
YUzCBnzAMBgkghkiG9wOBAQEFAADEI QAW Yk CaYEAYZ1ldYomQ4ajhsref
GIETHISHBEETHYIAE X IMIOVEVEZNSIednOLHgdksQlpwa Qe 02w aqifte
hrlf255PvPxok+Tqgt7EfMkkUSuivnFdUol OpDPdwScEaP 3 W W Srduoul
Ynq2AWTDw2ekyxKgoneb 2wy TZRyb ot 7MES 7 EVUhEPSCAREAA S CCAVMu GaY
KEwYBBAGCHwDCAZEMFgollLjAuMESHS 4y MDUG CisGAG QB gictAQ 4 Jzal
MadEA1UdDwER/ wOEAWIESDATE gNVHSUEDDAKE ggrB gEFB QO cDATCB/ DivKK
wYBBAGCHWOCAIGETJCBEWIBAR SaAEDAaQRJAHIABWRBZAGSAZ gROACAALIG
BTAHEEAIABTAEMAaABhAGHAbgRIAGUATABDAHTIAEQBWAHQADWENAHTAT QR
wAGEQAIDBACAALABYAGEAdgBpAGDAZQBYA4GIACEECOgIpsKO-+HVHN/ Mel
J5G39uonCPGBdORNpEzHISPCUEFwG0SgFREQNYEHERTII0CMAUSSqoHRL
Totd2YUElWHGuRRr eyt AR hibNX 6D pledlWicZM4illyy 1 GFss 626
dZt2GPEy04I74/ Oulk W2 WFInazUrMrESMZPP4B1AAA S ALALAAAWD YK Z
ThucMAQEFRQADgYEAQE+QHTukPSCG+HW cGnrhKiMk InMPEQEsds40o0bUDS
dGtEupQzEC+HaxoMdlaMeSqPRIEYa+ITeuhkHxLzOh T/ KUIhMBYOsRfrix+
JkQdrKGEIUanTwelgKIMNhSxChu3ErTtoy 2k Z1SKIZK v QdiOgTeépOGELP
Rq/MD522y3bOzSRFO=
**** EMD MEW CERTIFICATE REQUEST-----

Certificate Signing Requast *

+3awwlagl+] :I
UT+iuSK04w3iGApTuPdp 62 r3DVIpN6IRaFPokallc

/#OuP 19ETuymE4 7euviNS3TEkLtPEe72vymCRh
ASIqAlEZhNLgSItwOipwPvlTPRITVIUTSD 1By SO/ IVTI/ +gire/ CkDDdvavi

/ I0quGEFiEVACTaiek

Iv/143KCEY

/BT OD3MOnQEse THALF ujwmiyJ2 D978 CAPOcqiudt QSve 19GEglye Mku3 HAWE 6w
Lo}

FR+ZswHITHNES EsVAGNEAAEwD QYKo ZThveNAQEEBQADgEEAHA SFP4 icFELhv T 6w
VoaZiUQUP++

1F6rDOfkl1Zrg¥aed4GF +acxb+P INKo9gqxO8L 55 kOvHz03rGEAZGunegE+Ji+21BcC
JnxFygpEGHOW

DiSTtVaxAUEy38ucVI+N+as7G5BDgeK+0XiSz0z gy
/niecQbeietwSuRge0yISghyYahOOHNT Ty
ILHtZDIgGh3IdEUVHIgpkAsTOUNgkEwdhImbal 6o
/13RR7rnGV3 06Ty 1dkCYBIr 60bCeKhFpoolig
14PnF i3t UpwdMHD+wHOSPeEVI ko3 2 Yoo KA YOG
/DENEgIVEhBAG9qYhUTamlPEGE+AGF+157 +cFals

TPCnSdiuQzI= _
————— END CERTIFICATE REQUEST--———-— ka

; A
RapidSSL.com

™
SSL Certificate Solutions from F S s L
the Waorld's fastest growing ree

SSL Provider.

B FreeSSL Enrollment

Management

Verify Server URL

Language

The CSR you generated is designed to work with the following URL:
IEnghsh- English -

htips:/ /demo.everyoneprint.com

If thiz is not the correct URL (cornputed frorm the Cormmon nare in the CSR), or if any of the CSR
Information below is incorrect, then please generate a new CSR and click the Replace CSR button,

Replace CER |

CSR Information

Common Name: dera.everyaneprint cam

Organization: EveryonePrint

Org. Unit: ECQP
Locality: Copernhagen
State: Denrmark
Country: Dk

Mote: The value for the Comrmon Name must exactly match the name of the server you plan to secure,

Continue
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RapidSSL.com
™
i e i FreeSSL
S5L Provider.
[ Ordering FreeSSL Enroliment

Management

Language Thank you for your FreeSSL certificate request

I Englizh - English - l

Your order nurber is: 8281663

Am ernail message has been sent to the selecked approver requeasting the approval of thizs cerificate
request, fs soon as the approver receives this email and cornes to the approval site, your cerificate will
be generated and ernailed to vou, If vou have any questions, please contact RapidSSL Support

Each certificate authority has their own way of validating the request. Some use a phone call
verification.

Following approval and completed purchase, the CA will either send the certificate via email, or
will let you download the certificate from a Web site.

Most CA’s use an intermediate certificate, between their CA root certificate, which is known by
the server and client PC, and the certificate issued. All certificates must be chained, in order to
establish the trust of the certificate generated for the server. If only the Web server certificate is
imported without chain through intermediate certificates, the client browser will see the
certificate as invalid/untrusted.
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In this example, GeoTrust delivered an intermediate certificate and the Web server certificate,
both saved as .cer files on the desktop.

[* web server.cer - Notepad
File Edit Format Wiew Help

————— BEGIN CERTIFICATE--——-

MIIE3zCCABagAw]BAYIDBOO4MADGCSOGSIh3 DOEBBQUAMDWXCZAIBYNVEAYTATVT
MR CwFQY DVOOK Ew 5 HZWOU CrivzdCwasws S L EUMBTGE AL UEAXML UMFwawR T I0wao0Ew
HhemaT [P intermediate.cer - Notepad

ZFv0cG
WVOOKEX File Edit Format Yiew Help

MTEwWLw [l BEGIN CERTIFICATE-———-

KTEYMS M1 101 TCCAr 2 gawI BAQI DA bRMANGC SHGSI 2 DOEEBQUAMET ¥xC2AJEQNVEBAY TATVT
MR EWHO MRy wh Y DVOORKEwl HZWO UChyZdCE JhmMUMR swizQY DVOODE X JHZWIU cnvzdCEHbGS
AOEF AL by UEWHRC M T At §E5M TONTALWhCMM Awh | E4M T TONTALW] ABMQS wCQY DVQOG
wh78ko EWJVUZEXMBUGﬁlUEC%MOREVVVHJlCEQSIE1uYyﬂxFDASBgNVBAMTCthCG1kUlNM
intermadiat DLIMN /A IENBMIIBI]ANBgkghk iGOw0OBAQEF AADCAQSAMI IBCOKCAQEAXSHA VS CaZoylrfal
e Bpikva|1ap7oevLuFoqn] ran, wiksroxhapwf xvgHLUVer Fn7ZzBENLYGT+TLlcsilvEkT e
YEKDBM laK 3 Z8BUxe0372,/3R 5T 3013 FaunPiFhByTE{w7 6l T4uLBNpPx+PovUdp3 /1b
HE1r UL |ewdPPews TcHIHXr 05,/ YPoarlbo60zU807Zwh 84 Tapvd BCi Pt ge | aHnnzha] FyMxE
HWYDVR I35 amt 4 dsywPuf 95 1Tg31950xhZva3 XxELZ AV kwf cNMFbP g Fwdy 352 1HTGSDH1 S
MBOGAL IHT 7Py rvEZ o+ 0dE] 75 DLCn"lyZXHStxzquleeFDpﬁE(:EnythKlkF'sz662 zxigd
LMVZZx oy Py wT DAQARDS HZMT Hwh A3 541 UdDwEE, “wQE Awl BB AdBgNvHO4 EFgaUazk 3ahhc
ZHNZBC |21 2 pamU 5 /TUKhni RF AwHwy DVRO ] BBgwFoALwHO Y al 2 J+6s FawrTapozhi kzE4w
BETZWH |E oy VR OTAQH /BAQWEDEE, wI BADABBQNVHRBEMZAXMC+gLaAr hi T odHRwO 1 Bvy3 s
BDOWOZ || md1 b3 Ry d<NOLmMAvhES ] cmxzL2 d0Z2 xvrmF s LmNyhDADBggr BYEFBQCBAQDOMCY w
b2 0w cm | 3 sy T Kwy BBQUHMAGGEGH DHHAGLY Y 3 MwLmd Th3 Ry dxXNOLMAyv b T ANBgk ghk1Gow0E
FLwP 34 | a0 F AA0C AQEA7YRC 10V TOPES COOTFXWyr SY Bed BHM3 PByQkxIVD LI 8Ng6I L /X
QZZpy2 | ArarasMzy o] dsCIry A+ 1axDod,J07ZZnT 3Ry EwviNypDFv+A Z2v 11 tml2 Tdkvo2o
uzssdo SUNjpwx034c161tt/qj/ocjgmqutoaw1YsSBXngq1OBYK2i26PAx21j90dsRu61
BQlyPw (04 BT HPSLTO0T+0v] F+001Zhr sEvhBEMS] RRWXATE 3XCVNFZCO+5 NI Cw+ o+ 5
CMICYT |k mivrCnwPLKbK3 opd 28 22 190wy B4+wixS 7FXT BF 00pC+ZHMZ 2 vy 0 AVHHDL COXgT K
ZEGM ) EL2TwydendmTuvvk OwvaydwTQEUBHE 3 tw==

----- El-————END CERTIFICATE-——--

Certificates must be chained before importing into the keystore created for EveryonePrint server.
The easiest way to establish a chain between certificates, is to use the Windows certificate store.

Simply double-click each certificate file you received from the CA. Make sure you choose to
import any root and intermediate certificates first, or the web server certificate may not be
chained properly!

x

General |De13ils | certification Path |

: E Certificate Information

This certificate is intended for the following purpose(s):

* Ensures the identity of a remote computer

* Proves your identity to a remote computer

» Protects e-mail messages

» Ensures software came from software publisher

» Protects software from alteration after publication
* Allows data to be signed with the current time

Issued to: RapidssL CA

Issued by: GeoTrust Global CA

valid from 2/ 13/ 2010 to 2/ 18/ 2020

Install Certificate. .. I

Learn more about 2
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Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
th ificate.

+ Augbmatically select the certificate store based on the type of certificate:

™ Place all certificates in the following store

Certificate store:

Personal Browse. .. |

Import all certificates like this, ending with the Web server certificate. Confirm that the Web
server certificate appear as trusted.

x

General | Details I Certification Path I

ﬁ Certificate Information

This certificate is intended for the following purpose(s):

# Enzures the identity of a remote computer
* Proves your identity to a remote computer

Issued to: demo.everyoneprint.com

Issued by: RapidssL CA

valid from 1/ 25/ 2012 to 2/ 25/ 2012

Install Certiﬁmte...l I[ssuer Statement |

Learn more about

OK |

Verify that the certificate has the proper chain from Web server all the way up to root.
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.Generall Details  Certification Path I

—Certification path

@ GeoTrust Global CA
5] RapidssL CA

demo

eprint.com

Mg Certificate |

Certificate status:

lThis certificate is OK. I

Learn more about certification paths

EVERYONE

N
@’ Print

With the import and chaining complete, we can now export the certificate to a file, which we can
import into the keystore file created for EveryonePrint.

Show: I{AII> j
Field | Value -
B Version V3
BSerial number 04ed 38
BSignaDJre algorithm shalRSA |
D Signature hash algorithm shal
BIssuer RapidsSsL CA, GeoTrust, Inc., US
B\Jalid from Wednesday, January 25, 201...
D\I‘alid to Sunday, February 26, 2012 ;...
gSubjett demo.everyoneprint.com, Do... :l

Edit Properties, .. Copy to File...

Learn more about certificate details

'\-.._____,.I

Choose Copy to file.. and as export file format choose .P7B and make sure to check to include all

certificates in the path.
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Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats,

EVER_YONE
Print

x|

Select the format you want to use:
™ DER encoded binary . 509 {.CER)
" Baze-64 encoded ¥.509 {.CER)

ryptographic Message Syntax Standard - PKCS #7 Certificates (.P7E)

v Sndude all certificates in the certification path if possible!

£ Personal Infarmation Exchange - PKES #12 (. EF)

™ | Include all certificates in the certification nath i oossible

Save as .p7b file

Certificate Export Wizard

File to Export
Spedify the name of the file you want to export

File name:
C:\Users\Administrator \Desktop\final-certificate.p7b

Browse... |

Now return to the Keystore Explorer tool with the private key pair created in the beginning.

Right-click this entry and choose Import CA Reply.

i-.demn.everynneprint.cnm.p12 - KeyStore Explorer 4.0.1

=10l x|

Ele Edt Yew Tools Examine Help
DU@E @wa|[+00(Ba%20Q00a0|le
rkitled-1 * % demo.everyonepring com.pl2 I

Certificate Expiry

Algorithm

.

Enkry Mame

demo.everyoneprink, com

2 View Details ’
<p Cut Chrlz
Copy Cerl+C
g Export [
| 4] Genpsabaucsn.

& Import CA Reply

[ sign »

j" [nlEck:

'@ Sel Password
) Delete

-

Lask Modified
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Confirm the certificate chain by right clicking and choosing View Certificate.

I’ keystore2 - KeyStore Explorer 4.0.1

File Edit Yew Tools Examine Help

EVERYONE

Print

=101 |

auu\m ™l D BRI P AR 20 0 @ @ @l

Certificate Details for Entry "demo.everyoneprint.com’

keyskorez ¥ I

B Certificate Hierarchy:

B n rapidssl ca
----- B demo.everyaneprint.com

Yersion: |3_

Subject: |CN=GeoTrust Global CA,0=GeoTrusk Inc,,C=1U5

Issuer: ICN=GeoTrust Global CA,O=GeoTrust Inc,,C=5

Serial Mumber: IUx23456

Walid From: IZD,I'May,I'ZEIDZ 21:00:00 PDT

valid Uniil;  [20/1May/2022 21:00:00 FOT

Public Key:  [RSa 2048 bits S |

Signature Algarithm: |SH.¢\.1 with RS54

Now save the keystore file and set a password on the keystore, if prompted.

The last step is to instruct the EveryonePrint Web server to use the new keystore. This must be
modified in 2 files: jetty-ssl.xml and jetty-ssl-terminalapi.xml. Open the xml files stored in the

folder C:\Program Files (x86)\EveryonePrint\etc

P jetty-ssluml - Notepad

File Edit Format Wew Help

=10l x|

<?xml wversion="1.0"7>

<! DOCTYPE Configure PUBLIC "-//Mort Bay Consu'lt'lng,/,/DTD cConfigure//EN"
"http: /ettty morthay. org/configure. dod”

<l— -
<l—— Configure ssL for the Jetty Server -
<!—— this configuration file should be used in combination with ——
<!-— other configuration files. e.g. -
<l—= java -jar start.jar etc/jetty.xml etc/jetty-ss1.xml ——=
<l-- -
<configure id="server" class="org.morthay.jetty.Server”s

<Call name="addConnector">
<Arg>
<Mew class="0rg. mpeseys jetty. security. ss1socketConnector ">
<set name=“P0rt'>443< sets
<Set name="maxId >30000<Iset>
<Set name=' handshakeTwmeout 200058t

<SEet names E
<Set name=
<58t name= trustPassword =1
<Set name= handshakeTwme-- 0<,/ Set s
<!-- Set_name="Threadrool">
<Mew class="org.mortbay. thread. BoundedThreadprool”>
<5et name="minThreads">10</5et>
<set name="maxThreads">250</5et>
< News
< /st ——»
< Mews
</ Args
</Call>
</ /Configures

eyPas sword">test</Sets

<Set name=rd ampesEaaty name="jetty, home" default="." /s etcfkeystorez4d/set>
<Set names assword >test</set>

g S LEMET Oerty name="jetty. home" default="." /> etq /keystorez4/set>
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Restart the EveryonePrint Web service, and open up a browser and confirm the SSL certificate is
working, by loading the https version of the URL, for example https://demo.everyoneprint.com

¥)EveryonePrint - Login - Mozilla Firefox

=10 x|

Fle Edt Yiew Hitory Bockmarks Took Help

|
i; hd c x Y, E'ihttps:J‘Ijemﬂ.everynneprint‘Enmflngin.cfm?dest=\ndax.cfm& firdid I'lGﬂng\a )

A EVERYONE
<®>Print

To sign in, please enter your usernarme and password below.

Usernarne: I
Passuord: I

EveryonePrint 5.0.0@ 2003-2012 Mext Print Solutions Aps

Dane

demo.everyonepnnt.@
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11.2 Generating a Test Certificate

A keystore containing a public key/private key pair and a certificate for testing SSL can be
generated using keytool, a command-line utility provided in the Java JDK. The following
instructions allow you to generate a simple key pair and certificate keystore that is valid for three
months. This keystore allows you to test that the SSL listener can run, but its certificate is self-
signed and is not trusted by the browser.

To generate a test certificate:
1. Locate the Java keytool utility. By default, the keytool utility can be found in: C:\Program
Files (x86)\EveryonePrint\jre\bin
2. Generate a simple key pair and non-trusted certificate into a keystore file named
keystore by typing:

keytool -keystore keystore -alias jetty —~genkey -keyalg RSA

A highly recommended graphical user interface alternative to the command line keytool is the
free Keystore Explorer available at http://keystore-explorer.sourceforge.net

You are prompted to provide answers to several questions for the certificate. Press the "Enter"”
key to submit each of your answers.

ommand Prompt

genkey —keyalg RSA

Enter keystore password:

Re—enter new passuword:

What iz your first and last name?
[Unknownl: localhost

What iz the name of your organizational wnit?
[Unknown1: aP

What iz the name of your organization?
[Unknownl: EveryonePrint

What iz the name of your GCity or Locality?
[Unknownl: London

What iz the name of your State or Province?
[Unknown 1:

What is the two—letter country code for thisz unit?
[Unknownl: UK

Is[CN;lucalhnst. OU=EOP,. 0O=EveryonePrint. L=London,. S5T=UK. C=UK correct?
nol: v

C:“Program Files“EFveryonePrintsjre~bin>*keytool —keystore keystore —alias jetty —i

Enter key password for {jetty>
C(RETURN if same as keystore password):
Re—enter new password:

C:“Program Filesz“EveryonePrintjrexhin>

Note: When prompted for "What is your first and last name?" enter the fully qualified domain
name of the EveryonePrint server machine, ie. “localhost” or “print.company.com”

Note the two passwords that you enter. In the next section, “Configuring EveryonePrint with the
Test Certificate,” you enter these passwords to configure the SSL functionality. If you answer
these questions accurately for the test certificate, the certificate that you generate can be used
as the basis of your trusted certificate that you obtain from a certificate authority.

The generated keystore file is located in the directory in which you ran the keytool. If
connections to EveryonePrint come only from inside your organization, a honexpiring, self-
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signed certificate that is added to each internal user’s Web browser certificate store may be
adequate. See the options for keytool to generate a nonexpiring, self-signed certificate.

11.2.1 Configuring EveryonePrint with the Test Certificate

To configure EveryonePrint with the test certificate you just generated, you will copy the keystore
into the EveryonePrint directory structure, make a configuration change in a Web configuration
file, then restart EveryonePrint Web services.

1. Copy the keystore file, keystore, to EveryonePrint\etc. (C:\Program Files
(x86)\EveryonePrint\etc)

2. Open the configuration file jetty-ssl.xml located in the folder \etc (C:\Program Files
(x86)\EveryonePrint\etc)

File Edit Format “iew Help

<?xml version="1.0"7>
<! DOCTYPE cConfigure PUBLIC "-//Mort Bay Consulting//DTD configures EN" "http://jetty.mortbay. org/conf

Py

-—>

<!-— configure ssL for the Jetty Server -
<!-- this configuration file should be used in combination with -—>
<!-— other configuration files. e.g. -—>
<l —= java -jar start.jar etc/jetty.xml etc/jetty-ss1.xml -

<l-=
<Configure fd="server" class="org.morthay.jetty. server's

-—x

<Call name="addConnector">
<Arg>
<Mew class="org.maorthay.jetty.security. Ss1socketConnector”>
<Set name="Port'">8443</Set>
<Set name="maxIdleTime">30000</Set>
<5et name="handshakeTimeout ">2000< /52t
<Set name="keystore"»><SystemProperty name="jetty.home" default="." /» etcskeystore</sets>
<set name:”EasSWDFd">FIRSTPASSWORDHERE</SEt>
<Set name="keyPassword" »SECONDPASSWORDHERE</Set>
<Set name="truststore"><SystemProperty name="jetty.home" default="." /> etc/keystore</set>
<Set name="trustPassword">FIRSTPASSWORDHERE</Set>
<Set name="handshakeTimeout ">2000</Set>
<!-— set_name="Threadprool">
<New class="org.morthay.thread. BoundedThreadrool ">
<Set name="minThreads">10</Set>
<Set name="maxThreads">250<//Set>
</Mews
</5et —-x
</ News
< AN
</call>
</Configures

3. Change the password, keyPassword and trustPassword values to the passwords chosen
when generating the certificate.
If you want the port to be something other than 9443, change the Port value.

5. Save the file and restart EveryonePrint Web service.

If you are already running a Web server with SSL encryption enabled on the same server on which
EveryonePrint is installed, it will be necessary to change the port on which SSL is running for
either EveryonePrint or the other Web service. SSL default listens on port 9443. Change to a
different port in jetty-ssl.xml and restart EveryonePrint Web services if there is a port conflict.

11.2.2 Verifying the Test Certificate

Now that you have reconfigured EveryonePrint to accept HTTPS requests and restarted it, verify
that you can log in to EveryonePrint using HTTPS.

1. Open a browser and type the following URL. Use the fully qualified domain name for host
that you specified when you generated the keystore. Replace 9443 with the HTTPS port
number you configured.

https://localhost:9443/admin
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2. Because you generated the certificate yourself, a dialog box appears, warning that the
EveryonePrint Web site is certified by an unknown authority. Choose to accept this

certificate temporarily for this session and select OK. The login page for EveryonePrint
Admin is displayed.

11.3 Import SSL certificates for LDAPS or mail servers

The following describes a very simple way to import SSL certificates from remote LDAP or mail
servers.

If you'd like to connect to an LDAP/Active Directory or mail server over SSL, and the certificate is
not issued by a trusted Certificate Authority, then the connection will fail with an SSL error, that
typically looks like:

Authentication test using test user account failed. Error details: General Runtime Error

Jjavax_naming CommunicationbBxcepuion: simple bind failed: dcl:636 [Root exception is

Jjavax_net ssl 551 Hands hakebBxception: sun_security validator ValidartorException: PKIX path building failed:
sun.securnity.provider_certpath_SunCertPathBuilderException: unable to find valid certification path to
requested target]; ROOT CAUSE=sun_security_validator_ValidatorException: PKIX path building failed:
sun_security_provider_certpath_SunCertPathBuilderException: unable to find valid certification path to
requested target

LDAP Server IP/hostname ||:.:‘|

- 636 (default 389 for non-55L and 636 for
LDAP Server port ssL)
S5L)

To establish a trusted SSL connection to the remote LDAP/AD or mail server, the SSL certificate
from the remote server must be imported into the SSL Keystore in EveryonePrint.

EveryonePrint uses Java keystores, so any Keystore management tool, can be used, but
EveryonePrint includes 2 simple command line scripts, that makes it very easy to import remote
certificates.

The scripts below work identical for LDAPS and mail server certificates, just enter the
corresponding port:

LDAPS SSL: port 636

POP3 SSL: port 995

IMAP SSL: 993

Exchange Web Services: 443

First, on the EveryonePrint server, open a command as administrator and change to the
EveryonePrint directory

Administrator: G\ Windows\system32\cmd.exe

Microsoft Windows [UVersion 6.1.76011
Copyright <c? 20087 Microsoft Corporation. All rights reserved.

C:sUserssadministrator LAB2>cd "“Program Files (x86>“\EveryonePrint"

C:“Program Files {(xB6>“EvervyonePrintl>_
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Run SSLTest to confirm if a successfully trusted SSL connection can be established with the
existing keystore.

C:“Frogram Files (xBb6)“EveryonePrintlrssltest decl 636

Testing ""dcli" port 636"

Javax.net.ssl.88LHandshakeException: sun.security.validator.ValidatorException:
PKI® path building failed: sun.security.provider.certpath.SunCertPathBuilderExce
ption: wunable to find valid certification path to reguested target

at sun.security.ssl.Alerts.getS38LException<Unknown Source’

at sun.security.ssl.858LSocketImpl.fatal{Unknown Sourcel

at sun.securdity.sszl_Handshaker.fatalSE<{Unknoun Source?

at sun.security.ssl.Handshaker.fatalSE<{Unknown Source’

at sun.security.szl.ClientHandshaker.serverCertificate(Unknown Source?

In this example, the connection fails with the untrusted error message, so let us import the
certificate.

Run SSLImport {server} {port} and the tool will connect to the remote server and retrieve a list of
all certificates available.

C:=“Frogram Files {(xB6>“EveryonePrintrsslimport dcl 636
Importing S8L from "decl" port 636" password "V
Loading KeyStore C:“Frogram Files (x86>>“EveryonePrint:jrelibssecuritycacerts..

6pening connection to dcl:636...
Starting SSL handshake...

In this example, 1 certificate is listed. There may be multiple certificates, including root CA,
intermediate etc.

Server sent 1 certificatels):

1 Subhject CM=DC1.lab2.local
Issuer CH=1lab2-DCi-CA,. DC=labZ, DC=local
shal %a ca 22 8d hf 76 9d A7 3d 7 Pd b2 Bb 7?4 b4 64 ab 12 db 6h
md5 £f3 87 h8 98 2f 31 68 67 2Zh 1d c2 5c 87 2f 1a 11

|FntEP certificate to add to trusted keystore or "g’ to guit: [11
1.

In this example, we will enter "1" to import the listed certificate. If multiple certificates are listed,
import them one by one, starting with number 1.

1

Added certificate to keystore ‘cacerts’ uwusing alias “del-1°
IMPORTANT: If a new S8L certificate was imported,. remember to restart services

C:“\Program Files {(x86>\EvervonePrint>

The certificate is imported to keystore successfully.

Restart the EveryonePrint Web service, for the certificate keystore to be reloaded. This can be
done either via Windows services or via the command line:
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C-“Program Files (xSG)\EuerynnePrlnt)net stop eopueh
The EveryonePrint Webh szervice service is stopping
The EveryonePrint leb service service was stopped successfully.

C:“Program Files ()(86)\Eueryonel’l-lnt)net start eopueh
The EveryonePrint Web sewrvice service is starting..
The EveryonePrint leb service service was started successfully.

Now the SSL connection can be established successfully.

Authentication test using test user account completed successfully.

LDAP Server IP/hostname [:‘h‘.‘]

. 636 (default 389 for non=55L and 636 for
LDAP Server port: !
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12. Printing to remote print servers

It’s a common configuration, that EveryonePrint is added to an existing print environment,
perhaps with a print accounting or print management system already in place.

| Firewall

—— EveryonePrint server Remote print server
Print Queue X
(LFR port) TCPport 515 . LPDserver |- Print Queue

In the above diagram, EveryonePrint is installed on its own server, in a DMZ zone separated from
the print servers by a firewall. Print jobs can be transferred from the EveryonePrint print server to
the print server queues within the firewall, via LPR printing protocol, communicating on TCP port
515.

On the remote print server: configure an LPD server, either as part of the print accounting
system, or using Microsoft’s LPD server. Consult Windows or print accounting solutions
documentation for more information on how to install and configure LPD server on the remote
print server.

Add Roles Wizard x|
ﬁ% Select Server Roles k] HRlES e
ﬁ;‘é Select Role Services
Before You Begin Select one or more roles to install on this server, 2
Server Roles Roles: De
Print and Document Services [ Active Directory Certificate Services pri Before You Begin Select the role services to install for Print anc
o )
Role Sernees [7] Active Directory Domain Services :E Server Roles Role services:
. [] Active Directory Federation Services Wi Print and Document Services

Confirmation R - . |

[[] Active Directory Lightweight Directory Services SCi ice

i i i sc -~

Progress [ ] Active Directory Rights Management Services > =2 Internet Printing

Resuilts [] Applcation Server £ Confirmation
D DHCP Server
D DNS Server

D Fax Server

[ pistributed Scan Server

Results

rint and Docume:
| Remote Desktop Services
[] web Server {115)
[] windows Deployment Services
[] windows Server Update Services

1. Add the Print and Document Services role
2. Add LPD Server role service
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On the EveryonePrint server: create LPR printer queues, which point to equivalent queues on the

remote print server.

|
6 = Add Printer
il
2% Add Prints
S———
6 = Add Printer

Autodetect
‘ 192.168.0.105
1.
192.168.0.195

I~ Query the printer and automatically select the driver t

Device type:
Hostname or IP address:

Port name:

Additional port information required

The device is not found on the network. Be sure

1. The device is turned on.

2. The network is connected.

3. The device is properly configured.

4. The address on the previous page is correct.

If you think the address is not correct, click Back
address and perform another search on the netw

Configure Standard TCP/IP Port Monitor x|
Port Settings |
Port Name:

Printer Name or IP Address:

| 192.168.0.195

| 192.168.0195

Protocol
[ c g

> (o) |

Raw Setting
’V Bort Hurmber:

| 9100 ‘

LPR Settings .
Queue Name:

printerqueue-on-remote-server

device type below.

Device Type

& Custom

" Settings...

" Standard | Generic Network Card

Choose custom settings
Choose LPR print protocol

vl W N —

Select LPR byte counting enabled

PR Byte Counting Enabled
(A

&

SMMP Status Enabled

Cormmunity Marme: Ipub\lc

SHIP Device Index: |1

e

Enter the IP address/hostname of the remote print server with LPD server

Enter the print queue name on the remote server (avoid spaces or special characters)

Choose the same driver on this LPR print queue, as on the remote print server print queue.

The created LPR print queue on the EveryonePrint server, can then be added to EveryonePrint via
the EveryonePrint Admin -> Devices. When users print to this queue, it will be spooled and then

transferred via LPR to the remote print server.
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13. Installing document support applications

The following sections apply to those not using the built-in conversion engines, but wish to use
external applications for specific formats, such as the Microsoft Office engine for converting and
printing Office documents, Word, Excel and PowerPoint.

13.1 Install Microsoft Office 2007, Office 2010 or Office 2013

If using Microsoft Office for conversion, Office 2007 SP2, Office 2010 or Office 2013 must be
installed.

13.1.1 Install Microsoft Office 2007, Office 2010 or Office 2013

The following section refers to Office 2013, but the same instructions apply to Office 2007 and
2010.

First, install Microsoft Office 2007 SP2, 2010 or 2013 with at least Word, Excel and PowerPoint.
By default all necessary programs are installed, but the installation can be customized to only
install programs to use.

a Microsoft Office Professional Plus 2013 -

(7]

Choose the installation you want

Please choose your preferred type of Microsoft Office Professional Plus 2013
installation below.

Install Now

Customize

There is no need to install any other Office suite programs, such as OneNote, Access or similar.
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a Microsoft Office Professional Plus 2013

Installation Options | File Location | User Information |

Customize how Microsoft Office programs run

=] |.’: < | Microsoft Office
4+ | Microsoft Access
& = | Microsoft Excel
4% ~ | Microsoft InfoPath

X~ | Microsoft Lync

& ~ | Microsoft OneNote
XA = | Microsoft Outlook
=

T | Microsoft PowerPoint

7]
D

X
1

- Microsoft Publisher
%+ | Microsoft SkyDrive Pro

X~ | Microsoft Visio Viewer
= - 050 ord

& T | Office Shared Features

[>

W

Create and edit professional-looking documents such as
letters, papers, reports, and booklets by using Microsoft Word.

Total space required on drive: 2.26 GB
Space available on drive: 43.07 GB

Install Now

EVERYONE

Print

If you customize the installation, make sure that Fonts and Additional TrueType Fonts under
Office Shared Features are installed, for broadest font support. And make sure that Visual Basic

for Applications is also installed.

=3 ~ | Converters and Filters

= Digital Certificate for VBA Projects
= Fonts

)

|.':, '| Additional TrueType Fonts

& | == Thternational SUppom

=3 ~ | Microsoft Office Download Control

& ~ | Microsoft Office Themes

A== - =13 Fim o T, le

i

[ Web Ihemes

13.1.2 Open Microsoft Word

After installation it is necessary to open Microsoft Word, as it shows a dialog which will otherwise

prevent printing.
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i/t‘;:l H 9 TR crosoft Word ]
il

Home | Insert Page Layout References Mailings Review View
= 4 - A o IES] i=~ = - a=r|[= =[BT o A Find -
B o G (R u - A N2 E- = E E[ 2] | azebcenc| asBbeede AaBbCH - % . repiace
E 8
G ) 10 B P Y /e come o the 2007 Micrasoft Dffice system: 21 = E&TZ?-’ 3 Select -
Clipboard = Fo . . Eﬂ.,: || Editing
Privacy Options am
Ca
Get online Help
[ {Search Microsoft Office Online for Help content when I' to the Internet,
‘When you search for Help content, Office can download that content from Microsoft Office
Online.
Keep your system running
r afile periodically that hels i problems
Office can download a file that helps track and solve crashes, hangs and system failures,
Downloading this file enables tools to solve major issues with Office installation.
Make Office better
™ Sign up for the Customer Experience Improvement Program
Office can collect anonymous statistics about stability problems, system configuration, and
features you use mast frequently. This information is sent to Microsoft to help us improve
Office.
Read our privacy statement L=ii=
Uncheck all Privacy Options.
:/'.;!glﬂ,"'u:‘ o )* Document - Microsoft Word =
_) Home Insert Page Layout References Mailings Review View
= & - - sy e e T Ik Al T %Fiﬂd T
B || n A 8 = s =l [E R | sasbcene| asbceoe AaBbC — % & Replace
5 e
G5 ) 15 B il | IR Sl welcome to the 2007 Microsoft Dffice system 2l = gt";‘;‘;!lf s select~
Clipboard & Fo \ . D.,: 5| Editing
Sign up for Microsoft Update FH

Ca

Use Microsoft Update to help keep Office secure and up to date

Microsoft Update offers security and other important updates for Microsoft Windows and other
Microsoft products, induding Office. Updates will be delivered automatically when they are
available for download. To change this setting later, in the Control Panel, double-click System, and
then dlick the Automatic Updates tab.

[ @ " Download and install updates from Microsoft Update when available (recommended)
'
b

& & Jdontwantto use Miosoft Update

See the Microsoft Update FAQ

Microsoft Update Privacy Statement < Back

To avoid Office restarting and doing server reboots on its own, disable automatic update service.

Now exit and reopen Word. If Word opens to a blank page, you have completed the Office
installation.

For any issues with Microsoft Office conversion, refer to the troubleshooting section, at
the end of this guide, for step-by-step troubleshooting tips.

13.2 Install OpenOffice 3.x

Installing OpenOffice is optional, it is only needed if OpenOffice should do the conversion and
printing of OpenOffice documents (odt, ods and odp).

13.2.1 Installing OpenOffice 3.3.0

It is recommended to install the standard version of OpenOffice which includes JRE (Java Runtime
Engine). Filename of downloaded installer file is for example: 000_3.4.0_Win_x86_install-
wJRE_en-US.exe. Make sure the installation is done as a local administrator user.
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During installation, choose Custom setup type.

{iZ Open0ffice.org 3.2 - Installation Wizard E x|
Setup Type -
—
Choose the setup type that best suits your needs. OpenOfficeog
Please select a setup type.
" Complete

i All program Features will be installed. (Requires the most disk
|r : space.)

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

Opendffice,org 3.2

< Back I Mext = I Cancel

Under OpenOffice Program Modules, select to install only Writer, Calc and Impress.

{iZ Open0ffice.org 3.2 - Installation Wizard E x|
Custom Setup -
—

Select the program features you want installed. OpenOfficeog

Click on an icon in the list below ko change how a feature is installed.

[~ Feature Description:

List of all installable
OpenOffice.org modules.

odules
=3 ~ | OpenOffice.org Writer
=) ~ | OpenOffice.org Calc
OpenOffice.org Draw
OpenOffice.org Impress

OpenOffice.org Base This feature requires OKE on

' OpenOffice.org Math V“B'; h?:[l d &i“"el' IE lllasr?r'\euf 6
- - subfeatures selected.

=3+ Optional Components subfeatures require 17MB on
your hard drive.

Install to:
C:\Program Files), Change... I

Opendffice,org 3.2

Help | Space | < Back I Mext = I Cancel |

Under Optional Components scroll to the bottom and for the component Quickstarter, choose
This feature will not be available, so the Quickstarter is not installed.

EveryonePrint Installation and Configuration Guide 2022.11.11 Page 150 of 225



N
@

{5 Open0ffice.org 3.2 - Installation Wizard X|
Custom Setup -
— =
Select the program Features you want installed. OpenOfficecrg
Click on an icon in the list below to change how a feature is installed.
®SLT Sample Filters :I ~Feature D'r:scrratrorr:
Legacy Fikers Loads basic components on
g i system stark ko accelerate start
Python-UNO Bridge up time of OpenOffice.org 3.2.
Online Update
Mobile Device Filters
ActiveX Contral This feature requires OKE on
Windows Explorer Extension your hard drive.
Quickstarter =
This Feature will be installed on local hard drive.

This feature, and all subfeatures, will be installed on local hard drive.

X This feature will not be available.

Opendffice.org 3.2

Help Space < Back I Mext = I Cancel

Continue the rest of the installation with default settings.

EVERYONE
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These are installed with the standard installation. Other OpenOffice programs are not supported

and therefore not needed, but can be installed.

13.2.2 Open Writer

After installation it is necessary to open OpenOffice Writer, as a dialog is shown on first launch,

which will otherwise prevent proper conversion.

&+ Welcome to OpenOffice.org 3.2 ' = |D|£[

Steps Online Update

1. Welcome OpenOffice.org searches automatically at regular intervals for new versions.
In doing s0 online update does not transfer personal data.

2. User name As 500N as a new version is available, you will be notified.

3. Online Update ¥ou can configure this feature at Tools | Options... [ OpenCffice.org | Online

4, Registration

<< Back ” Mext > I Finish ] Cancel I

During the setup wizard, uncheck the option Check for updates automatically and choose to not

register.
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&+ Welcome to OpenOffice.org 3.2 = = |D|£[

Steps DOpenDffice.org Registration

1. Welcome You now have the oppartunity to support and contribute to the Fastest growing
open source community in the world,

2. User name
Help us prove that OpenOffice.org has already gained significant market share

3. Online Update by registering.

Registering is voluntary and without obligation.
I weant to register now

(" Iwant to register later

Oh i

‘We hope you enjoy working with OpenOffice.org.
To exit the wizard, click 'Finish'.

<< Back | Mext 3 | Finish I Cancel I

EVERYONE
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Now open and close OpenOffice. Then re-open OpenOffice Writer and the following dialog will

show.

OpenOffice.org Improvement Program E i 1]

Improvement Program

We invite you to join our OpenOffice.org Improvement Program to help
optimize the quality of OpenOffice.org.

If ywou are willing to participate, we will collect anonymous statistics about how
vou use OpenOffice.org. The data is used to identify usage patterns.

The OpenOffice.org Improvement Program will not collect any personal data,
or document content,

" ¥es, I am willing ko participate in the OpenOffice.org Improvement Program
(% 1o, T do not wish to participate:

©

Choose No, | do not wish to participate and click OK, and OpenOffice will open. Close and the

installation of OpenOffice is complete.
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14. EveryonePrint clustering for high-availability and

high scalability

With the EveryonePrint clustering features, it's possible to configure EveryonePrint for enterprise

scalability through load balancing, multi-server deployments and high-availability through
failover and redundancy.

The cluster configuration options are many, some typical configuration would be:

1. High availability redundancy with multiple servers in failover cluster

External failover clustering
(Windows clustering or similar)

: Primary server N Primary server )

(active node) (passive node)

Web and Print Web and Print
Services Services
Database Database
senvice service

\ h N vy /
Shared storage
(NAS, NFS, SMB or similar)
Primary server Database

config data folder Spool folder

Primary servers in a failover cluster configuration, with 1 active primary server and any
number of passive standby server node(s) in case the active fails.

2. High scalability with many additional servers for load balancing and job processing

- Primary server ) Secondary server(s)
Web and Print Web and Print
Services Services

Database

N
service L f
. vy /
Shared stnra?‘/
(NAS, NFS, SMB or simplar)

Spool folder

A single primary server and any number of additional secondary servers for load balancing
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3. High availability and high scalability combining both failover clustering and load balancing.

|

External load balancer (optional)
(NLB, Zeus, F5 ar similar)

-

\\

External failover clustering v
(Windows clustering or similar)
Secondary server(s)
'/ Primary server \ '/— Primary server \
(active node) (passive node)
Web and Print
Services
Web and Print Web and Print
Services Services
Database Database
service service
/\\ J /
Shared storage
(NAS, NFS, SMB or similar)
Primary server Database
config data folder Spool folder

A configuration for highest availability and redundancy, and highest scalability for very large
job processing, with multiple primary servers in a failover cluster and multiple secondary
servers for scalability behind a load balancer.

The configuration possibilities with high availability and scalability are endless, and these

examples and guides are for common configurations only. For the best configuration for a
particular project, please contact your EveryonePrint specialist for guidance and
recommendation.

14.1

Cluster Servers Overview

When an EveryonePrint server starts up and connects to the EveryonePrint database, it will
register itself in the EveryonePrint system.

Server name

LONDONI
LONDONZ
ASIAL
LONDON3Z
LONDON4
MAILT

NEWYORK1

Description

Server 1 in fallovercluster A
Server 2 in failovercluster A
Secondary server in remote region
Additional server for load balancin
Additional server for load balancin
Dedicated server to just download

Secondary server in remote region

g L
4] L

ing emails .

Address
192.168.0.11

192_.168.0.12
192_168.0.16
192_.168.0.13
192_.168.0.14
192_168.0.15

192.168.0.10

Configuration

primary shared
primary shared

secondary local

secondary shared

secondary shared

secondary local

secondary local

O000Q0O0OC
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Servers are continually checked for status. If a server fails, an alert is shown in the view and a
notification email is sent to the administrator notification email address, if configured.

ASIAT Secondary server in remote region e 192 168.0.16 secondary local @ o

'y ERROR! Timeout connecting to remote server, check logs for details

Clicking the address of the server, will open a new browser window with the destination servers
administration interface.

14.1.1 Server Types

There are 2 types of servers:

Primary Servers - Primary servers run all the EveryonePrint Web, Print and Database services, and
manages overall internal processes as well as licensing when using Enterprise licenses. A single
EveryonePrint server installation will always run as a primary server.

IMPORTANT! There must only be 1 active primary server in a cluster configuration, as the
primary server run essential database and management tasks.

Secondary Servers - Secondary servers run the EveryonePrint Web and Print services, and are
designed to be additional servers for load balancing, additional job processing and printing, or
additional servers configured for specific roles, such as servers dedicated to downloading emails
and similar.

Google Cloud Print services run only from the Primary server.
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14.1.2 Configuration types

An EveryonePrint server in a cluster configuration can use either its own configuration, or it can
use a configuration shared by multiple servers.

Local configuration

Server Dezcription: |Dedicated server to just dowenloading ermails

The server MAIL1 is a:

o Primary server 6

® cecondary server (7]

With itz configuration stored:

()] Locally on MAILT server only

(O) Shared on remote path:

A local configuration means the server uses its own configuration stored locally on the server. It
will use printers from the central system database, but all other settings, such as email or
authentication configuration, are set locally. This is useful in cluster configuration, if adding
additional secondary servers which perform a dedicated role, such as downloading email from a
mail server.

Shared configuration

Server Description: |Sener 1 in failovercluster A

The server LONDONT is a:
® Primary server e

With itz configuration stored:
) Locally on LONDONT server only

® Shared on remote path: |lisharedstorageimobileprintcluster

A shared configuration means that the configuration is stored in a shared location such as a
network file share or similar, and shared between multiple servers. Configuration can be set
from any of the shared servers, using that same shared configuration.

In a cluster configuration with many servers with different roles, different groups of servers can
share different configurations, for example, a group of secondary servers dedicated to job
processing can share their own specific configuration.

Server Description: |Additional server far load halancing
The server LONDONZ is a:
O Primary server @
® Secondary server (5]
With its configuration stored:
() Locally on LONDON3 server only

® Shared on remate path: Msharedstoragelsecondaryservers
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14.2 Prerequisites for a cluster configuration

For a successful EveryonePrint cluster configuration, all servers in the cluster must have stable
and fast network connections.

High speed network, such as 1 Gigabit Ethernet
Highly available shared storage, such as NAS or SAN
e Firewall ports open for servers:

o Primary server type:

=  HTTP tcp port (default): 7290 or
= HTTPS tcp port (default): 9443
= Database server port 7291
o Secondary server type:
= HTTP tcp port (default): 7290 or
= HTTPS tcp port (default): 9443

Secondary servers connect to the primary server for job information, licensing validation and
similar. The primary server connect to the secondary server for regular status checks.

From secondary to primary:
HTTP TCP ports (default): 7290 0r
HTTPS TCP port (default): 9443
Database server TCP port: 7291

X ‘——’//_\ h
s NS
°
o
N - 5 . s
S \—// NS
Primary From primary to secondary: Secondary
server HTTP TCP ports (default): 7290 or server

HTTPS TCP port (default): 9443

14.3 Configuring a primary server

A primary server in a cluster configuration is a standard EveryonePrint server, running all the
usual EveryonePrint Web, Print and Database services. An existing single EveryonePrint can
automatically be a primary server for other secondary servers in a cluster configuration.

Install a primary server simply by running the EveryonePrint installer, and choose to install Server
as part of a cluster configuration.

Installation type
Select type of installation

This server installation is a

" Single server installation

¥ Server as part of a duster configuration {failover load-balancing or similar);
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And then This server will run the database service.

Installation type
‘fou have selected to install this server in a duster configuration

Choose if this server will run the database service or connect to an existing database

I % This server will run the database service! I

™ This server will connect to an existing database

Existing database server IP fhostname: I
Port {default 7251); I;;._: 1

This will install a server with the standard Web, Print and Database services, as a standard single
EveryonePrint server.

14.3.1 Open firewall on primary server

Since secondary servers will communicate with the database running on the primary server,
ensure that any firewalls allow incoming traffic on default database TCP port 7291.

EveryonePrint includes a command line script for easily configuring the Windows firewall on the
server.

The script is located in the tools sub folder of the EveryonePrint installation folder, typically
C:\Program Files (x86)\EveryonePrint\tools

Run this cmd line script as Administrator.

- )v | + Computer = Local Disk (C:) -~ Program Files (x86) = EveryonePrint - tools - @

Organize ~ Open Print  Mew folder

) Favorites MName ~ Date modified Type Size |
B Deskiop Open Windovgiammrie 6/11/20153:32AM  Windows Command ...
4 Downloads

. Edit
15l RecentPlaces

T

1@ Run as administrator

.,.g_Libraries SyDriv=Ero >
j Documents Troubleshoot compatibility
GI'. Music Restore previous versions

Pictun
E‘ icures Send to L4

Choose option 1 to open ports for server.
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Firewall ports for services
ports for Server

ports for Driver print

ports for Mohile Gateway

éelect an option to use [1.2.3_¥17_

This will create the necessary rules in the local Windows firewall.

14.3.2 Configure shared spool

Aside from the normal configuration of EveryonePrint, such as creating and adding print queues
to EveryonePrint, it’s necessary to configure the spool directory where EveryonePrint stores files
that have been received from users, are being processed and stored until printing.

Open the EveryonePrint Administrators interface and go to General Settings. Under Application
Settings change the Application spool folder to a highly available shared storage, accessible by
all servers in the cluster.

Application spool folder: [Visharedstorageimaobileprintizpoal

Important: Changing spool folder will NOT move any pending files presently in spool

This must be entered as a full path to the directory, either a network share UNC path, eg
\\fileserver\spool or a local mapped drive and folder, eg. x:\spool.

Confirm that the user account under which the EveryonePrint Web service is running has read
and write rights to the shared path.

14.4 Configuring additional secondary servers

Secondary servers run the EveryonePrint Web and Print services, and are designed to be
additional servers for load balancing, additional job processing and printing, or additional
servers configured for specific roles, such as servers dedicated to downloading emails and
similar.

Install a secondary server simply by running the EveryonePrint installer, and choose to install
Server as part of a cluster configuration.
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Installation type
Select type of installation

This server installation is a

" Single server installation

¥ Server as part of a duster configuration {failover load-balancing or similar);

Then choose This server will connect to an existing database and enter the server IP/hostname

of the primary server or primary server failover cluster IP address.

Installation type
You have selected to install this server in a duster configuration

Choose if this server will run the database service or connect to an existing database

{” This server will run the database service

{*" This server will connect to an existing database

AN

Existing database server IP/hostname: |192, 168.0.116
Part (default 7291): |?291

When clicking Next a connection is attempted to the database service, which may take a few

seconds.

Choose if this server will run the database service or connect to an existing database

= This server will run the database service

¢ Setup x|

3 | A connection could not be established to the database spedfied
" on 192.168.0.117:7291. Want to change address and port?

If a connection cannot be made and an error is shown, it is possible to either go back and
change the parameters or continuing. However, the secondary EveryonePrint server will not

function without a working connection to the primary database.

14.4.1 Configure shared spool

After installation, open the EveryonePrint Administrators interface on the secondary server, and
go to General Settings. Under Application Settings change the Application spool folder to the

same shared storage, as the primary server.
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Important: Changing spool folder will NOT move any pending files presently in spool

Application spool folder: [\sharedstorageimobileprintispocl

Confirm that the user account under which the EveryonePrint Web service is running has read
and write rights to the shared path.

14.4.2 Modify secondary servers cluster configuration

In the EveryonePrint Admin to go Clustering and choose to edit the new servers entry.
QOFFICEZ010 127.0.0.1 secondary local ﬂ

Enter the secondary servers hostname or IP address and port on the network, so other servers in
the cluster can communicate with the server. For your own reference, enter a server description
as well.

Modify Clustering Server

The server OFFICE2010 address on the network (for communication between servers):
- == =il =

Host: |1E|2.1'38.E|.159 Port: |9443 Use S5L

Verify that the hostname/IP address and port is accessible from all servers.

Server Description: I.ﬁ.n additional server for job processing
Ad istrator: C:\Windows\system32\cmd.exe

C:sUserssAdministratorsDesktopripconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix
Link-local IPuv6 Address . . .
IPv4 Address. . . . . .
Subnet Mazk . . . .
Default Gateway . .

P-2812HNU-F1
TEOW. -0030-2725 :7hab:h381x12
192.168.0.169

192 .168.8.1

Choose whether the seondary servers configuration is local to the server, or if it should use a
shared configuration.

[

Secondary server @

With its configuration stored:
& Locally on OFFICE2010 server only

' Shared on remate ::nath:l

Specify the parent server, as a specific primary server if there are no failover cluster
configuration or external load balancers included in the configuration.

Specify parent server:
% Shecific parent server:
Parent server: | LONDON1 (192.168.0.11) =]

Or specify the parent server, if the primary server is behind a central failover cluster IP
address/hostname or an external load balancer.
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% Server address (relevant if using an external clustering/load balancing configuration)
Parent server cluster hostname/IP: |192.158.U.1‘1E Part: |94-=1-3 Use ssL ™

14.4.3 Replicate printers from primary

Printers that exist on the primary server, must be replicated to the secondary server.

See the section 14.7 Replicate printers across all servers for more information about replicating
printers.
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14.5 Installing EveryonePrint in a Windows failover cluster

For high availability and redundancy, EveryonePrint can be installed in a Windows active/passive
failover cluster, using Windows clustering services.

External failover clustering
(Windows clustering or similar)

: Primary server N Primary server )

(active node) (passive node)

Web and Print Web and Print
Services Services
Database Database
senvice service

\ h N vy /
Shared storage
(NAS, NFS, SMB or similar)
Primary server Database

config data folder Spool folder

This guide does not cover the core setup and configuration of a Windows cluster, as

comprehensive literature already exist on the subject, but assumes that Windows clustering
services have been successfully installed.

14.5.1 Validate cluster

Begin by validating the cluster.

File Action View Help

es zEH
& Failover Cluster Manager Cluster Cluster0d1.lab2.local

4 [E4 Clusterd1.labZ local
.} Roles ’Jﬂ' Summary of Cluster Cluster01

& Nodes Cluster01 has 0 dustered roles and 2 nodes.
b L“] ;tztf\igek Name: ClusterD1lab2 local
= orks

: Current Host Server: WIN2012R2-01

Cluster Events )

Recent Cluster Events: MNone in the last 24 hours
Witness: Mone

~  Configure

Caonfigure high availability for & specific clustered role, add one or more servers (nodes). or copy roles from
22 Corfigu Bdle
B8 Validate Cluster...

‘5 Copy Cluster Roles. ..

@ Cluster-Aware Updating...

Choose to run all tests.
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& Validate a Configuration Wizard -
ﬁ Testing Options
& [
Before *fou Begin Choose between running all tests or unning selected tests.
The tests examine the Cluster Configuration, Hyper-V Corfiguration, Inventory, Networl, Storage, and
Review Storage System Configuration.
L Microsoft supports a cluster solution only if the complete configuration (servers, network, and storage) can
Corfirmation pass all tests in this wizard. In addition, all hardware components in the cluster solution must be "Certified
- for Windows Server 2012 R2."
Validating
Summary

® Run all tests {recommended)

() Run only tests | select

Include all cluster storage devices in the validation tests.

# Validate a Configuration Wizard -

ﬁ Review Storage Status
i E

Before *fou Begin fou can select additional storage to validate from the list below.
Testing Cptions Name Assigned To
Review Storage dﬂ Cluster Disk 1 Available Storage
Status

Confimnation

Validating

The tests must complete successfully without errors for EveryonePrint to run successfully in a
failover cluster configuration.

Before You Begin Testing has completed successfully. The configuration appears to be suitable for clustering.

_ _ lf However, you should review the report because it may contain wamings which you should address
Testing Options == to attain the highest availability.
Feview Storage =
Status
Confirmation Node: WINZO12R2-01.lab2.local Validated
Validating Mode: WIN2012R2-02.lab2.local Validated

g
“"'Cluster Configuration

Name Result Description
. vl
List Cluster Core Groups _—T‘@j Success
List Cluster Network Information J:—.l b Success
_ v
List Cluster Resources _“_'Q' Success
List Cluster Volumes E&' Success v

To view the report created by the wizand, click View Report.
To close this wizard, click Finish. —
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14.5.2 Install EveryonePrint on first active node

EveryonePrint must be installed on the active node. To make sure that EveryonePrint is installed

on the active node, ensure that the current host is the current host owner.

o Administrator: Command Prompt =

s lssrettdninistrator . LAB2 >hostname

[p1nzo12Rs"

sUzersAdninistrator LAB2>

Failove

e

File Action Help

« | z[m]
7 Failover Cluster Maniger Cluster Cluster01.lab2.local

4 B4 Clusterd1.lab2.loca

5. Reles ‘4_'1'11 Summary of Cluster Cluster01
51 Nodes 82Y Clusied has 1 custered roles and 2 nades.
4l S.f.”’;,gi | Name: Clusier01ich2ocal Ne
E‘? P':Dlz Current Host Server- WIN2012R2-01 St
%2 Networks Recent Cluster Events: MNone in the last 24 hours
Cluster Events Witness: Hone

~  Configure

Confirm that the current active node has access to all relevant cluster disk storage.

= Failover Cluster Manager

Eile Action View Help

&= = HE

f‘ﬁ_'fl Failover Cluster Manager
4 B8 ClusterD1.lab2local
__““ Roles
jj Modes MName Status Assigned To Cwner Node Digk Number

Ci

4 [ Storage i =2 Cluster Disk 1 (#) Orline fileclusterl1 WIN2012R2-01 1

4 Disks
@ Pools

3 Metworks

Now run the installer, choosing any local directory on the server. Next choose Server as part of a

cluster configuration.

Installation type
Select type of installation r

This server installation is a
o ) T

(®) Server as part of a duster configuration (failoverload-balancing or similar);

Then choose that this server will run the database service.
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Installation type
You have selected to install this server in a duster configuration

connect to an existing database

(®) Thiz server will run the database service!

() This server will connect to an existing database

Existing database server IP fhostname:

Port (default 7291): 7291

14.5.3 Change service logon accounts

After installer finishes, open the Windows services and change the logon account of the
EveryonePrint Web service and the EveryonePrint Data service, not the EveryonePrint Print Service,
the EveryonePrint Print Service must always run as localsystem.

The service logon account used must have full read/write rights to the shared cluster storage.

Services = = -

File Action View Help

e FlEc= HE » o np

£, Services (Local) MName - Description Status Startup Type Log On As ~
% Encrypting File System (EFS)  Provides th... Manual (Trig Local Systerm
% EveryonePrint Data service The data st... Automatic administrator@lab... I
©. EveryonePrint Print Service Automatic TR T2
% EveryonePrint Web service The Web se... Automatic I administrator@lab... I
“; Extensible Authentication P... The Extensi... Manual Local System

Restart services to confirm that the services can successfully start under the new accounts, then
stop all services (start and stop of services will be controlled by the cluster services).

Services == -

File Action View Help

e E 6= BHeE » oo

S Services (Local) MName - Description Status Startup Type Log On As ~
% Encrypting File System (EFS)  Provides thge #anual (Trig.. Local System
% EveryonePrint Data service The data sty. Aftomatic administrator@lab...
% EveryonePrint Print Service ARtomatic Local System
% EveryonePrint Web service The Web .. Aftomatic administrator@lab...
‘v Bxtensible Authentication P...  The Extensi... anual Local System
“5 Function Discovers Provide.. The FNPHO.. Manual | neal Service

14.5.4 Move database to shared storage

As the database will be run by any of the nodes in the cluster, the database must be placed in a
shared storage or cluster disk, accessible to all nodes in the failover cluster.

With services confirmed stopped, move the \data subfolder in the EveryonePrint installation
folder, by default C:\Program Files (x86)\EveryonePrint to the shared storage, eg
\\dc1\mobileprint in this example.
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L& =1 EveryonePrint niEn-| ]
Home share View Home Share View
:(—) - T| . » ThisPC » Local Disk (C:) » Program Files (x86) » EveryonePrint :(_:. - 4 ‘ 4 » Network » dci » mobileprint
0 Favorites fame Date mocfied Type [ Favorites e ) =
Bl Desktop . apps 151 Bl Desktop
& Downloads 151 & Downloads
=l Recent places . data 15 1 "=l Recent places
[:::::::::::] 151 E’
1% This PC eop 151 1 This PC
etc 151
€ Network ippspool 151 € Network
jre 151
. lib 151
. logs 151
. ntsny 151

Next in the folder \ntsrv under EveryonePrint open the file eopdata.conf in an editor such as

Notepad.
AN ntsrv
Home Share Wiew
:(-:l - 1T | . » ThisPC » Local Disk (C:) » Program Files (x86) » EveryonePrint » ntsrv
¢ Favorites MName Date modified Type
B Desktop —r 11/20/2014 10:54 ... CONF File
& Downloads || eopdata.conf 3/24/201511:15 AM - CONF File
=] Recent places — 11/20/2014 1:54 ... CONF File
|| eopweb.conf 10/30/201410:53 ... CONF File
"8 This PC lirense 10172000 17:27 ... Teut Nocument

Modify the following entry from:
wrapper.java.additional.1=-Dderby.system.home=../data

To the absolute path of the new location of the data folder, for example:
wrapper.java.additional.1=-Dderby.system.home=\\dc1\mobileprint\data

Or another shared cluster disk path, such as z:\mobileprint\data

i s Additioog Popomoione

wrapper.java.additional.l=-Dderby.system.home=\ \dcl\mobileprintidata
- 2 i H 1 M L tiiig E-i i' = o e v ]

wrapper.java.additional.3=-Dderby.storage.pagelacheSize=158800

wrapper.java.additional.d=-Dderby.ui.codeset=UTF8

# wrapper.java.additional.5=-Dderby.language.logStatementText=true

Save the file.

If the overall EveryonePrint cluster configuration is planned to include additional secondary role
servers, make sure that the firewall on the primary node has been configured to allow for
incoming connections on the database port 7291 (default). See section above on configuring
Windows firewall with a script.
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Repeat the above steps on all additional nodes:

A w N~

folder.

Run installer, choose server is part of cluster and that the server will run the database service
Change logon account on EveryonePrint Web and Database to the same service account

Stop all EveryonePrint services

Edit the ntsrv\eopdata.conf to have the EveryonePrint Data service use the shared \data

When all nodes have the EveryonePrint services installed, it’s time to configure the EveryonePrint
cluster resource in the Windows cluster services.

On the current cluster owner node, open Windows Failover Cluster manager, choose the cluster

and Configure Role.

File Action View Help
| &

-a_ég Failover Cluster Manager
4 B Clusterd1.lab2.local

Cluster Cluster01.lab2.local

@ Roles
3ﬁ Modes
[ L@ Storage
j_;‘l MNetworks
Cluster Events

1%y Summary of Cluster Cluster01

“4% Cluster1 has 0 dlustered roles and 2 nodes.
Name: Cluster(1.lab2local

Curmrent Host Server: WIN2012R2-01

Recent Cluster Events: None in the last 24 hours
Witness: None

~  Configure

¥4 Corfigure Role...
i Validate Cluster...
& Add Node...

i, Copy Cluster Roles...
? Cluster-fware Updating...

Choose to create a Generic Service.

a specific clustered role, add one or more servers (nodes). or copy roles from a cluster running !

&

Before You Begin
Select Service
Client Access Point
Select Storage

Replicate Reqistry
Settings

Corfirmation

Caonfigure High
Availability

Summary

High Availability Wizard

4°— Select Role
7

Select the role that you want to corfigure for high availability:

I

4 DFS Namespace Server ~
3 DHCP Server

;'-, Distributed Transaction Coordinator (DTC)
3 File Server

E:E'] Generic Application

———fmen =

@ Generic Service

é B

€5i5CS| Target Server v

Select the EveryonePrint Web service and click Next.

Description:

You can configure high availability for
some services that were not anginally
designed to run on a cluster. For more
information, see Configuring Generic
Applications, Scripts, and Services.
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Before You Begin
Select Role

Client Access Point
Select Storage

Replicate Registry
Settings

Corfimmation

Configure High
Awvailability

Summary

Select the service you want to use from the list:

v
¢

EVERYONE

Print

Mame
Encrypting File System (EFS)
EveryonePrint Data service

Description
Provides the care file encryption technology us...
The data storage for the EveryonePrint service

ce

—Edeusible 2uthenticstion Brotocal

The Web service forthe EveryonePrint service

JheDoenshle & thentication Brotocol (EAD S ]

Function Discovery Pravider Host
Function Discovery Resource Publication
Group Policy Client

Health Key and Certificate Management

The FDPHOST service hosts the Function Disc...
Publishes thiz computer and resources attache...
The service is responsible for applying settings ...
Provides ¥ 509 certificate and key managemen. ..

W

Enter a descriptive name for future reference, and the address for the EveryonePrint primary

cluster as it will be accessed by users and other secondary EveryonePrint servers.

@ Client Access Point

Before You Begin
Select Role

Select Service
Client Accass Point
Select Storage

Replicate Registry
Settings

Confirmation

Type the name that clients will use when accessing this clustered role:

Name:

| PrimaryCluster

The MetBIOS name is limited to 15 characters. One or more IPv4 addresses could not be configured
automatically. For each network to be used, make sure the network is selected, and then type an
address.

Metworks
1592.168.193.0/24

Configure High
Availability

Summary

Select any storage as needed for the cluster configuration.

@ Select Storage

Before You Begin
Select Fole

Select Service
Client Access Point

Select only the storage volumes that you want to assign to this clustered role.
*fou can assign additional storage to this clustered role after you complete this wizard.

Name Status

O = 5 Cluster Disk 1 (%) Orlline
Volume: {3) File System: MTFS
Volume: {Z) File System: MTFS

9.95 GB free of 10.00 GB
9.82 GBfree of 5.87 GB

Select Storage

Replicate Registry
Settings

Confirmation

Configure High
Awvailability

Summary
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Skip the section on Windows registry replication, as EveryonePrint does not store values in the
registry.

@ Summary

Before You Begin High availability was successfully corfigured for the rale.

Select Role

Select Service

Client Access Point Generic service

Select Storage

Replicate Reqistry i . .
Settings Service: EveryonePrint Web service (EOPWeb)

Network Name: PrimaryClusterl
ou: CMN=Computers,DC=lab2,DC=local
Cortfigurs High IP Address: 192.168.193.75

Availabili )
valabiity P eters: -s "C:\Program Files (x86)
Summary arameters: \EveryonePrint\ntsrv\eopweb.conf"

Corfirmation

Ta view the report created by the wizard, click View Report.
To cloge this wizard, click Finish.

With the cluster resource created and first service added, it’s time to add the two other services,
EveryonePrint Data and EveryonePrint Print Services, to the cluster resource.

Under the Roles section, right-click the cluster resource, choose Add Resource and Generic
Service.

==

File Action View Help

e &
E Failover Cluster Manager
4 B ClusterD1.lab2ocal E—
% Roles
:% Modes Mame Status Type Cwner Node Priority Infor
b Iy Storage s PrmaryCluster! | 7% | it Role WIN2012R2-02 Medium
.Ei MNetworks ‘@
Cluster Events i Higp el
Maove r
@ Change Startup Pricrity 3
g Information Details...
Show Critical Events
& Add Storage
|§E‘ Add Resource ’ Client Access Point
Maore Actions » Generic Application
e Socot
x Remaove |
| Generic Service
FEiLs More Resources [z

Select the EveryonePrint Data service
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Select Service

Select the service you want to use from the list:

Corfirmation

Corfigure Generic MName Description -~

Service Distributed Link Tracking Client Mairtains links between NTFS files within a co...
DNS Cliert The DNS Cliert service {dnscache) caches Do...

Summar"‘l H il } im? il Al FAl m & Ly 1 '
EveryonePrint Data service The data storage forthe EveryonePrint service
EveryonePnnt Fint service
Extensible Authentication Protocol The Bxtensible Authentication Protocol (EAP) s...
Function Discovery Provider Host The FDPHOST service hosts the Function Disc...
Function Discovery Resource Publication Publishes this computer and resources attache...
Group Policy Client The service ig responsible for applying settings ... |+

Repeat for the EveryonePrint Print Service, and confirm that all services have been added by
selecting the cluster group and viewing the resources, and bring all services online.

v % PrimaryCluster1
MName Status Irformation
Roles
&=}, EveryonePrint Data service @ Online
\=,, EveryonePrint Prirt Service @ Oriline
=}, EveryonePrint Web service @ Crnline
Server Name

= % Name: PrimaryCluster1 (#) Online
j‘," IP Address: 192.168.193.75 @ Cnline

The EveryonePrint Web interface should now be accessible on the cluster IP address. If not
accessible, confirm that there are no firewalls blocking access on the current active node,
otherwise check logs on the active node.

14.5.5 Modify primary cluster nodes configuration

Next it’s necessary to configure the primary nodes to share the same configuration, so when the
active node changes, everything remains the same.

Confirm the current active node and go to EveryonePrint Admin interface and Clustering section,
and click to edit the current active node.

Server name Description Address Configuration
WINZ2012R2-01 s 127001 primary local @ ﬂl
WIN2012R2-02 e 127.0.01 secondary local ﬂ;‘»} [ %]

Enter the cluster IP address under Host, a description and choose to store configuration in a
location accessible by all nodes in the cluster. This shared location can either be a network
share, or a cluster disk which moves with the active node.
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The server WIN2012R2-01 address on the network (for communication between servers):
Host: |1892168.183.75 Port: |7280 Use ssL [
Verify that the hostname [IP address and port is accessible from all servers._
Server Description: |Mode 1 in PrimanyCluster(1
The server WIN20T12R2-01 is a:
® Primary server e

With its configuration stored:
) Locally on WIN2012R2-01 server only

@) Shared on remote path: Wdctimaohileprin

Repeat for all other primary cluster nodes.

Server name Description Address Configuration
WINZO12R2-01 Mode 1 in PrimaryCluster(1 s 192.168.193.75 primary shared {9} [ X
WIN2012R2-02 e 127.0.01 secondary local @ [ %]

Write the cluster host, description, choose it’s a Primary server and to use the same shared
configuration.

The server WIN2012R2-02 address on the network (for communication between servers):
Host: [192.168.193.75 Port: |7290 Use ssL[]
Verify that the hostname [IP address and port is accessible from all servers.
Server Description: |Mode 2 in PrimaryZlusterdl
The server WIN2012R2-02 is a:
® Primary server (7]
With its configuration stored:
) Locally on WIN2O12R2-02 server only

® Shared on remote path: Wdctimohileprint

Save changes.

When returning to the list, a warning will be shown saying that only 1 primary server can run at
the same time. With the failover configuration in place, Windows will start and stop services as
necessary, so there exist only 1 active node.

14.5.6 Change the primary servers spool folder

It's important that the spool directory of EveryonePrint, where print jobs are held while being
processed, awaiting release etc, is located in a shared storage, such as network share or cluster
disk volume that moves with the active node.

Create a dedicated folder, such as \\dc1\mobileprint\spool and then go to General Settings.
Under Application Settings change the Application spool folder to the shared storage.

Application spool folder: | Wdctimohileprintispoal

Important: Changing spool folder will NOT move any pending files presently in spool
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Confirm that the user account under which the EveryonePrint Web service is running has read
and write rights to the shared path.

The cluster configuration is now complete. It is strongly recommended to thoroughly test
failover, by simulating failures and changing the active node several times, confirming in
between each switch, that EveryonePrint is functioning correctly.

Name Status Type Owner Node Priority Information
(% PrimaryCluster? .;E;. Runnina Generr Sendire WINZ012R2-01 Medium

ol
& | Stop Role

|_":‘.‘;I Mave b EB | Rect Do sible Mode

= Bl

(%) | Change Startup Priority £ | Select Node..

Show Critical Events

IMPORTANT! Make sure that all printers created on the active primary server are replicated
across all nodes in failover cluster, or printing will fail, when nodes failover.

14.6 Adding external load balancer for high front-end scalability

EveryonePrint clusters can be combined with external load balancing, to achieve very high
scalability and redundancy.

External load balancer (optional)
(NLB, Zeus, F5 or similar)
External failover clustering v
(Windows clustering or similar)
Secondary server(s)
e Primary server N Primary server N
(active node) (passive node)
Web and Print
Services
Web and Print Web and Print
Services Services
Database Database
service service
= A\ .
Shared storage
(NAS, NFS, SMB or similar)
Primary server Database
config data folder Spoal folder

Use an external load balancer, when many users will access the front-end interfaces, such as

Web Print, Driver Print or Mobile Print, to balance the requests between many servers behind the
load balancer.
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Configure primary and secondary servers as needed, as described above, then add an external
load balancer, such as F5 (https://f5.com) or Zen (http://www.zenloadbalancer.com) which be

either a physical appliance or a software based load balancer, or Windows NLB
(https://technet.microsoft.com/library/hh831698.aspx).

The configuration possibilities with high availability and scalability are endless, and these
examples and guides are for common configurations only. For the best configuration for a
particular project, please contact your EveryonePrint specialist for guidance and
recommendation.

14.7 Replicate printers across all servers

Since any server in a cluster configuration can be sending print jobs to printers, all servers are
required to have all print queues installed.

In many cases, customers using a single “follow me” print queue, this is trivial, since there has to
be only a single print queue on each server. But for customers with thousands of printers, it’s

impractical to manually create and manage print queues across servers.

Fortunately, it’s very simple to script print replication across many servers using the Windows
Print Migration tools.

14.7.1 Using Windows Print Migration Printbrm.exe command-line tool

The Windows print migration tool, printbrm.exe, is an excellent tool for replicating printers
across multiple servers.

For detailed information about print migration on Windows servers, see:

https://technet.microsoft.com/en-us/library/cc722360.aspx

https://technet.microsoft.com/en-us/library/jj134237.aspx

The migration tool is included in the Print Management Windows tools that come with the Print
Server role service on Windows servers.

For Print Migration to work using printbrm.exe, at least 1 printer must be created and shared on
all servers involved in replication.

Begin by adding the Print and Document Services Role on all servers.
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Select server roles

Befcre You Begin

Installation Type

Print and Document Servi...

Role Services

Confirmation

Add Roles and Features Wizard

Select one or more roles to install on the selected server.

Roles

==

DESTIMATION SERVER
WIN2012R2-01.1ab2.local

Description

[ Application Server

[] DHCP Senver

[] DNS Server

[] Fax Server

[®] File and Storage Services (2 of 12 installed)
[ Hyper-v

—

IXTP . -

Print and Document Serviced
™

| Remote Rccess

[] Remote Desktop Services

[ Volume Activation Services

Only the Print Server role service is required.

Print and Document Services
enables you to centralize print server
and network printer management
tasks, With this role, you can also
receive scanned documents from
network scanners and route the
documents to a shared network
resource, Windows SharePoint
Services site, or e-mail addresses.

Select role services

Before You Begin

Add Roles and Features Wizard

Select the role services to install for Print and Document Services

BE |

DESTIMATIOM SERVER
WIN2012R2-01.1ab2 Jocal

Description

Print and Document Servi...

Role Services

Confirmation

Installation Type Role services
Server Selection —
yis e e oorver

[[] Internet Printing
[] LPD Service

Print Server includes the Print
Management snap-in, which is use
for managing multiple printers or
print servers and migrating printers
to and from other Windows print
servers.

Create at least 1 print queue on all servers and share this queue, even if it’'s a dummy queue.
Choose to not publish the shared printer in the domain directory, to avoid users printing to the

queue directly.

With the Print Management tools installed, we can replicate printers. First open a command
prompt as administrator, as a user with administrative rights on source and destination server on
the source server, containing all the printers to replicate.

Backup the printers using the command line:

Printbrm.exe -b -s \\servername -f printers.printerexport
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n.prin?erexpurt ;
PTHC IR e e
arget server: \\u1n2812r2 a1

arget file path: C:itemp“printers.printerexport.
Queue publish mode: none

Overwurite mode: keep existing settings

[LISTING PRINT QUEUES
0l icio MP C4%81A PCL 6
[HONICA MINOLTA C554%eriesPCL
Herox A4 Office PCL6 Color Class Driver U1.2
[LISTIMNG PRINTER DRIVERS

4

E:\temp)c:\l-!:i.nl:luus\System32\spuo 1stoolssprintherm -b -5 “S\winZ2@12r2-61 —f pPintEPE

flerox A4 OFfice PCL6 Color Class Driver U1l.2, Windows w64, MNone
RICOH Aficio MP C4581A PCL 6. Windows x64,. RICOH Language Monitor2

KONICA MIMOLTA C5548eriesPCL. Windows x64. C5545eriesPCL Language Monitor

P Qutput Gateway PE, Windows x64,. None
P Output Gateway, Windows x64. Mone

icrosoft enhanced Point and Print compatibhility driver. Windows x64. Mone
icrosoft enhanced Point and Print compatibility driver,. Windows

[LISTING PRINT PROCESSORS

KOAYTJ_P Windows x64 KOAYTJ_P.dl1ll
puinprn Windows x64 TPWinPrn.dll
[LISTING PRINTER PORTS
192_168.193.2, TCP

[Faving Print Queuwes...
Baved print guewe RICOH Aficio MP C4581Aa PCL &
Laved pPint queue KONICA MINOLTA C554%5eriesPCL
Baved print gqueue Xerox A4 Office PCL6 Color Class Driver Ui
Gaving Print Processors...
Laved print processor KOAYTJ_P,. Windows xb64, KOAYTJ_FP.dll
Gaved print processor tpwinprn. Windows x64,. TPWinPrn.dll
Caving Printer Drivers...

printer driver Herox A4 Office PCL6 Color Class Driver

.2

Ui1.2,. Windows x64.

printer driver RICOH Aficio MP C4581A PCL 6. Windows x64, 3
printer driver KOMICA MINOLTA C5545eriesPCL,. YWindows x64,. 3

printer driver TP Output Gateway PS8, Windows x64.
printer driver TP Output Gateway. Windows x64.

printer driver Microsoft enhanced Point and Print compatibility driver, Wi

x64,. 3

printer driver Microsoft enhanced Point and Print compatibility driver,. Wi

NT x=BG6. 3
Baving Pr1nter Ports...
Laved printer port 192 _168.193.2, TCP
188:

Buccessfully finished operation.

NI x86. Mone

EVERYONE

Print

Now in the same command line window, run the command to restore the backup file to the new

destination server.

Printbrm.exe -r -s \\newserver -f printers.printerexport
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sstemprCisHindowssSystem32sspoolstoolshprintherm —» —s “swin2812r2-82 —f printer
-printerexport

Dperation mode: restore

larget seruver: “\winzZWlLprZ-WZ

arget file path: C:\temph\printers.printerexport.
Quewe publish mode: none

Ouerwrite mode: keep existing settings

Queue ACL mode: restore ACLs from backup

LISTING PRINT QUEUES
ici c4501n PCL 6
C5548eriesPCL

Windows x64. Hone
Windows x64. Hone

KONICA MINOLTA C5548eriesPCL, Windows x64. MNone

P Qutput Gateway PS5, Windows x64. Mone

P Output Gateway, Windows xb4, MNone

icrosoft enhanced Point and Print compatibility driver. Windows x64,. Hone
icrosoft enhanced Point and Print compatibility driver, Windows NI x86. Mone
LISTIMG PRINTER PORIS
192.168.1932.2,. TCP
ILISTING FRINT PROCESSORS
[KOAYTJ_F Windows x64 KOAYTJ_P.d11

puinprn Windows x64 TPWinPen.dll

Restoring Printer Drivers...

Restored printer driver Xerox A4 Office PCL6 Color Class Driver Ul.2. Windows xb

estored printer driver RICOH Aficio MP C4581A PCL 6, Windows x6d4, 3
estored printer driver KONMICA MINOLTA C5545eriesPCL,. Windows x6d4,. 3
estored printer driver TP Qutput Gateway PE,. Windows x64. 3
estored printer driver TP Output Gateway. Windows x64,. 3
estored printer driver Microsoft enhanced Point and Print compatibility driver.
Windows x64. 3

printer driver Microsoft enhanced Point and Print compatibility driver.
Windows NT =86, 3
Restoring Printer Ports_..
estored printer port 192.168.1923.2, TCP
estoring Print Processors...
estored print processor Windows x64. HOAYTJ_P.d11. KOAYTJ_P
estored print processor Windows x64,. TPWinPen.dll. tpwinpren
estoring Print Queuwes...
estored print gueue RICOH Aficio MP C4581A PCL 6
estored print gueue HOMICA MINOLTA C5548eriesPCL
estored print gueue Herox A4 Office PCL6 Color Class Driver Ul.2

1 A0 oo oo oo oo o M

Buccessfully finished operation.

Printers will now exist on destination server, identical to the source.

The above commands can be included in a BAT or CMD file and be scheduled using Windows
Task Manager, for example:

@echo off

C:\Windows\System32\spool\tools\printbrm -b -s \\primary -f c:\temp\printer
s.printerexport

C:\Windows\System32\spool\tools\printbrm -r —-s \\secondary1 -f c:\temp\printer
s.printerexport

C:\Windows\System32\spool\tools\printbrm -r —-s \\secondary2 -f c:\temp\printer
s.printerexport

14.8 Licensing in clustered configurations

EveryonePrint Clustering features are available in Trial, Professional and Enterprise license levels.
No license key required to deploy an EveryonePrint cluster during the initial trial license.

If using a Professional license, a Professional license key must be entered on each server in the
cluster configuration.
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If using an Enterprise license, an Enterprise license key is only needed on the first primary server.
All other servers in the cluster configuration will validate its license from the parent server, the

primary server containing the Enterprise license, and it’s not necessary to enter any license keys
on additional servers.

14.9 EveryonePrint clustering in high-availability virtual
configurations

Virtual server platforms such as VMWare, Hyper-V and Xen offer features to achieve very high
availability and very quick disaster recovery of individual virtual servers, and are generally
recommended as part of a disaster recovery policy.

EveryonePrint can work seamlessly with virtual machine platforms, as the use of a virtual server
is transparent to the EveryonePrint server application. This includes Windows print servers with
Hyper-V high availability.

The high availability features offered by the virtual platforms, generally only apply to the
individual virtual server instance as a whole, and does not in itself provide an application level
redundancy, so a multi-server EveryonePrint cluster configuration is still recommended, if high
application availability or redundancy is required.

15. Backup EveryonePrint data

To backup EveryonePrint settings, copy the following files or directories to a safe location:
C:\Program Files (x86)\EveryonePrint\eop.xml
C:\Program Files (x86)\EveryonePrint\printers.xml
C:\Program Files (x86)\EveryonePrint\data (entire folder with subdirectories)

If you have changed Web port configuration or configured SSL certificates, backup this folder:

C:\Program Files (x86)\EveryonePrint\etc

16. Upgrading or Uninstalling EveryonePrint

Before upgrading to a new version, verify that your license has valid maintenance for access to
software updates! If maintenance has expired and a new version is installed, the program will
cease to function until the license is renewed or upgraded.

Before uninstalling or upgrading EveryonePrint, make sure to backup any existing data and
configuration files in EveryonePrint.

To upgrade EveryonePrint, simply download and run the installer with the latest version of
EveryonePrint. The installer will update your existing installation.

After upgrading an existing installation, confirm your settings in EveryonePrint, and if necessary
re-active the Driver Print and Email Print in the EveryonePrint Admin.
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During an update, the \jre folder may be overwritten, including any imported SSL certificates

from mail or LDAP servers. It may be necessary to re-import SSL certificates from LDAP and mail
servers after an update.

17. EveryonePrint API

EveryonePrint includes an API to allow third parties to interact with the EveryonePrint server from
scripts or other applications, performing many of the functions available in the administrative
Ul’s.

17.1 API licensing requirements

Certain API functions in the EveryonePrint API require a valid EveryonePrint Enterprise license. A
licensing note will appear under the API function description below, if an Enterprise license is
required.

17.2 Communicating with EveryonePrint API

The EveryonePrint APl is a REST HTTP/HTTPS based API, which accepts Web
GET/POST/PUT/DELETE commands with URL parameters, and returns either JSON or XML.

For example calling:

GET http://127.0.0.1:7290/api/rest.cfm/ServerVersion
Could return:

{"currentversion":"3.7.0"}

The API uses standard HTTP status codes, ie 200 for success, 401 for unauthorized and so on.

17.3 Securing API calls

Under Settings and API Access, specify the API authentication token, which must be supplied with
each API call from third parties.

Authorization token: |735C4CF5-B21E-40E9-8C055F2480D7ACO46

Further specify any IP addresses which are permitted to access the API.

API Interface IP Access Restriction

Restrict access to the APl interface, to only allowed IP addresses. Enter IP addresses as a comma delimited list.
Subnet of IP's can be allowed by specifying only parts of the IP address, for example, entering "192.168." will allow
access for any IP address starting with “192 168"

Examples:

Localhost only: 127.0.0.1
2 addresses and an IP subnet: 127.0.0.1,172.1.0.1,192.168.

Your current IP addressz is: 127.0.0.1

Allowed IF Addresses: |[127.0.0.1
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If blank, any IP address is allowed to access the API.

17.4 Note about SSL and non-SSL communication

The EveryonePrint server fully supports HTTPS/SSL communication. A default self-signed SSL
certificate for “localhost” is included in the EveryonePrint server, which allows for secure SSL
communication such as:

https://localhost:9443/api/rest.cfm/ServerVersion

See the main documentation on how to create your own certificate.

By default EveryonePrint listens for non-SSL http traffic on port 7290 and SSL https on 9443, but
please note that these ports may be changed by the EveryonePrint server administrator.

In this APl documentation, we refer to the non-secure for consistency and simplicity.

It is strongly recommended to ONLY use SSL communication whenever possible, to reduce the
risk of compromising authentication tokens and other similar sensitive data.

17.5 Logging and Troubleshooting

All errors produced by interaction with the API are logged to the central EveryonePrint log
“eopapp.log” located per default in C:\Program Files (x86)\EveryonePrint\logs

The EveryonePrint Web server in addition writes a request log, logging all HTTP/HTTPS requests,
also found in the \logs directory.

For troubleshooting, enable “Debug Logging” in the EveryonePrint admin interface, and the
eopapp.log becomes very detailed with all API calls and responses.

17.6 Define return type format

By default the response format is JSON for any API calls which return data. The API can return
either JSON or XML, which is controlled by specifying the Accept HTTP header in the request.

Example JSON (default):

curl.exe -X GET -i -H "X-EOP-AuthToken: xyz" -H "Accept: application/json" http://
127.0.0.1:7290/api/rest.cfm/ServerVersion

HTTP/1.1 200 OK
Content-Type: application/json

{"currentversion":"3.7.0"}
Example XML:

curl.exe -X GET -i -H "X-EOP-AuthToken: xyz" -H "Accept: application/xml" http://1
27.0.0.1:7290/api/rest.cfm/ServerVersion
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HTTP/1.1 200 OK

Content-Type: application/xml

<apiresponse> <currentversion>3.7.0</currentversion></apiresponse>

17.7 Examples with curl

In the documentation we provide examples of each function for use with curl.

Curl is a free command line tool used to simplify the interaction with API’s such as the
EveryonePrint APl. Download curl from http://curl.haxx.se

17.8 API Functions and Methods

All calls must include the HTTP header X-EOP-AuthToken containing the APl authentication
token password as specified in the administrative interface.

17.8.1 Get Server Version

Returns the current version of the EveryonePrint server.
Request:

GET http://127.0.0.1:7290/api/rest.cfm/ServerVersion
Parameters:

(none)

Response:

currentversion ‘ String (50) ‘ The current server version

Example request:

curl.exe -X GET -i -H "X-EOP-AuthToken: xyz"
http://127.0.0.1:7290/api/rest.cfm/ServerVersion

Example response (success):

HTTP/1.1 200 OK
Content-Type: application/json

{"currentversion":"3.7.0"}

Example response (failure):

HTTP/1.1 401 Unauthorized
Content-Type: application/json
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"Invalid AuthToken"

17.8.2 Add all printers from server

Add all print queues present on the host server to the EveryonePrint server.
Request:

PUT http://127.0.0.1:7290/api/rest.cfm/printers

Parameters:
(none)
Response:
success Boolean Returns true if import was successful
printersadded Numeric Returns the number of printers added
to the EveryonePrint server

Example request:

curl.exe -X PUT -i -H "X-EOP-AuthToken: xyz"
http://127.0.0.1:7290/api/rest.cfm/printers

Example response (success):

HTTP/1.1 200 OK
Content-Type: application/json

{"success":true,"printersadded":5}
Example response (failure):

HTTP/1.1 401 Unauthorized
Content-Type: application/json

"Invalid AuthToken"

17.8.3 Get all printers from server

Retrieve all printers from server.
Request:
GET http://127.0.0.1:7290/api/rest.cfm/printers

Parameters:
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Response:

An array of printers with each printer being a structure within the array.

printerid String (50) The ID of the printer.

Printername String (255) The printers friendly name

Printerpath String (255) The printers associated output print
queue

PrinterEmailAlias String (255) The printers direct email alias address

altprinterid String (50) The printers external ID for use in IPP
print queues, QR codes or similar

Example request:

curl.exe -X GET -H "X-EOP-AuthToken: xyz" -k
http://127.0.0.1:7290/api/rest.cfm/printers

Example response (success):

HTTP/1.1 200 OK
Content-Type: application/json

[{"altprinterid":"A0877B6D","printeremailalias":"printer1 @company.com","printerid":1,"pri

ntername":"Printer
1""printerpath":"printer1"},{"altprinterid":"36203EBF","printeremailalias":"printer2@comp
any.com","printerid":2,"printername":"Printer

2" "printerpath":"printer2"},{"altprinterid":"332F4AD5","printeremailalias":"printer3@comp

any.com","printerid":3,"printername":"Printer 3","printerpath":"printer3"}]
Example response (failure):

HTTP/1.1 401 Unauthorized
Content-Type: application/json

"Invalid AuthToken"

-X GET -H ""X-EOP-AuthToken: xyz" -k http://127.0.0.1:7290/api/rest.cfm/printers

17.8.4 Delete all printers from server

Delete all printer device entries in the EveryonePrint server.

Request:

DELETE http://127.0.0.1:7290/api/rest.cfm/printers

Parameters:

EveryonePrint Installation and Configuration Guide 2022.11.11 Page 183 of 225



~A \ EVERYONE
9 Print

Response:

success Boolean Returns true if deletion was successful

Example request:

curl.exe -X DELETE -i -H "X-EOP-AuthToken: xyz"
http://127.0.0.1:7290/api/rest.cfm/printers

Example response (success):

HTTP/1.1 200 OK
Content-Type: application/json

{"success":true}
Example response (failure):

HTTP/1.1 401 Unauthorized
Content-Type: application/json

"Invalid AuthToken"

17.8.5 Get UserIlD Hash

Returns the UserID hash for a given username for use with EveryonePrint IPP Driver Print feature,
ie http://127.0.0.1:631/ipp/{useridhash}

Request:

GET http://127.0.0.1:7290/api/rest.cfm/useridhash/?username=johnsmith

Parameters:
username String (255) The username for which to return hash
ID
Response:
username String (255) The username for which returned hash
ID
useridhash String (50) Returned UserID hash

Example request:

curl.exe -X GET -i -H "X-EOP-AuthToken: xyz" -k
http://127.0.0.1:7290/api/rest.cfm/useridhash/?username=johnsmith
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{"username":"johnsmith","useridhash":"570ec1806068989"}

Example response (failure):

HTTP/1.1 400 Bad Request
Content-Type: application/json

"Username parameter missing"

17.8.6 Add Email Address To Username

Adds an email address to a user. This function returns true if the email address was added

successfully.

Request:

PUT http://127.0.0.1:7290/api/rest.cfm/useremails

Parameters:

Username

String (255)

The username on which to add the
email address

EmailAddress

String (255)

The email address to add

Response:

success

Boolean

Returns true if adding was successful

Example request:

curl.exe -X PUT -i -H "X-EOP-AuthToken: xyz" "http://127.0.0.1:7290/api/rest.cfm/u
seremails/?username=johnsmith&EmailAddress=john@gmail.com"

Example response (success):

HTTP/1.1 200 OK

Content-Type: application/json

{"success":true}

Example response (failure):

HTTP/1.1 401 Unauthorized
Content-Type: application/json
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"Invalid AuthToken"
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17.8.7 Delete Email Address From Username

Deletes an email address from a user. This function returns true if the email address was deleted

successfully.

Request:

DELETE http://127.0.0.1:7290/api/rest.cfm/useremails

Parameters:

Username

String (255)

The username on which to delete the
email address

EmailAddress

String (255)

The email address to delete

Response:

success

Boolean

Returns true if delete was successful

Example request:

curl.exe -X DELETE -i -H "X-EOP-AuthToken: xyz"

"http://127.0.0.1:7290/api/rest.cfm/u

seremails/?username=johnsmith&EmailAddress=john@gmail.com"

Example response (success):

HTTP/1.1 200 OK

Content-Type: application/json

{"success":true}

Example response (failure):

HTTP/1.1 401 Unauthorized
Content-Type: application/json

"Invalid AuthToken"
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17.8.8 Submit print job file or URL for printing

Submit a file, Word document, PDF, image or other supported file type, to EveryonePrint as a
user print job, for further processing.

Submit a Web address to print. EveryonePrint retrieves the content of the Web page and registers
as a user print job, for further processing.

Request:

POST  http://127.0.0.1:7290/api/rest.cfm/printjob

Parameters:

Type String (5) Whether the print job is a file or URL to
print. Possible values:
file = a file will be uploaded in
PrintJobFile
url = a Web address is provided in
URLToPrint

ClientIPAddress String (50) The IP address of the sending client.

Username String (50) The username of the user which the

ClientIPAddress belongs to

(required for privacy-authentication
and direct-authentication modes)
PrintJobTitle String (255) The originating jobs document name or
title, can be the same as URLToPrint in

case

PrinterID String (50) The PrinterID of the destination printer
(optional)

MimeType String (50) The mimetype of the submitted
document file (optional)

PrintJobFile String (255) The multipart form field containing the
document to submit. Only if type=file

URLToPrint String (255) The Web address URL to print, ie
“http://www.google.com”. Only if
type=url

AdvOptCopies Numeric Optional. Number of copies (default 1)

AdvOptPageFrom Numeric Optional. Page to print from

AdvOptPageTo Numeric Optional. Page to print to

AdvOptDuplex Numeric Optional. Possible values:

1 = None/Simplex

2 = Duplex/Long-side (most common)
3 = Duplex/Short-side
AdvOptPrintBW Numeric Optional. Print in black/white even if
document contains color.

0 = leave as is, ie color
1 = Force BW

EveryonePrint Installation and Configuration Guide 2022.11.11 Page 188 of 225



~A \ EVERYONE
9 Print

Response:
success Boolean Returns true if submitting job was
successful
jobreleasecode String(50) If privacy-releasecode mode, the

release code is returned for the

submitted job.

Example request (submitting a file):
curl.exe -X POST -v -H "X-EOP-AuthToken: xyz" -F PrintJobFile=@C:\ test.pdf -F
"type=file" -F "ClientlIPAddress=1.2.3.4" -F "Username=johnsmith" -F
"PrintJobTitle=Test page" -k http://127.0.0.1:7290/api/rest.cfm/printjob

Example request (submitting a Web address):
curl.exe -X POST -v -H "X-EOP-AuthToken: xyz" -F
"URLtoprint=www.everyoneprint.com" -F "type=url" -F "ClientIPAddress=1.2.3.4" -F

"Username=q" -F "PrintJobTitle=www.everyoneprint.com" -k
http://127.0.0.1:7290/api/rest.cfm/printjob

Example response (success):

HTTP/1.1 200 OK
Content-Type: application/json

{"success":true}
Example response (success with release code):

HTTP/1.1 200 OK
Content-Type: application/json

{"success":true,"jobreleasecode":234056}
Example response (failure):

HTTP/1.1 401 Unauthorized
Content-Type: application/json

"Invalid AuthToken"
MimeTypes:
XIs mimetype: application/vnd.ms-excel

.xIsx mimetype: application/vnd.openxmlformats-officedocument.spreadsheetml.sheet
.doc mimetype: application/msword
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.docx mimetype: application/vnd.openxmlformats-
officedocument.wordprocessingml.document

.ppt mimetype: application/vnd.ms-powerpoint

.pptx mimetype: application/vnd.openxmlformats-
officedocument.presentationml.presentation

.0ods mimetype: application/vnd.oasis.opendocument.spreadsheet

.odt mimetype: application/vnd.oasis.opendocument.text

.rtf mimetype: application/rtf

.txt mimetype: text/plain

.html mimetype: text/html

.pdf mimetype: application/pdf

Jpg mimetype: image/jpeg

.png mimetype: image/png

Liff mimetype: image/tiff
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17.8.9 Add a printer

Add a printer to the server.

This API function requires a valid EveryonePrint Enterprise or evaluation license.

Request:

POST  http://127.0.0.1:7290/api/rest.cfm/printer

Parameters:

printerid String (50) (Optional) The ID of the printer to add.
Could be IP address, serial number or
similar. If omitted (default), a numeric
ID is generated automatically by server.

Printername String (255) The printers friendly name and
description as it appears in end-user
interfaces

Printerpath String (255) The printers associated output print
queue

PrinterEmailAlias String (255) (Optional) The printers direct email
alias address

BulkAdd Boolean (Optional) Default is false. When set to
true, the server does not write the new
printer to the configuration file,
dramatically speeding up adding large
imports of printers. If bulkadd is used,
have the last printer use
bulkadd=false, to make sure all the
newly added printers are written to the
configuration file.

Response:

success Boolean Returns true if successful

Example request:
curl.exe -X POST -H "X-EOP-AuthToken: xyz" -d "printerid=1&printername=Printer
1&printerpath=printer1&PrinterEmailAlias=printer1@company.com&AltPrinterID=XYZ" -
k http://127.0.0.1:7290/api/rest.cfm/printer

Example response (success):

HTTP/1.1 200 OK
Content-Type: application/json

{"success":true}
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Example response (failure):

HTTP/1.1 401 Unauthorized
Content-Type: application/json

"Invalid AuthToken"

17.8.10 Get a printer

Retrieve specific printer(s) from the server, as array of results with each returned printer as a
structure

This API function requires a valid EveryonePrint Enterprise or evaluation license.

Request:

GET http://127.0.0.1:7290/api/rest.cfm/printer

Parameters:
printerid String (50) (Optional) The ID of the printer to
retrieve.
Printername String (255) (Optional) The name of the printer to
retrieve
PrinterEmailAlias String (255) (Optional) The printers direct email
alias address of the printer to retrieve
Response:

An array of printers with each printer being a structure within the array.

printerid String (50) The ID of the printer.

Printername String (255) The printers friendly name

Printerpath String (255) The printers associated output print
queue

PrinterEmailAlias String (255) The printers direct email alias address

altprinterid String (50) The printers external ID for use in IPP
print queues, QR codes or similar

Example request:

curl.exe -X GET -H "X-EOP-AuthToken: xyz" -k
http://127.0.0.1:7290/api/rest.cfm/printer?printerid=1

Example response (success):

HTTP/1.1 200 OK
Content-Type: application/json
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[{"altprinterid":"XYZ","printeremailalias":"printer1@company.com”,"printerid":1,"printerna

me":"Printer 1","printerpath":"printer1"}]
Example response (failure):

HTTP/1.1 400 Bad Request
Content-Type: application/json

"Error occurred while retrieving printer No valid query "

17.8.11 Update a printer

Update an existing printer. All values must be supplied.

This API function requires a valid EveryonePrint Enterprise or evaluation license.

Request:
PUT http://127.0.0.1:7290/api/rest.cfm/printer

Parameters:

printerid String (50) The ID of the printer to update.
Printername String (255) The printers friendly name

Printerpath String (255) The printers associated output print
queue

PrinterEmailAlias String (255) (Optional) The printers direct email
alias address

BulkUpdate Boolean (Optional) Default is false. When set to
true, the server does not write the

changed printer to the configuration
file, dramatically speeding up updates
of large number of printers. If
BulkUpdate is used, have the last
printer use BulkUpdate=false, to make
sure all the newly updated printers are

written to the configuration file.

Response:

success Boolean Returns true if successful

Example request:

curl.exe -X PUT -H "X-EOP-AuthToken: xyz" -d "printerid=1&printername=Printer 1
edited&printerpath=printer1edited&PrinterEmailAlias=printer1edited@company.com" -k
http://127.0.0.1:7290/api/rest.cfm/printer
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Example response (success):

HTTP/1.1 200 OK
Content-Type: application/json

{"success":true}
Example response (failure):

HTTP/1.1 401 Unauthorized
Content-Type: application/json

"Invalid AuthToken"

17.8.12 Delete a printer

Deletes an existing printer.

This API function requires a valid EveryonePrint Enterprise or evaluation license.

Request:

DELETE http://127.0.0.1:7290/api/rest.cfm/printer

Parameters:

Printerid String (50) The ID of the printer to delete.
BulkDelete Boolean (Optional) Default is false. When set to
true, the server does not write the
changes to the configuration file,
dramatically speeding up updates of
large number of printers. If BulkDelete
is used, have the last printer use

BulkDelete=false, to make sure all the
changes are written to the
configuration file.

Response:

success Boolean Returns true if successful

Example request:

curl.exe -X DELETE -H "X-EOP-AuthToken: xyz" -d "printerid=1" -k
http://127.0.0.1:7290/api/rest.cfm/printer

Example response (success):
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HTTP/1.1 200 OK
Content-Type: application/json
{"success":true}

Example response (failure):

HTTP/1.1 401 Unauthorized
Content-Type: application/json

"Invalid AuthToken"

17.8.13 Add a device group or a printer to a device group

Add a device group or add a printer to an existing device group

This API function requires a valid EveryonePrint Enterprise or evaluation license.

Request:

POST http://127.0.0.1:7290/api/rest.cfm/printergroups

Parameters:

PrinterGrouplD Numeric (Optional) Include the printergroupid if
adding printers to an existing device
group.

PrinterGroupName String (50) (Optional) Required if adding a new

device group. Is not used if
PrinterGrouplD is supplied
ExternalGroupName | String (50) (Optional) The device group external
name in LDAP attribute or Windows

membership security group

PrinterIDs String (1024) | (Optional) Comma delimited list of the
ID’s of printers to add to the group.
Required if adding printers to a device

group.

Response:

success Boolean Returns true if successful

Example request adding a device group:
curl.exe -X POST -H "X-EOP-AuthToken: xyz" -d
"PrinterGroupName=group1&ExternalGroupName=grouplext&printerids=1,2" -k

http://127.0.0.1:7290/api/rest.cfm/printergroups

Example request adding a printer to existing device group:
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curl.exe -X POST -H "X-EOP-AuthToken: xyz" -d "PrinterGroupIlD=1&printerids=2,3" -k
http://127.0.0.1:7290/api/rest.cfm/printergroups

Example response (success):

HTTP/1.1 200 OK
Content-Type: application/json

{"success":true}
Example response (failure):

HTTP/1.1 401 Unauthorized
Content-Type: application/json

"Invalid AuthToken"

17.8.14 Get a device group

Retrieve all or a specific device group.

This API function requires a valid EveryonePrint Enterprise or evaluation license.

Request:

GET http://127.0.0.1:7290/api/rest.cfm/printergroups

Parameters:

PrinterGroupID String (50) (Optional) The ID of the printer group
to retrieve. If omitted all groups are
returned

Response:

An array of device groups with each group being a structure within the array.

PrinterGrouplD Numeric ID of group
PrinterGroupName String (50) Name of group
ExternalGroupName | String (50) The device group external name in

LDAP attribute or Windows membership
security group

PrinterIDs String (1024) | Comma delimited list of the ID’s of
printers in the group.

Example request:
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curl.exe -X GET -H "X-EOP-AuthToken: xyz" -k

http://127.0.0.1:7290/api/rest.cfm/printergroups?PrinterGrouplD=1
Example response (success):

HTTP/1.1 200 OK
Content-Type: application/json

[{"externalgroupname":"","printergroupid":19,"printergroupname":"Group 2

,"printerids":"1,3"},{"externalgroupname":"group1ext","printergroupid":54,"printergroup

name":"group1","printerids":"1,2"}]
Example response (failure):

HTTP/1.1 401 Unauthorized
Content-Type: application/json

"Invalid AuthToken"

17.8.15 Edit a device group

Update an existing device group name or external name.

This API function requires a valid EveryonePrint Enterprise or evaluation license.

Request:

PUT http://127.0.0.1:7290/api/rest.cfm/printergroups

Parameters:
PrinterGrouplD Numeric The printergroupid of group to update
PrinterGroupName String (50) Name of group
ExternalGroupName | String (50) (Optional) The device group external
name in LDAP attribute or Windows
membership security group
Response:
success Boolean Returns true if successful

Example request:
curl.exe -X PUT -H "X-EOP-AuthToken: xyz" -d
"PrinterGrouplD=1&PrinterGroupName=group1ledited&ExternalGroupName=group1exte

dited" -k http://127.0.0.1:7290/api/rest.cfm/printergroups

Example response (success):
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HTTP/1.1 200 OK
Content-Type: application/json
{"success":true}

Example response (failure):

HTTP/1.1 401 Unauthorized
Content-Type: application/json

"Invalid AuthToken"
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17.8.16 Delete a device group or remove a device from group

Delete a device group or delete a printer from an existing device group

This API function requires a valid EveryonePrint Enterprise or evaluation license.

Request:

DELETE http://127.0.0.1:7290/api/rest.cfm/printergroups

Parameters:
PrinterGrouplD Numeric ID of group to delete or to delete
printers from.
PrinterIDs String (1024) | (Optional) Comma delimited list of the
ID’s of printers to delete from the
group. Required if deleting printers
from a device group.
Response:
success Boolean Returns true if successful

Example request deleting a device group:

curl.exe -X DELETE -H "X-EOP-AuthToken: xyz" -d "PrinterGrouplD=1" -k
http://127.0.0.1:7290/api/rest.cfm/printergroups

Example request deleting a printer from an existing device group:

curl.exe -X DELETE -H "X-EOP-AuthToken: xyz" -d "PrinterGrouplD=1&printerids=2,3" -
k http://127.0.0.1:7290/api/rest.cfm/printergroups

Example response (success):

HTTP/1.1 200 OK
Content-Type: application/json

{"success":true}
Example response (failure):

HTTP/1.1 401 Unauthorized
Content-Type: application/json

"Invalid AuthToken"
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17.8.17 Add a Wide Area Sub domain or printers to a sub domain

Add a Wide Area Subdomain or add printers to an existing Wide Area Subdomain.

This API function requires a valid EveryonePrint Enterprise or evaluation license.

Request:

POST  http://127.0.0.1:7290/api/rest.cfm/wideareas

Parameters:

name String (255) The Wide Area sub domain name.
PrinterIDs String (1024) | The ID’s of printers to add to the sub
domain

BulkAdd Boolean (Optional) Default is false. When set to
true, the server does not write the
changes to the configuration file,
dramatically speeding up large imports
of printers. If bulkadd is used, have the
last printer use bulkadd=false, to make
sure all the newly added printers are

written to the configuration file.

Response:

success Boolean Returns true if successful

Example request:

curl.exe -X POST -H "X-EOP-AuthToken: xyz" -d "name=test.name&printerids=1,2" -k
http://127.0.0.1:7290/api/rest.cfm/wideareas

Example response (success):

HTTP/1.1 200 OK
Content-Type: application/json

{"success":true}
Example response (failure):

HTTP/1.1 401 Unauthorized
Content-Type: application/json

"Invalid AuthToken"
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17.8.18 Get a Wide Area Sub domain

Retrieve all or a specific wide area sub domain.

This API function requires a valid EveryonePrint Enterprise or evaluation license.

Request:

GET http://127.0.0.1:7290/api/rest.cfm/wideareas

Parameters:
name String (255) (Optional) The name of the sub domain
to retrieve. If omitted all domains are
returned.
Response:

An array of wide area sub domains with each domain being a structure within the array.

name String (255) Name of subdomain
PrinterIDs String (1024) | Comma delimited list of the ID’s of
printers in the sub domain.

Example request:

curl.exe -X GET -H "X-EOP-AuthToken: xyz" -k
http://127.0.0.1:7290/api/rest.cfm/wideareas?name= test.name

Example response (success):

HTTP/1.1 200 OK
Content-Type: application/json

[{"name":"building1.lab2.local","printerids":""},{"name":"test.name","printerids":"1,2,3"}]

Example response (failure):

HTTP/1.1 401 Unauthorized
Content-Type: application/json

"Invalid AuthToken"
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17.8.19 Edit a Wide Area Sub domain

Update an existing Wide Area sub domain name.

This API function requires a valid EveryonePrint Enterprise or evaluation license.

Request:

PUT http://127.0.0.1:7290/api/rest.cfm/wideareas

Parameters:
name String (255) The name of the sub domain to
change.
NewName String (255) The new name for the sub domain
Response:
success Boolean Returns true if successful

Example request:
curl.exe -X PUT -H "X-EOP-AuthToken: xyz" -d
"name=test.name&newname=newname.test" -k
http://127.0.0.1:7290/api/rest.cfm/wideareas

Example response (success):

HTTP/1.1 200 OK
Content-Type: application/json

{"success":true}
Example response (failure):

HTTP/1.1 401 Unauthorized
Content-Type: application/json

"Invalid AuthToken"
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17.8.20 Delete a Wide Area Sub domain

Delete a wide area sub domain or delete a printer from a sub domain

This API function requires a valid EveryonePrint Enterprise or evaluation license.

Request:

DELETE http://127.0.0.1:7290/api/rest.cfm/wideareas

Parameters:

name String (255) The Wide Area sub domain name.
PrinterIDs String (1024) | The ID’s of printers to add to the sub
domain

BulkDelete Boolean (Optional) Default is false. When set to
true, the server does not write the
changes to the configuration file,

dramatically speeding up large
changes. If bulkdelete is used, have the
last printer use bulkdelete=false, to
make sure all the deleted printers are
written to the configuration file.

Response:

success Boolean Returns true if successful

Example request deleting a device group:

curl.exe -X DELETE -H "X-EOP-AuthToken: xyz" -d "PrinterGrouplD=1" -k
http://127.0.0.1:7290/api/rest.cfm/printergroups

Example request deleting a printer from an existing device group:

curl.exe -X DELETE -H "X-EOP-AuthToken: xyz" -d "PrinterGrouplD=1&printerids=2,3" -
k http://127.0.0.1:7290/api/rest.cfm/printergroups

Example response (success):

HTTP/1.1 200 OK
Content-Type: application/json

{"success":true}
Example response (failure):

HTTP/1.1 401 Unauthorized
Content-Type: application/json
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"Invalid AuthToken"
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18. Troubleshooting and other tips

18.1 Collecting log files for support

If you have encountered an issue in EveryonePrint and want to supply your support
representative with recent log and configuration files of your EveryonePrint server, use the
Collect Log Files feature in the Admin interface Help screen.

1. Log on to EveryonePrint Admin

2. Make sure that debug logging is enabled in General Settings, and repeat the issue if
necessary

3. Click Help in upper right corner
Click the Create Zip File For Support button

A zip file will be generated in the temp folder under your EveryonePrint installation folder
containing most common log and configuration files.

18.2 Check and verify Microsoft Exchange email support

EveryonePrint includes support for native Microsoft Exchange protocols Microsoft MAPI via RPC
protocol with NTLM authentication and Microsoft Exchange Web Services over HTTPS with Basic,
NTLM, or forms-based authentication. Kerberos, ADFS and RPC over http(s) authentication is not
supported.

18.2.1 Microsoft Exchange MAPI
Support for Microsoft Exchange MAPI can be verified with Outlook (2010).

I Fille Home Send / Receive Folder View

Account Information

—— — | studentl @lab2.local
. .

Info

ol .
ange

s Add Account

Open Account Settings
Print Account Sef E-mail Accounts . .

£ ) ) ¥ou can add or remaove an account. You can select an account and change its settings.

g Maodify settin
Help b additional co

Account
. [ ; -

] Options = E-mail IDaIB Files | RSS Feeds | SharePaint Lists I Internet Calendars | Published Calendars I A
Exit Account Settings...

.QI“ Add and remove accounts oy New... ‘5 Repair. ﬁ;‘ Change... 0 Set as Default >( Remove & &
existing connection setting

T BTt e
3.;1) Give others permission tor

iteme and racnand nn vain

Go to the File tab, click Account Settings. On the list of accounts, select an account and click
Change, then More Settings on the dialog that appears.
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Server Settings
Enter the information required to connect to Microsoft Exchange or a compatible service.

Type the server name for your account. If you don't know the server name, ask your
account provider.

Server: [EXCHANGE2010-2 lab2.local

Microsoft Exchange x|

Type the user name for you General | Advanced | Security  Connection |

Connection
User Name E |
Use these gettings when connecting to Microsoft

Exchange when working offine:

% Connect using my Local Area Network (LAM)
¢~ Connect using my phone line
" Connect using Internet Explorer's or a 3rd party dialer

Modem

(=2 the Fllowing Dial-Up retworking conmection:

| | oreseoren. |
Properties, . | Add. .. L

| Texk = | Cancel |
Qutlook Anywhere
I [~ Connect to Microsoft Exchange using HTTP

Exchange Proxy Settings.. . |

On the Connection tab, the "Connect to Microsoft Exchange using HTTP" should be unchecked.
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18.2.2 Microsoft Exchange Web Services

Support for Microsoft Exchange Web Services can be verified using Internet Explorer by accessing
the Web service URL. This is typically https://<server>/ews/exchange.asmx

This should show a login prompt for username and password. If using Internet Explorer and no
authentication prompt appears, go to /nternet Options -> Security and choose Custom Level for
the current zone. Then scroll to User Authentication Logon and choose Prompt for user name

and password. Close and reopen all Internet Explorer Windows and access the Web services URL

again.
Internet Options 2l |
"General Security | rivacy I Contentl Connections | Security Settings - Local Intranet Zone x|
[~ Settings
Select a zone to view or change security settings. O Disable ;I
Q. ' 4 ‘ {® Enable
& | Enable XSS filter
Internet  Localintranet Trusted sites  Res @ Disable
£ O Enable
. e o = Scripﬁng of Java applets
Gi This zone is for all websites that are O Disable
& found on your intranet., @ Enable
O Prompt
82, User Authentication
rSecurity level for thiszone ———————————— 3!. Logon
Allowed levels for this zane: All 0 Anonym?us logon )
Q) automatic logon only in Intranet zone
S Heﬂium-lpw ) o iclogon b curent iics and password
- - - Appropriate for websites on your lod
S (intranet) - -
. _ - Most content will be run without pro 7 | D
_—rl_ - Unsigned ActiveX controls will not be -
- 5ame as Medium level without promg akes effect after you restart Internet Explorer
Enable Protected Mgde{requires rectarting 1
r /Reset custom settings
Custom level... .
4| Resetto:  Imedium-dow (default) j Reset... |
Reset all zane
oK I Cancel |

A prompt for username and password should appear.

Windows Security x|

Connecting to Exchange2010-2.lab2. local.

Jomain: LAB2
B Hemember my credentials

0K Cancel

Notice the Domain value, this will be used in the Email Print configuration in EveryonePrint.
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Incoming mail test completed successfully. Your settings appear to be correct.

Changes saved successfully.

Email Print

Check the box below to enable email printing in EveryonePrint. When enabled, EveryonePrint will
connect to your mail server to retrieve emails containing print jobs, using your settings below,

™ Ernail print enabled

Email Print Server Settings

Please refer to the EveryonePrint Docurmentation for more information about configuration of the
incoming mail server settings.

It is recommended to restart the EveryonePrint service after changing the below mail
server settings. This is not required for all mail servers, but generally recommended.

Email Print Address

Enter the email address to which users can send docurments print from camputers ar maohile dewvices.

Ernail Print Address: I print@lab2.local

Incoming Mail Server Settings

MWail server tpe: | Exchange Weh Services j

Mail server address: Iht‘tpSZIH 92.163.0.140

fail domain name: ILAEIE

Tip! Incoming mail server ports used:
FOP3 non-55L port 110

FOP3 550 part 595

IMAF non-55L: port 143

IMAP S50 G53

Incoming Mail Account Settings

sername: Iprint

Password: qu

Going to the /ews/exchange.asmx the Exchange server with a successful configuration will show
a WSDL page similar to below. If this appears, the Exchange Web Services are confirmed
accessible.

,é https://192.168.0.140,/ews/Services.wsdl - Windows Internet Explorer

@E;'I';%https:,l'll'192.168.0.14D||'ews,l'Services.wsdl L x| |B*] X| @ 192.168.0.140 xl

<?xml version="1.0" encoding="UTF-8"?=
- <wsdl:definitions xmins:t="http:/ fschemas.microsoft.com/exchange/services/2006/ty
targetMamespace="http:/ /schemas.microsoft.com/exchange/services/2006/message:
xmins:tns="http:/ /schemas.microsoft.com/exchange/services/2006/messages" xmin
- «wsdl:types>
- «xs:schema xmins:xs="http:/ fwww.w3.org/2001/XMLSchema">
<xs:import schemalLocation="messages.xsd" namespace="http://schemas.mic
</%s:schemaz
</wsdl:types>
- =wsdl:message name="UploadItemsSoapIn":>
<wsdl:part name="request" element="tns:UploadItems"/>

~wredlr nart nama—"Tmnarcanatinn” sclamant—"tFvrhannaTmnarcanatinn' /-
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18.3 Common LDAP authentication error codes

Configuring Lightweight Directory Access Protocol (LDAP) can be complex. Included in
EveryonePrint is a testing function, but before using the test function, you will need to obtain the
path and settings for the internal LDAP system. With the path we recommend using a LDAP
browser to view the directory to gain a better understanding of how LDAP is implemented at your
company.

Using a LDAP browser

One example of a free LDAP Browser is available from Softerra. If you can connect with the
Browser, you can navigate through the tree to see where the users are stored. When you find the
directory with the users, look at the top bar of the LDAP Browser to get your Start Search DN
path. Groups can be found similarly.

Using the LDAP Browser, you can verify a user's information. Typically you will use
"sAMAccountName" or "cn".

Log files

When configuring LDAP authentication, it is useful to enable debug logging in General Settings.

This will ensure that any relevant details are logged to file. Log files are located in \logs

subdirectory of the EveryonePrint installation.

LDAP Specific Errors

1. Error: com.server.exception.DBException: Error in bind() from LDAP source: [server]:[port]
Cause: This is a very general error, and it means something went wrong when trying to
bind to LDAP/AD. Check to see if the LDAP/AD server name and/or port number you
have specified is incorrect or an incorrect DN was specified as the administrator

username.

2. Error: javax.naming.CommunicationException: [server]:[port] [Root exception is
java.net.ConnectException: Connection refused: connect]

Cause: The port name you have specified for the LDAP/AD server is incorrect.

3. Error: javax.naming.CommunicationException: [server]:[port] [Root exception is
java.net.UnknownHostException: [server]]

Cause: The LDAP/AD server name you have specified is incorrect.

4. Error: javax.naming.NamingException: Cannot parse url: [protocol]://[server]:[port] [Root
exception is java.net.MalformedURLException: Not an LDAP URL: [protocol]://[server]:[port]]

Cause: The protocol you have specified is not correct.
5. Error: javax.naming.AuthenticationException: [LDAP: error code 49 - Invalid Credentials]

Cause: The DN path or password which you have specified for the administrator is
invalid. Any of the below will result in this error:
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* Pointed to a non-existent user, but in existing DN
* Pointed to non existent DN

* Pointed to non-user DN

* Pointed to an existing user, but non existing DN

* Pointed to an incorrect admin DN, uid instead of cn
* Pointed to a non administrator user

* Pointed to a valid admin but password is incorrect

6. Error: com.server.exception.DBException: Error in searchForUserList from LDAP plugin: [LDAP:
error code 32 - No Such Object]

Cause: Very general error when there is a problem finding the users in LDAP/AD. Could
be that the DN pointing to the users is pointing to the wrong place or is just incorrect
and does not exist.

7. Error: javax.naming.NameNotFoundException: [LDAP: error code 32 - No Such Object];
remaining name '[DN]'

Cause: The DN path which points to where the users are located in the directory is
invalid.

8. Error: com.server.exception.DBException: Error in searchForUserList from LDAP plugin: [LDAP:
error code 2 - Bad search filter]

Cause: Invalid search filter passed to the LDAP/AD server.

9. Error: javax.naming.directory.InvalidSearchFilterException: Missing 'equals'; remaining name
I[DN]I

Cause: The filter specified is wrong or CPS constructed a bad filter.

10. Error: javax.naming.directory.InvalidSearchFilterException: Unbalanced parenthesis;
remaining name [DN]

Cause: You did not have correct opening and closing of parenthesis in your search filter.

11. Error: Error in bind from LDAP source: [LDAP: error code 49 - Invalid Credentials]
javax.naming.AuthenticationException

Cause: Could not authenticate the user trying to login. This can be the result of an
incorrect username or password, or an incorrect prefix and/or suffix specified in the
LDAP Authentication screen, depending on the type of LDAP/AD system. Could also
mean the authentication type is incorrect.
12. Error: Error in bind from LDAP source: [LDAP: error code 34 - invalid DN]
javax.naming.InvalidNameException

Cause: This is caused by a bad prefix specified in the LDAP Authentication screen, on
most LDAP/AD systems. This could mean you did not specify a prefix at all, which
means the LDAP/AD server did not receive a full DN from EveryonePrint or that you did
not specify a correct prefix, such as CN instead of UID, which results in the LDAP/AD
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server not receiving a correct DN from EveryonePrint. Can also be caused by a missing

comma at the beginning of the suffix or an extra comma at the end of the suffix. This
error could also mean the authentication type is incorrect.

13. Error: NoSuchAttributeException

Cause: This is caused by providing a name for an attribute which is not correct or does
not exist.

Active Directory Specific Errors

1. Error: com.server.exception.DBException: Error in bind() from LDAP source: [LDAP: error code
49 - 80090308: LdapErr: DSID-0C09030F, comment: AcceptSecurityContext error, data 525,
vece] javax.naming.AuthenticationException

Cause: The administrator domain name, username, and or password is incorrect in the
LDAP Authentication screen.

2. Error: com.server.exception.DBException: Error in searchForUserList from LDAP plugin: [LDAP:
error code 32 - 0000208D: NameErr: DSID-031001C6, problem 2001 (NO_OBJECT), data 0, best
match of: '[DN]' ] javax.naming.NameNotFoundException

Cause: A non-existent DN specified in the Start Search field.

3. Error: javax.naming.PartialResultException [Root exception is
javax.naming.CommunicationException: [server]:[port] [Root exception is
java.net.UnknownHostException: [server]]]

Cause: An incorrect DN was specified in the Start Search field.

4. Error: com.server.exception.DBException: Error in searchForUserList from LDAP plugin: [DN]:
[LDAP: error code 34 - 0000208F: NameErr: DSID-031001B3, problem 2006 (BAD_NAME), data
8350, best match of: '[DN],' ] javax.naming.InvalidNameException

Cause: An incorrectly formatted DN was specified.

5. Error: javax.naming.NameNotFoundException: [LDAP: error code 32 - 0000208D: NamekErr:
DSID-03100198, problem 2001 (NO_OBJECT), data 0, best match of: "]; remaining name "

Cause: This error appears if you do not have Group settings filled in, but have User
Search filled in. Some systems do not care, while some systems experience problems
with the empty DN.
6. Error: Error in bind from LDAP source: [LDAP: error code 49 - 80090308: LdapErr: DSID-
0C09030F, comment: AcceptSecurityContext error, data 52e, vece ]
javax.naming.AuthenticationException

Cause: Could not authenticate the user trying to login. This can be the result of an
incorrect username or password, or an incorrect prefix and/or suffix specified in the
LDAP Authentication screen, depending on the type of LDAP/AD system. Could also
mean the authentication type is incorrect. Also an incorrect username attribute or
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incorrect name attribute can cause this. Common cause of this error is a user trying to

login with DOMAIN\login instead of just login.

7. Error: javax.naming.NamingException: [LDAP: error code 1 - 000020D6: SvcErr: DSID-
03100690, problem 5012 (DIR_ERROR), data 0 ];

Cause: The DN specified in the Start Search tab is incorrect, wrong, or incorrectly
formatted.
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18.4 Troubleshooting Microsoft Office conversion

The following section outlines possible steps to handle Microsoft documents that fail to process,
resulting in jobs becoming "Expired" in EveryonePrint.

This section applies in particular to installations of EveryonePrint on Microsoft Windows Server
2012, which introduced a more restrictive permission system. Depending on the Windows
domain security configuration in place, the below steps may be required for your Windows 2012
installation.

1. Microsoft Office Test and Diagnostics tool

EveryonePrint includes a “self-test” Office test and diagnostics tool, which can be used to
confirm if Office document processing works, and if not, return any error messages to help
troubleshooting.

Document Support

Check each box below after each application has been installed on the server. Formats are not
supparted until each supporting application has been installed.

7 Microsoft Office 2007 P2, Micrasoft Office 2070 ar Micrasoft Office 20713 [ Office Tests |

r QOpenOffice 3.3 {or later)

First make sure that .Net Framework 3.51 SP1 or later is installed. This is required for the
Office Test and Diagnostics tool.

Choose the tests to run and click Run Office Tests.

Description Testt_urun
Test 1: MicrosoftWord .doc test converstion I
Test 2: Microsoft\Word .docx test converstion I
Test 3: Microsoft Excel .x|s test converstion I
Test 4 Microsoft Excel .xlsx test converstion v
Test 5; Microsoft PowerPoint ppt test converstion I

I

Test 6: Microsoft PowerPaint .ppth
Run Office Tests Return to General Settings
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If a test fails, the error codes returned may not be friendly and helpful, so if a test fails,

proceed with the below troubleshooting steps. If the problem persists, after following the
steps below, contact your EveryonePrint support representative.

Test Run Test Result
Test 1: dicrosoft Office Waord .doc Matrun
Test 2: Microsoft Office Word .docx

Test 3 Microsoft Office Excel xls

Test 4 Microsoft Office Excel xlsx Mot run
Test 5 Microsaoft Office Powerpoint .ppt Mot run

Test & Microsoft Office Powerpoint .pptx

Yersion: 0.1.0 System._NotSupportedException: The given path's format is not
supported. at System Security. Util.5tringExpressionSet.CanonicalizePath{5tring

2. Confirm that the EveryonePrint Web service runs as a local administrative user.

o Services I_L‘ |

File  Action  Wiew Help

- ENCHES L
L, Services (Local) MName “ Description Status Startup Type Log On As
L BveryonePrint Data service The data st...  Running  Automatic Local Systern

EveryonePrint Print Service Running  Automatic

wohe ce . Running  Automatic
L Extensible Authentication Protocol The Extensi.. hanual
Lo Function Discovery Provider Host The FDPHD.. Manual Local Service

3. Log on the server with the EveryonePrint service account, and start each of the Office
applications, Word, Excel and PowerPoint, and activate if prompted.

4. Confirm that the Windows Printer Spooler Service is running and at least one local printer
queue is installed on the server.

5. Confirm that Visual Basic for Applications is installed as part of the Office Installation.

&= ~ | Microsoft Office Themes
= T Er. fimno T, lg
= T or App 0
- hd | Web Themes w
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6. Disable Protected Mode in Office 2010 or Office 2013

a. Open Microsoft Word 2010 and go to File and Options

b. Choose Trust Center and Trust Center Settings

General
@ Help keep your documents safe and your computer secure and healthy.
Display
Proofing Protecting your privacy
Save Microsoft cares about your privacy. For more information about how Microsoft Word helps to protect your privacy,
please see the privacy statements,

Language

Show the Microsoft Word privacy statement
Advanced . .

Office.com privacy statement
Customize Ribbon Customer Experience Improvement Program

Quick Access Toolbar Microsoft Office Feedback "Send a Smile” Privacy Statement

Add-Ins Security & more

Trust Center Visit Office.com to learn more about protecting your privacy and security.

Microseft Trustworthy Computing

Microsoft Word Trust Center

The Trust Center contains security and privacy settings. These settings help keep your i
computer secure. We recommend that you do not change these settings. Trust Center Settin |

¢. Choose Protected View and uncheck all options on the right

Trust Center x|

Trusted Publishers
fusted Fubsner Protected View

Trusted Locations
Protected View opens potentially dangerous files, without any security prompts, in a restricted maode to help minimize

Trusted Documents hamm to your computer. By disabling Protected View you could be exposing your computer to pessible security threats,
. I |Enable Protected View for files originating from the [nternet

Trusted App Catalogs

I [Enable Protected View for files located in potentially unsafe locations &
Add-ins
fdam ™ |Enable Protected View for Qutlook attachments
ActiveX Settings

Macro Settings

Protected View

Message Bar
File Block Settings

Privacy Options

d. Repeat these steps for each of the Office applications, Word, Excel and PowerPoint.

7. Try running EveryonePrint Web Service using a different account with local Administrator
rights. Make sure to log in using that account and launch each Office application once.
Restart the EveryonePrint Web service after changing the logon account.
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8. Change DCOM permissions for Office programs
a. Open Component Services, by opening a command prompt as administrator and type:

mmc comexp.msc

If you’re using a 64 bit operating system, such as Windows 2008 R2 or Windows 2012, but a
Microsoft Office 32 bit, type:

mmc comexp.msc /32

Administrator: Command Prompt

sUserssAdministrator?mmc comexp.msc ~32_

b. Navigate to Component Services -> Computers -> My Computer -> DCOM Config

3,

Component Services
. File  Action  View Window Help
o= 7 XE & BE D [R5

[Z1 Console Root
4 (% Cornponent Services

>

‘.__J,‘; # | | Actions

4 [ | Computers = Fadvstermfl., DCOM Cenfig
4 (& My Camputer systemn 32Y ., flore Actions
= fadwl V.1 nrrl. L'.Jns 7
| DCOM Canfig ‘L_%
T o Jooystemrootahsystern3diap puviz.cpl Saysternto..,
c. For each of the entries:
“Microsoft Word 97 - 2003 Document”
“Microsoft Excel Application”
“Microsoft PowerPoint Slide”
Right click and choose Properties
£ Component Services
% File  Action  View Window Help
e« #[E XE 6 BE D|[R]x=
I g Microsoft Wk Provider Subsystem Host ~ Actions
I g Microsoft Wi Provider Subsystern Secured Hi )
b |2 Micrasoft Ward 97 - 2003 Docu - Microsoftiivord
b oE MMC Application Class Vi d More Actions
b OE MSDAINITIALIZE Meww Wifindow from Here
b 2 MsRdpSessionhanager Properties |
I g NameContralServer Class
b e NAP Agent Service Help
I 2 Nap Elevated COM class || |

Under Identity choose This user and specify the same service account with local
administrative rights, as used on the EveryonePrint Web Service.
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Microsoft Word 97 - 2002 Document Properties _

| General | Lacation | Security | Endpointsl dentity |

which user account do you want to use to run thiz application?

() The interactive ser.

() The Jaunching user,

|admini$tratnr || Browse. ..
Paszword: |oo-o...oo |
Confirm pazsward: |""""" |

If only a single document type failed to convert in the Office Test and Diagnostics in step 1
above, such as Word documents (doc and docx), then you can change only DCOM
permissions for that relevant application that failed.

After setting DCOM permissions, either reboot the server, to ensure any new Office instances
are launched with the proper rights, or confirm with Task Manager that no instances of
Word, Excel and PowerPoint are running for any user on the server.

9. Repair Microsoft Office installation. If setting DCOM permissions did not resolve the Office
processing errors, try and repair the Office installation, by running the Office installer again
and choosing Repair this installation in the Office setup program.

18.5 Outgoing email are not received

If EveryonePrint says email was sent successfully, but no email is received, check the file
C:\Program Files (x86)\EveryonePrint\temp\cfmail\mail.log (or alternate install directory) for
errors such as:

02/10/11 13:29.27: MailOutFail: To=john.smith@company.com; From=Company
<support@company.com>; Subject=0Outgoing test mail from EveryonePrint;
Server=mail.company.com;25; Size=515 bytes:javax.mail.MessagingException: Could
not connect to SMTP host: mail.company.com, port: 25; nested exception is:
java.net.ConnectException: Connection timed out: connect

With the above error message in mail.log, EveryonePrint could not successfully deliver the test
email to the mail server due to lack of connection. Make sure that no firewalls are interrupting
the connection between the EveryonePrint and the specified SMTP mail server.
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18.6 Customize release code, username and password generation
formatting
If using EveryonePrint in Privacy with Release Codes, by default EveryonePrint will generate a 6-

digit numeric release code for the user.

If using EveryonePrint with an accounting solution, where EveryonePrint can create user
accounts, by default, EveryonePrint will create numeric username and password for the user.

It’s possible to customize the format of created release codes, usernames and passwords, for
example to have a shorter or longer string, or one that also contains letters.

To modify the format of the generated release code, username or password, do the following:

Stop the EveryonePrint Web service

Backup the settings file EveryonePrint\eop.xml
Open the eop.xml in a text editor such as Notepad
Modify the relevant configuration:

H w N~

<genreleasecode>numeric,6,0,0,,</genreleasecode>
<genusername>numeric,6,0,0,,</genusername>
<genpassword>numeric,6,0,0,,</genpassword>

5. Save the eop.xml and start EveryonePrint Web service

genreleasecode The format for release code generation
genusername The format for username generation
genpassword The format for password generation

Each type, release code, username and password can have its own definition.
The configuration is stored as a comma delimited string in the format of:

format,length,numericPrefix,numericSuffix,fixedPrefix,fixedSuffix

format Whether to generate numeric, string, alphanumeric
length The length of the key to generate

numericPrefix Number of random digits to start the key with (the rest of the key will be
whatever the 'format' is)

numericSuffix Number of random digits to end the key with (the rest of the key will be
whatever the 'format' is)

fixedPrefix A prefix prepended to the generated key. The length of which is
subtracted from the 'length' argument
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fixedSuffix A suffix appended to the generated key. The length of which is
subtracted from the ‘length' argument

Examples:
Definition Description Examples
numeric,6,0,0,, Default. Numeric with length 190615
of 6. 409881

numeric,12,0,0,guest-,

Length of 12 overall with a
prefix of “guest-“

guest-696217
guest-940040

string,6,2,0,, String of 6 with 2 leading 38tepa
numbers 5Tuuaj
alphanumeric,8,0,0,, Alphanumeric string of 8 cemfywf9
kw6h48nv

As an example, the following configuration:

<genusername>numeric,12,0,0,guest-,</genusername>
<genpassword>numeric,4,0,0,,</genpassword>

Would create a user such as:

Username: guest-940040

Password: 6701

18.6.1 Customize the time release code is retained for users

For user convenience, EveryonePrint will remember a users release code by default for 3 months,
so if the user comes back within 3 months and sends another Email Print job, EveryonePrint will
use and send back the previously used release code.

This time window can be changed from default 3 months (131487 minutes) to any value.

To modify the time EveryonePrint retains the release code for users, do the following:

H w N~

Stop the EveryonePrint Web service

Backup the settings file EveryonePrint\eop.xml

Open the eop.xml in a text editor such as Notepad
Modify the genreleasecodemailtime value (in minutes)

<genreleasecodemailtime>131487</genreleasecodemailtime>

5. Save the eop.xml and start EveryonePrint Web service

The above only applies to Email Print. For Web Print, mobile print and similar, a new release code
is assigned with each new session, or with Driver Print, based on the print queues configuration.
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18.7 Selectively delete all users, print job history, emails and
printers
EveryonePrint includes the possibility for administrators to selectively delete data from the

EveryonePrint server, for example, to clean up test users and test print jobs before deploying a
server in production, or for a reseller to clean prior to a demo for a customer.

Choose Data To Delete

[ Delete all users and all user related data (email addresses, printer groups etc)

[ Delete all emails
[ Delete all print jobs

[ Delete all printers, printer groups

D‘r’es, | understand that | will now permanently delete the above selected data

Access the reset feature by loading the below page:

http://127.0.0.1:7290/admin/reset.cfm

Or equivalent URL should the port or IP/hostname of the server have changed.
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18.8 Configure Email Print with Microsoft Oauth2 Modern

Authentication

To enable EveryonePrint to retrieve emails from a Microsoft Office365 accounting using modern
Oauth2 authentication, a configuration must be created to allow a service such as EveryonePrint
to connect and collect emails in the background.

Make sure the following steps are created using an Azure administrative account with proper

rights.

1. In Azure Active Directory Dashboard choose 'App registrations'

=4[ Dashboard
= All services
% FAVORITES
% Azure Active Directory
Users

i Enterprise applications

&

Dashboard > EveryonePrint

sz EveryonePrint | A|
[
Azure Active Directory

© Overview

W

" Getting started
& Preview hub

# Diagnose and solve problems

Manage

aa Users

ah Groups

BE External Identities

at. Roles and administrators

i3 Administrative units

i Enterprise applications

¥ Devices

App registrations
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2. Create new app and select name. Choose appropriate 'Supported account types'

(=1} Dashboard
i= All services
* FAVORITES
% Azure Active Directory

AL Users

= Enterprise applications

Dashboard > EveryonePrint >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

I MnyAuthfappl v

Supported account types

Who can use this application or access this API?

@ Accounts in this organizational directory only (EveryonePrint only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web ~ | l e.g. https://myapp.com/auth

3. Notice Directory ID (tenant) for later

Dashboard > EveryonePrint >

i My-OAuth2-app =

|,O Search (Cmd+/)

| « ]ﬁ[ Delete @ Endpoints Preview features

-
a

Overview

&4 Quickstart

#" Integration assistant | Preview

Manage

& Branding

3 Authentication

\ Essentials
Display name : My-OAuth2-app

Application (client) ID :

Directory (tenant) ID

Object ID

o Welcome to the new and improved App registrations. Looking to learn hc

Certificates & secrets

il! Token configuration

2 API permissions

o Starting June 30th, 2020 we will no longer add any new features to Azure
longer provide feature updates. Applications will need to be upgraded to
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4. Select 'Certificates & secrets

Manage

& Branding

3 Authentication
Certificates & secrets

f|' Token configuration

=~ API permissions

& Expose an AP

5. Select 'New client secret’

Client secrets

A secret string that the application uses to prove its identity when requesting a toke

—|— New client secret

Descriptic New client secret Expire:

No client secrets have been created for this application.

6. Add client secret

Add a client secret X
Description | My _client_secret |
Expires | Recommended: & months ~ |

Remember that the client secret must be reset and applied in the Email Print configuration upon
every expiration
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A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

-+ New client secret

Description Expires Value

My client_secret

8. Select 'API permissions'

Manage
Branding
2 Authentication
Certificates & secrets
{I! Token configuration

API permissions

Expose an API

9. Select Add a permission and add the following permissions:

User.Read (delegated)
User.Read.All (application)
Mail.ReadWrite (application)

API / Permissions name Type Description Admin consent req...
~ Microseft Graph (3)

Mail.Read Application  Read mail in all mailboxes Yes

User.Read Delegated  Sign in and read user profile No

User.Read.All Application  Read all users' full profiles Yes

10. Click Grant admin consent for.. for all three permissions

Status

@ Granted for EveryonePrint ==+
@ Granted for EveryonePrint ==+

@ Granted for EveryonePrint  ==»
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11. In order to restrict the application to allow to only look into the specified email address one
has to setup a restriction like this:

(example)

New-ApplicationAccessPolicy -Appld fbcabde1-b299-477f-9c52-3b40d00e5¢c82 -
PolicyScopeGroupld HCP-Test@everyoneprint.com -AccessRight RestrictAccess -Description
"Restrict this app to members of distribution group HCP-Test"

Where "HCP-Test@everyoneprint.com" is a group where the email address should be part of.

Home > HCP-Test

Ss HCP-Test | Members

Group

¢ add members X Remove ) Refresh [ Bulk operations ~~ columns | A7 Got feedback?
O overview
X Diagnose and solve problems o Some groups can't be managed in the Azure portal. Learn where to manage these groups 7
Manage Direct members Al members
il properties

|/"-j Search by name t Add filters

&8 Members
& Owners Name T Type Email User type
4. Roles and administrators \:‘ e test User test@everyoneprint.com Member

A Administrative units
@ Group memberships

# Applications

12. As a final step, add the Client ID, Client Secret, Tenant ID and email address to the
configuration.

Email Print Address: |test@every0neprint.com

Incoming Mail Server Settings

Mail server type: | Exchange Online QAuth2 Authentication (recommended)  w |

Mail server address: |https:/ioutiook office365.com |

Client 1D: |fbl::aﬁde‘1—b288—4??f—9552—3bd-EldUUeECBE |

Client Secret: |uuuuuuuuu""""u" |{saved values not shown)

Tenant ID: |34bc¢339-4b92—45?5—bb05—f55f4b?93238 |

Incoming Mail Account Settings

Username: |test@everyoneprint.u:om |

Password: | |

An account password should NOT be entered when using Oauth2 application permissions.
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